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1. Tén goi va ky hiéu cia TCVN

Tiéng Viét: TCVN XXXX:2024 Cong nghé thong tin — Cac k¥ thudt an toan —
Thuét todn mit ma — M3 khdi MKV

Tiéng Anh: TCVN XXXX:2024 Information technology — Security techniques
— Encryption algorithms — Block cipher MKV

Ky hiéu tiéu chudn: TCVN XXXX:2024

Ghi chi: Khi ¢6 quyét dinh céng b chinh thirc ciia Bd Khoa hoc — Cong nghé
thi tidu chuin nay s& duoc gan mdt sb hiéu theo quy téc ban hanh chuin hién hanh.
2. Dit vin dé
2.1. Pbi twong tidu chuin ho4

Bio mét vi an toan thong tin, trong d6 k¥ thuat mat ma déng vai tré then chét,
12 yéu tb tién quyét dé tridn khai cic hoat ddng giao dich dién tir. Song song véi viée
xiy dung ha ting k¥ thuat va co s& phap 1y, hoat déng xay dung va ban hanh tidu
chudn va quy chudn k¥ thuit c6 vai trd cuc ky quan trong. Coéng tdc nay khong chi
dinh huéng cho ngudi ding va dam bao cho nha san xuét trong viéc ning cao chit
lugng, sirc canh tranh cla san phdm, hing héa va dich vu trén thi tnrong trong nudc va
qubc t& ma con gép phin rat ngin khoang céch phat trién giita nudc ta va cic nude
trong linh vuc nay. M4 khéi & mét trong cac nguyén thiy mét ma quan trong dam bao
tinh bi méat cia thong tin va tham gia nhiéu véo céc luge db/giao thirc mat ma. Tai
Viét nam d& ban hanh mét sb thuit todn mi khdi trong TCVN 11367-3:2016 dua
trén viée chdp nhin nguyén vién chuén ISO/IEC 18033-3. Tiéu chudn TCVN
XXXX:2024 bd sung thém mdt ma khdi méi, duoe goi tén la MKV, do Ban Co
yéu Chinh phu x4y dung véi mue tiéu dua ra mot chuén ma khéi riéng cua Viét
Nam trong Iinh vuc din sy,

2.2. Tinh hinh tiéu chuén hoa thuét toin mi khéi
2.2.1. Vi sao phai tidu chuin hod mit ma

Ciing gidng nhw tiéu chudn hoa trong cdc linh vuc khéc, tiéu chudn mat mi 1a yéu tb
quan trong goép phin dam bao cho sy hoat ddng an toan cia ha ting k¥ thuit, ctia hé
théng théng tin, cia dit lidu cia td chirc, c4 nhan. Péi véi cac nha thit ké va sin xudt,
tiéu chuin mat mi s& hd tro dé ho c6 thé cung cﬁp cho thi tnrdng nhitng san phém mat
ma chét lugng cao, phu hop voi cac déi twong st dung. D41 voi ngudi sir dung mét ma
(td chirc, c4 nhan) hai wu thé 16n nhit trong st dung mat mé 1a ¢ddm bdo tinh an toan va
tinh lién théng. Thir nhit, ngudi sir dung co thé tin tudng 1a céc san phim dya trén tidu
chufn hod 1a cAc san phim an toan vi ching dd dugc mét sb lugng 16n cac chuyén gia
kiém dinh, d3 duge thi thach trén thue t& va d3 duoc nhidu td chitc chép nhin.Thir hai
néu cdc san phim dua trén céc tiéu chudn thi dd chiing dwoc san xudt bdi cac t6 chirc
khéc nhau hojc dugc thiét ké ¢& van hanh trén céc nén ting khéc nhau vin giao tac
duoc véi nhau. Trén thé gidi, khong phéi qudc gia ndo ciing ¢é chudn mi hoa cta



riéng minh, chi c6 mdt sé it cic nudc di nghién ctu ban hanh chuin mé ho4 cho linh
vuc din sy nhu My, Lién bang Nga, Trung Quéc, Han Quéc, Nhit Ban, Belarus, ..
Mot nha mat mé hoc ndi tiéng ngudi Nga di noi “Mar quéc gia duoc coi la vi dai néu
quéc gia d6 so hitu vii khi hat nhén, lam chi khéng gian va c6 chudn mat md cua
riéng minh”. Do viy, viéc s hitu riéng chuén mat ma 14 mot trong nhung yéu t6 khing
dinh tinh tur ch ciia Viét Nam trong cong cudc bao vé chit quyén Quéc gia.

2.2.2. Tinh hinh tiéu chuin ho4 trong nuéc ngoai nuéc va trong nudc

Ngodai nuée, Thuat toan ma hod c6 thé coi la “c6t 161 ctia ¢6t 1817, la trai tim cia cdc
san phim bao mat, an toan thdéng tin, mudn lam chi dugc céng nghé phai lam chu
duge thudt todn mat mi. Cac chuin ma khoi trén thé gidi thuong dugce céng bd rng
rdi va dugc nhiéu quoc gia, té chirc mit mé uy tin khuyén cao sir dung.

Pham vi quéc te:

- Déi véi th chire ISO/IEC, ta cb
o Chuén ISO/IEC 18033-3; GObm cic mi khdi c6 kich thudc 64-bit 13 DEA
(triple DES), MISTY 1, CAST-128, HIGHT: cdc ma khéi co kich thudc 128-
bit [4 cic mi khéi AES, Camellia, SEED, SM4 va Kuznyechik.
o Chuén m3 khéi hang nhe ISO/IEC 29192-2: PRESENT, CLEFIA.
- Dbi v6i IETF ta cé khuyén céo nhu RFC 2040: RC5, RFC 2144; CAST, RFC
2944: MISTY1, RFC 3713: Camellia, RFC 4009: SEED, REC 5794: ARIA, RFC
7801: Kuznyechik, ....

Pham vi cdc quoc gia: Mt s6 qubc gia tiéu biéu c6 chuin mé khdi riéng gbém:

- Belarus: ¢6 chuén m3 khéi Bel-T.

- Trung qudc: c6 chuéin mi khdi GB/T 32905-2016: SMS4.

- Ucraina: ¢6 chuidn DSTU 7624: Kalyna

- Lién Bang Nga: cé chudn mi khdi GOST R 34.11-2015: Kuznyechik, Magma,

- Han Quéc: cé chuin KS X 1213:2004: ARIA, KS X 3246: LEA, TTAS.KO-
12.0004: SEED, TTAS.KO-12.0040: HIGHT.

- M§: ¢6 chudn FIPS 185: Skipjack, FIPS 197: AES.

- Nhit ban: Mic du Nhat Ban khéng c6 cac thuit toAn mét mi dugc tiéu chuén hoa.
Tuy nhién, CRYPTREC duy tri mét danh sach "thut toan dwgce khuyén cao” chua
cic mi khdi sau: AES, Camellia, trong ¢6 Camellia la thuit todn dugc ciac nha
khoa hoc cia Nhat phat trién.

Bén canh dé, c6 qudc gia sir dung cac khuyén cdo: Mot sé qubc gia khéng co
chuén ma khéi riéng hodc dinh muic cho cdc thuit toan méit mi va thay vao d6 chon
cdng bd danh sdch cac thuét toan “dugce khuyén céo” nhu: Canada: Trung tim an ninh
mang Canada dua ra mot s6 khuyén cdo cho bd mit ma TLS day du, trong d6 ma khéi
duge khuyén cdo 14 AES; Malaysia: Dy 4n MySEAL liét ké mét sb nguyén tic mat ma
dwoc coi 13 an toan cung v6i Iy do ding sau viée dua vao (khong) cic thuft toan khac



nhau; Nhiéu quéc gia ciing dd khuyén cdo sir dung céc tiéu chuin trong ISO/TEC
18033-2 nhu Phap, Puc, Anh, Isarel, ...

Trong nwdc. MOt trong nhitng muc tiéu cua Chién lugc “Make in Vietnam” do Thi
tuéng Chinh phi ban hanh 1a phat trién kinh té s§ chiém 20% GDP, véi viée x4c dinh
céc bude tién dot pha mang tinh hé théng, nhin manh vao chuyén déi chu quyén cong
nghé, ¢6 su chuyén dich manh mé tir lp rép, gia cong sang sang tao, thiét ké mét cach
chu ddng, tao ra cac san phim cong nghé “Make in Vietnam”.

Trude bbi canh lich sir clia sur chuyén minh trong xu thé phat trién ctia nén kinh
t& s6, bén canh viéc thue hién cdc nhiém vu chinh tri quan trong duoc Pang va Nha
nwde giao, véi vai trd 13 Co quan mat mi qubc gia, Ban Co yéu Chinh pht ¢4 chi dao
td chirc nghién ctru, xiy dung thuat todn mi khéi dan su dé thiét ké, ché tao cac sén
phim bao mét, an toan thong tin phuc vu phat trién kinh té s8, xa hoi sb.

O mdt khia canh khéc, khi ma bai toan bao mat thong tin cé stic néng hon bao
gity hét truée su phat trién khéng ngimg cta céng nghé lwong tir va cac van dé& dam
bao an toan thdng tin trudc nhitng tdn céng tham mi dya trén tinh toan hrong tir. Ban
Co yéu Chinh pht dit muc tiéu quan trong 1a phai c6 mét thuét toan ma hoa “Make in
Vietnam” khéng chi an toan lwgng tir ma con dam bao hidu ning cin thiét dé dap tng
nhu st dung trong thoi dai s6. Ngoai ra, thuét toan khong chi dam bao an toan va hiéu
qua st dung, phai c6 dic trung riéng, cb céu triic riéng so voi cac chuén khac trén thé
gidi.

Hién nay, trong linh vuc din sy, Ban Co yéu Chinh phii d3 x4y dung va d& xuét
Bd Khoa hoc va Céng nghé cdng bd dugc 55 tiéu chudn quéc gia trong linh vue mit
mi bao gdm:

TT Ky hiéu Tén tiéu chuin C(: qu?n
dée xuat
1 | TCVN 7635:2007 Cong nghé théng tin — K¥ thuit mat | Ban Co yéu
mi — Chit k¥ s6 Chinh phu
2 | TCVN 7816:2007 Cong nghé théng tin — K thudt mat| Ban Coyéu

ma thuit toAn ma dir liéu AES (Phién Chinh pha
ban méi nhit TCVN 11367-3:2016)

3 | TCVN 7817-1:2007 Céng nghé théng tin — K§ thuat mat | Ban Co yéu
mi quan ly khéa — Phan 1: Khung Chinh pha
tbng quat (Phién ban m6i nhét
ISO/IEC 11770-1:2010)

4 | TCVN 7817-2:2007 Céng nghé théng tin — Ky thuét mdt| Ban Co yéu
m3 quéan 1y khoa — Phan 2: Co ché sir|  Chinh phi
dung k¥ thuat dbi xtmg (Phién ban méi




nhat ISO/IEC 11770-2:2018)

5 | TCVN 7817-3:2007 Cong nghé théng tin — K§ thuat mat | Ban Co yéu
mi quan 1y khéa — Phén 3: Cic co| Chinh pha
ché sir dung k¥ thuat khong déi ximg
(Phién ban méi nhéat ISO/EC 11770-

3:2021)

6 | TCVN 78174:2007 Cong nghé théng tin — K¥ thudt mat | Ban Co yéu
md quén Iy khéa — Phin 4: Co ché| Chinh phi
dua trén bi mat yéu (Phién ban méi
nhét ISO/IEC 11770-4:2017)

7 | TCVN 7818-1:2007 Céng nghé thdng tin — K§ thudt mat | Ban Co yéu
mi dich vu tem thoi gian — Phin 1: Chinh phu
Khung téng quat

8 | TCVN 7818-2:2007 Céng nghé thdéng tin — K§ thudt mat | Ban Co yéu
mi dich vu tem thoi gian — Phin 2: Chinh phu
Co ché token doc lap

9 | TCVN 7818-3:2007 Cong nghé thong tin — K§ thuat mat | Ban Co yéu
ma dich vu tem thoi gian — Phin 3: Chinh phu
Co ché tao thé lién két

10 | TCVN 11295:2016 Cong hghé théng tin — Céc k¥ thudt | RBan Co yéu
an todn — Yéu cu an toan cho m8- |  Chinh phi
dun mét ma

11 | TCVN 11367-1:2016 Cong nghé¢ thong tin — Cac ky thudt | Ban Co yéu
an toan — Thudt todn mat md — Phdn |  Chinh pht
1: Téng quan (Phién ban mdi nhét
ISO/IEC 18033-1:2021)

12 [ TCVN 11367-2:2016 Cong nghé thong tin — Cac ky thuftan |  Ban Co yéu
toan — Thudt todn mdt md — Phdn 2:| Chinh phi
Mat ma phi d6i xtmg

13 | TCVN 11367-3:2016 Céng nghé thong tin — Cic k¥ thudt | Ban Co yéu
an toan — Thudt to4n mét m3 — Phén Chinh phi
3: Mi khéi

14 | TCVN 113674:2016 Céng nghé théng tin — Céc k¥ thudt | Ban Co yéu.
an toin — Thudt toAn mat ma — Phdn |  Chinh phu
4: Md dong

15 | TCVN 11816-1:2017 Cong nghé thdéng tin — Cédc k¥ thuit

Ban Co yéu




an toan — Ham bdm — Phén 1: Téng
quan

Chinh phu

16 | TCVN 11816-2:2017 Cong nghé thong tin — Cac ky thudt an|  Bap Co yéu
toan — Ham bam — Phén 2: Him bimsit | Chinh phu
dung mi khéi n-bit.

17 | TCVN 11816-3:2017 Cong nghé¢ thong tin — Céc k¥ thuét | Ban Co yéu
an toan — Ham bam — Phén 3: Ham Chinh pht
bdm chuyén dung

18 | TCVN 11816-4:2017 Cong nghé thdong tin — Cac k¥ thudt | Ban Co yéu
an toan — Ham bdm — Phin 4: Ham Chinh phi
bim sir dung sé hoc ddng dur

19 | TCVN 11817-1:2017 Cong nghé thong tin — Cac k¥ thudt | Ran Co yéu
an toan — Xéc thuc thuc thd — Phin Chinh pht
1: Téng quan

20 | TCVN 11817-2:2017 Cong nghé thong tin — Cac ky thudt| BRan Co yéu
an toan — Xéc thuc thuc thé — Phin Chinh phtt
2: Co ché s dung thuét toan ma hoa
dbi xuang

21 | TCVN 11817-3:2017 Cong nghé thong tin — Cac ky thuat [ Ban Co yéu
an toan — Xac thuc thyc thé — Phin Chinh pht
1: Co ché sir dung k§ thudt chit ky sb

22 | TCVN 12214-1:2018 Cong nghé thong tin - Céc k¥ thudt | Ban Co yéu
an toan - Chit ky s6 kém phu luc - Chinh pht
Phén 1: Téng quan

23 | TCVN 12214-2:2018 Cong nghé thoéng tin - Cac ky thudt | Ban Co yéu
an toan - Chir ky s6 kém phu Iuc - Chinh pha
Phédn 2: Céac co ché dua trén phén
tich s nguyén

24 | TCVN 12214-3:2018 Cong nghé thong tin - Cac kj thudt | Ban Co yéu
an toan - Chir ky s kém phu luc - Chinh phu
Phin 3: Céc co ché dua trén logarit
roi rac

25 | TCVN 11367-5:2018 Cong nghé thong tin - Cac ky thudt | Ban Co yéu
an toan - Thut todn mét ma - Phan |  Chinh pha
5: Mat mé dua trén dinh danh

26 | TCVN 12211:2018 Cong nghé thﬁng tin - Cac k¥ thuit

Ban Co yéu




an toan - Yéu ciu kim thir cho mé | Chinh pha
dun mat ma

27 | TCVN 12212:2018 Cong nghé thong tin - Cac ky thudt | Ban Co yéu
an toin - Phuong phap kiém thi Chinh pht
giam thidu cic 16p tdn céng khong
xam lan chéng lai cac m6 dun mat
mi

28 | TCVN 12213:2018 Céng nghé théng tin - Cac kj thudt | Ran Co yéu
an toan - Ché d6 hoat déng cho mi Chinh pha
khéi n-bit

29 | TCVN 12852-1:2020 Cong ngh¢ thong tin — K¥ thudt an | Bap Co yéu
toan — Ky thudt mit md dya trén Chinh phu
dudng cong elliptic — Phén 1: Téng
quan

30 | TCVN 12852-5:2020 Cdng nghé thdéng tin — Ky thuat an| Ban Co yéu
toan — K¥ thuidt mit mad dva trén Chinh phit
dudmg cong elliptic — Phin 5: Cac ki
thuat tao dudng cong elliptic

31 | TCVN 12853:2020 Cong nghé thong tin — K§ thudt an| Ban Coyéu
todn — B4 tao bit ngiu nhién Chinh pha

32 | TCVN 12855-2:2020 Cong nghé thong tin — Ky thudt an| Ban Co yéu
todn — Lugc @6 chit ky s6 c6 khoi Chinh pha
phuc théng diép — Phan 2: Céc co
ché dua trén phén tich s nguyén

33 | TCVN 12855-3:2020 Cong ngh¢ théng tin — K§ thudt an | Ban Co yéu
toan — Lugc d6 chir ky sé c6 khoi Chinh phu
phuc théng diép — Phén 3: Céc co
ché dua trén bai toan Logarit rosi rac

34 | TCVN 12854-1:2020 Cong nghé théng tin — Ky thudt an | Ran Co yéu
toan — M4t md hang nhe -Phén 1: Chinh pha
Tdng quan

35 | TCVN 12854-2:2020 Cong ngh¢ théng tin — Ky thut an| Bap Co yéu
toan — M4t mi hang nhe - Phin 2: Chinh phu
Mi khéi

36 | TCVN 12854-3:2020 Cong nghé thdng tin — K¢ thuét an

todn — Mt mi hang nhe - Phén 3:

Ban Co yéu
Chinh pha




Mi dong

37 | TCVN 12854-4:2020 Céng nghé théng tin — K§ thudt an | Ban Co yéu
toan — Mat ma hang nhe - Phan 4: Chinh pht
Co ché sit dung ky thuat phi ddi
xung

38 | TCVN 11817-4:2020 Cong nghé thong tin — K¥ thudt an | Ban Coyéu
toan — X4c thuc thyc thé - Phin 4: Chinh pht
Co ché sir dung ham kiém tra mat
ma

39 | TCVN 11817-5:2020 Cong nghé théng tin — Ky thudt an | Ban Co yéu
todn — Xac thyc thyc thé - Phén 5: Chinh phu
Co ché st dung k¥ thudt tri thic
khéng

40 | TCVN 11817-6:2020 Cong nghé thong tin — K¥ thudt an | Ban Co yéu
todn — Xac thuc thyc thé - Phin 6: |  Chinh pha
Co ché sit dung truyén dit lidu thu
cong

41 | TCVN 13175:2020 Cong nghé thdong tin — Cac ky thudt | Ban Co yéu
an toan — Ma héa ky Chinh phu

42 | TCVN 12854-5:2020 Cong nghé théng tin — Ky thudt an | Ban Co yéu
toan — Mit mi hang nhe — Phin 5: Chinh phi
Cac ham bam

43 | TCVN 13176:2020 Cong nghé théng tin — Ky thuét an| Ban Co yéu
todn — B4 tao s nguyén t6 Chinh phu

44 | TCVN 13177:2020 Cong nghé thong tin — K¥ thudt an | Ran Co yéu
toan — Cac thuft toan mit md vd| Chinh pha
kiém thir phtt hop cdc co ché an toan

45 | TCVN 7817-5:2020 Cong ngh¢ thong tin — K§ thudt an | Ban Coyéu
todn — Quén 1y khéa - Phan 5: Nhém | Chinh pha
quan ly khoéa

46 | TCVN 13178-1:2020 Cdng nghé thong tin — K¥ thudt an | Ban Co yéu
todn — Xéc thyc thuc thé &n danh -|  Chinh pha
Phén 1: Téng quan

47 | TCVN 13178-2: 2020 Cong nghé thong tin — Ky thudt an | Ban Co yéu
todn — Xéc thyc thue thé 4n danh - |  Chinh phu

Phén 2: Céc co ché dua trén chit ky




sir dung mdt nhom khoa cong khai

48 | TCVN 13178-4:2020 Coéng nghé thong tin — K¥ thudt an| Ban Co yéu
toan — Xac thuc thuc thé 4n danh - Chinh phu
Phén 4: Cic co ché dua trén bi mat
yéu

49 | TCVN 11367-6:2022 Cong nghé théng tin — Céc k¥ thudt| Ban Coyéu
an toan — Thudt toan mat m3 — Phin Chinh pha
6: M4 hoa ddng ciu

50 | TCVN 13460-1:2022 Cong nghé thong tin — Céc k¥ thuat [ Ban Co yéu
an toan — Chit ky s md — Phén 1:| Chinh phit
Téng quan

51 { TCVN 13460-2:2022 Coéng nghé thoéng tin — Cac k¥ thudt | Ran Co yéu
an todn — Chit ky s md — Phin 2:| Chinh phi
Céc co ché dira trén logarit rdi rac

52 1 TCVN 13461-1: 2022 Cong ngh¢ thdng tin — Cac k¥ thudt | Ban Coyéu
an todn — Chit ky s 4n danh — Phdn |  Chinh phu
1: Tdng quan

53 | TCVN 13461-2: 2022 Cong nghé thong tin — Cdc k¥ thuat | Ban Co yéu
an toan — Chit k¥ s6 4n danh — Phin Chinh pht
2: Cic co ché siy dung mot khoba
cong khai nhém

54 | TCVN 13462-1:2022 Cong nghé thong tin — Cac k¥ thudt | BRan Co yéu
an toan — Chia sé bi mét — Phén 1: Chinh phti
Téng quan

55 | TCVN 13462-2:2022 Cong nghé thong tin — Céac k¥ thudt | Ban Co yéu
an toan — Chia s¢ bi mat — Phdn 2: | Chinh pha
Céc co ché co ban

Céc chuin duge chép thudn nguyén ven theo cac chuin cta ISO/IEC bai vi Viét
Nam 12 thanh vién ciia t6 chitc ISO/IEC. Tuy nhién, dé tao sur théng nhit, thong sudt
trong vin d& bao mat théng tin trong cac hé théng khac nhau, va kh:fmg dinh tinh tir
chil vé mit m3, viéc x4y dyng chuén riéng khing dinh tu tudng va xu thé “Make in
Vietnam” cang that sy cin thiét.

3. 8& cir xdy dung cac yeu ciu k¥ thuat
3.1. Téng hgp, phén tich cic titu chudn qudc té, tai litu k¥ thuat, cic két qua
nghién ctu lién quan téi ma khéi

3.1.1. Khio sat thiét ké va d9 an toan ciia cic ma khdi tiéu bidu
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Sau day la m6t s6 khao sét vé nguyén 1y thiét ké va két qua dd an toan cia cac
ma khoi tiéu biéu duge chuéan hoa va khuyén cdo trén thé gidi:

Bang 1 - Téng hop mét s6 thiét ké cho mdt s6 chudn ma khéi tieu bidu

Mi khoi
(Tigu chuén,
Khuyén céo

Dic diém thiét ké

~ A Y ~ A -
P46 an toan va mot s6 Iru y

AES
ISO/TEC 18033-3
FIPS 197

Ciac phién bin kich thwéc khdi/dp
dai khéa/sé vong:

128/128/10

128/192/12

128/256/14

Céu tric: mang SPN.

Ham vong: Sir dung 3 phép bién déi
co ban [a SubByte, MixColumns,
ShiftRows dé tao tinh xdo trén va
khuéch tan.

Xdo trén: Bién d6i phi tuyén SubByte
dua trén S-hdp 8-bit, dugc affine ti
dnh xa nghich ddo x~! trén trudng
GF(29).

Khuéch tan: Bién dbi tuyén tinh
MixColumn dwa trén cac ma trin
MDS c6 kich thudc 4% 4 trén
tnrong GF(2%); Bién d6i ShiftRows
chuyén vi céc byte, ¢d tinh khuéch
tan déu theo.

Luwgc dd khod: St dung céc bién déi
co ban trong ham vong, tuy nhién chi
mot lan lap lai nén cac mdi quan hé
gifta cac vong van con, d& din dén
tin cong khoa quan hé.

Thuat toén chién thing trong cudc thi
f:uyén chon AES, dugc thiét ké boi
Joan Daemen va Vicent Rijmen (tén
ban diu & Rijndael [65]). P45 an toan
chimg minh dugc trude thim ma vi
sai va tuyén tinh, suy ra tir chién lugc
vét lan rong.

Mot tham mi cé tén “Biclique™ [66)]
14 mét tAn cong khoéi phuc khoa diu
tién 1én AES-128, AES-192, AES-
256 diy da sb vong véi d6 phuc tap
tinh toan t&t hon vét can, cu thé trong
u‘ng 21262 21894 va 22544 Trudc dO
khong cé tin cdng nao co thé pha v&
hon 7 vong cla bat ky phién ban nao
ctia AES, bai béo [68] 14 tin cong diu
tién duge xem xét phd v& bay vong
cua AES-128 va 8 vong cua AES-
192, con [70] tin céng 18n 8 véng cia
AES-256 véi do phuc tap théi gian
thap hon so v&i tin céng vét can.

Tén cong vai 46 phu‘c tap thip nhét 1a
tAn cdng trong mo hinh khéa quan hé
(78], [84] Céc thn cong nay duoc gia
sir ké tn cdng cb the tac doéng dugc
vao khéa chinh nhim khai thic céc
quan hé co6 dugc vai khoa chinh, vi du
c6 thé 14t bit khoa bing cich tiém 16i.
Tuy nhién, d6 phirc tap clia tin cong
kiéu ndy s& ting lén rit nhanh khi sé
lugng bit duge xem xét trong quan hé
¢ duge véi khéa chinh 14 khong tim
thudng ting.

Camellia
ISO/EC 18033-3
RFC 3713

Cic phién ban kich thuéc khoi/dd
dai khéa/sé vong:

128/128/10

128/192/12

128/256/14

Cau tric: Feistel

Ham vong:

Tang phi tuyén sit dung S-hdp 8-bit

khic nhau, méi cai dge sir dung lip

Tan cong t6t nhat 1én Camellia véi s6
vong dugce it gon dugce cong bb cho
t6i ndy 13 c4c tn céng hinh vudng va
hinh chir nhit (tc 1a thudc nhém céc
tin cdéng tich phin va tin cong
boomerang). T4n céng hinh vudng I&n
chin vong cta Camellia duge gidgi
thiéu bdi Yongjin Yeom, Sangwoo
Park va IlJun Kim y&u ciu 2%* ban 16
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lax hai léu

Téng tuyen tinh sir dung ma trén nhj
phén c6 s0 nhanh t6i wru.

Mot téng bién déi logic “FL-ham” va
nghich dao cia né (FL™1-ham) dugc
ap dung cho cac nhanh c4u triic
Feistel.

Lugc dd kho4:

Str dung ludn ham ma. Sau khi té hop
mdt vai khoa dugce tir mét phén khoa
bi mét, dir liéu nay dugec ma héa bc’r}
hai vong md hoa v¢i cic hing sb
dugc xac dinh trudc duge coi 1a khéa:
hing s6 thir i 13 biéu dién nhj phén
clia cdn béc hai clia sO nguyén to thir
i. Tt d8u ra cta phép ma héa rat gon
niy, tit ci khéa con nhin dugc bing
cach s dung dich vong bit va trich
bit.

duoc lua chon va mét lwong 16n 2202
phép mi hoa. Tan cong hinh chit nhit
dugc dé xuit bai Taizo Shirai [98] da
pha v& 10 vong véi 21?7 ban 1d duge
lwa chon va yéu cau 224! truy cép b
nhd.

M4 phép nay co thé dat dugc hiéu
ning rét t6t vi dudng nhu c6 loi the
1on khi cai dit cimg hoéa t6i uu néu
cin. Véi cdu triic Feistel, phép ma
hoa va giai ma st dung chung mot
mach va chi cAn thém mét sb chi phi
hd trg dé cb thé cai dat ca hai. Lugc
@ khoa co thd mét phén chdng chéo
véi giai mé, song nd khong thé cai dat
song song hdéa hodn todn nhu qua
trinh giai ma.

SEED
ISO/IEC 18033-3

Kich ¢& khoi/D$ dai kh6a/So vong:
128/128/16

CAu tric: Feistel 1ong nhau (nested
Feistel)

Ham vong: Chia diu vio cia nd
thanh hai nira dugec XOR vdi mot
khoa con, sau dé di vao mét ma phap
nhd 3 ting st dung mdt ham G va
phép cdng modulo 23?2, trong ham G
c6 céc bién ddi sau:

Bién dbi phi tuyén st dung hai S-hop
8-bit 1a cic hodn vi x247 va x5t
trong GF(2%), c6 thé biéu dién duoi
dang affine hod clia anh xa nghich
dao x~1.

Bién déi tuyén tinh cé ma tran biéu
dién dang dich vong trén truomg
GF(28).

Luwge db khod: St dung ham G va
phép dich vong.

Tan cdng tot nhét 1én SEED dugc
cdng bd 1a tAn cdng vi sai 1én 8-vong:
Trong nim 2011, Sung mé tad mdt vi
sai 7-vong véi xdc suit 27122 déi véi
SEED (xem [9]), bang cach téng hop
xdc sudt ciia rét nhidu dic trung vi sai
7-vong voi cung sai khac diu vio-diu
ra, va cudi cung dua ra tin céng vi sai
lén 8-vong clia SEED, trong bai bao
nay Sung cling dd md ta mdt vi sai 8-
vong véi xdc sudt 27124 1én SEED.

Kuznyechik
GOSTR 34.12

Kich c& khoi/D9 dai khoa/Sé vong:
128/256/9

Ciu tric: SPN (dang AES)

Ham vong: gOm hai bién ddi co ban:
Bién dbi tuyen tinh st dung mdt ma
trdn MDS ¢6 kich thude 16 X 16 trén
truomg GF(28) cé dang ma tran dong
hanh d& huéng cai dat hidu qua phin
cung.

Bién ddi phi tuyén sir dung S-hdp ¢6
kich thudc 8-bit c6 dd phi tuyén

Nguyén 1y thiét ké ciia Kuznyechik
duoc it céc tai lidu dé cip tdi va
khéng duoc dé cip trong chuén chinh
thirc. M6t didm dang chil ¥ trong thiét
ké Ia ma trdn MDS duge sir dung
trong tang tuyén tinh dua trén mot ma
trdn dong hanh dé c6 thé cai dit hidu
qué phan cimg. Cac S-hdp 8-bit trong
tang phi tuyen duge sinh ngiu nhién
song mot so tAn cdng dich nguoe
(reverse-engineering) di chi ra ring
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khdng cao bing S-hop clia mi khdi
AES, dugc tac gia khing dinh sir
dung sinh ngiu nhién,

Lwoc dd khoa: Sk dung chu tric
Feistel v6i ham vong chinh 13 ham
vong ciia budéc mi hoa c¢6 dau vao
khoé la céc hing s6 dé tranh tin cong
trugt va c6 sb vong lip du lén dé
chéng tin céng vi sai khoa quan hé.

né co the dugce phan rd thanh mot
mang cu tric in @b véi cac S-hop cb
s6 chiu nho hon (xem [10]).Tuy
nhién, nhitng két qua niy hodn toan
khéng anh huong dén d6 an toan cia
Kuznyechik, ma nhiing két qua ndy
¢d ¥ nghia rat 1ém trong vidc ting tbc
dé trong thuc thi phin cimg cia thust
toan nay.

Thn cong gip gilta 1én 5 vong la tan
cong tt nhat dugc bibt 16n mi khéi
Kuznyechi: tin cong niay cho phép
khdi phuc khoa véi d§ phic tap thoi
gian 2!%0, 46 phtic tap bd nhé 2!, va
d6 phirc tap dir liéu 2'"%, Sau 4o,
nhom nay [11] di céng bd hai thn
cong gdy 16i 1én Kuznyechik tir d6 chi
ra sy quan trong trong viéc bao vé cai
diit cia mi phap. Cu thé cac tac pia da
trinh bay 2 tdn cdng phén tich 11 1én
Kuznyechik trong hai cai dit khac
nhau.

Kalyna
DSTU 7624

Cic phién ban kich thwéc khoi/d
dai khéa/sd vong:

128/128/10

128/256/14

256/256/14

256/512/18

512/512/18

.| Cu trie: Sir dung cdu tric SPN, véi

thiét k& dang thuat todn AES.

Ham vong: gbém ba bién déi trong nir
nhu thudt toan AES:

Bién ddi phi tuyén SubByte sir dung
cdc S-hop 8-bit.

Bién d6i tuyén tinh MixColumn cé
kich thuéc 8% 8 trén trudng
GF(28).

Mot phép chuyen vi byte, dam bao
tinh khuéch téan déu.

M3 khéi sir dung phép cong khod lam
tring trudc va sau la phép cong
modulo 264.

Lwgc dd khod: Kha phuc tap su
dung céc phép bién d4i clia ham vong
duge l3p lai hai lin voi cac chi s6
chin va chi s [é khéc nhau.

Mi khdi Kalyna duge d& xudt boi
Oliynykov cing cong sy va da dugc
lra chon 13 chuin mi khéi cua
Ucraina vao nam 2015, c¢6 dinh
hudng thiét ké trén céc tir 64-bit. Co
dd an todn dugc suy ra hodn toan tr
chién lugc vét lan réng.

Trong [12], AlTawy va cbng sy di
gidi thidu chi tiét mot tAn cong khoi
phuc khéa ddu tién chéng lai chuén
Kalyna-128/256 va Kalyna-256/512.
Céc téc gia dd ap dung tAn cong gip &
gita MITM @& pha v& 7-vong clia
Kalya va chi ra diy 1a tin céng tbt
nhit tai théi diém d6. Sau d6, mét thn
cong trong md hinh médt khda duge
mé& rdng béi nhdém tic gid Akshima
dua ra 1én 9 vong cia Kalyna (xem
[13]). Nam 2018, nhom tac gia Li L1n
da gidi thiéu mot sb két qua cai tién
cua tin cong gip & gitra 1én Kalyna

([14]).

Bel IT

Cic phién ban Kich thuéc khoi/ dp
dai khéa/sé vong
128/128/8

Co chu trac kha phic tap duge iy
cam himg tr mang Feistel va Lai-
Massey. Trong d6, ciu tric gdm bdn
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128/192/8

128/256/8

Ciu triic: Lai ghép tir Feistel va Lai-
Massey.

Ham vong: Tinh ph1 tuyén dugc dem
lai do sir dung céc phép todn dai sb
(phép céng modulo 232 va phép XOR
timg bit) va ba ham khac nhau G; (vdi
i =5,13,21).

Céc ham G; chita mgt 4p dung song
song cua mdt S-hdp 8-bit va phép
dich vong duya trén chi b i.

Ham F cta ca thanh phin Feistel va
Lai-Massey bao gdm phép tron khoa
(phép cong modulo 32) va 4p dung
mdt 14n ham G; cho céc tir khac nhau.
N6 mdt cach khac chia 1a mdt F-ham
twa GOST (GOST 28147-89) voai
kich ¢ 32 bit.

Lugc dd khoi: Pon gian dugc liy
tnrc tiép tir khoa chinh, khéng qua
bién di nao.

nhanh, duge chia ra hai cdp, mdi ciip
nay duge trén voi nhau béi mang
Feistel ba vong. Tuy nhién, hai mang
Feistel song song nay dugc trfn véi
nhau ¢ gia (sau hai vong cia mang
chira @ va b, va vong ddu clia mang
chita ¢ va d), biing cach 4p dung mét
vong Lai-Massey cho nhanh b va c.
Céc tham ma 18n ma khéi nay. C6 thé
ké toi tham mi tich phén trong [S6]
va tham mi dua trén gay 161 trong
15].

Do an toan ddi véi tham ma vi sai cé
thé dwoc tinh toan dua trén MILP cia
mi khéi nay trong [16].

SMS4
GB/T 32905

Kich c& khoi/dd dai khéa/sd vong
128/128/32

Céu trice: Feistel khéng cén bing
bén nhanh.

Ham vong:

S-hop 8 bit

Bién dbi tuyén tinh dua trén dich
vong, ¢b sb nhanh 5.

Liwroe d6 khod: Dya trén mét bién
ddi cap nhat trong duong v6i ham
vong nhur thay thé bién déi tuyén tinh
bing mét tuyén tinh khéc twong
dwong.

Zhang va cng su di dua ra tan cong
vi sai cai tién lén 22 vong trong [17];
Liu va cdng su d& gidi thidu tén cong
tuyén tinh bdi 1én SMS4 rit gon 22
vong [18]. Nhém tac gia Su dd cai
tién h0'n ket qua trong [17] bing c4ch
dé& xuét tin cdng vi sai 1én phi€n bin
23 vong [19]; tin cong ndy 13 t6t nhét
so véi cac két qua danh gid truge 46
dua trén sé lugng vong va d§ phirc
tap. Cho va Nyber cling dd giai dap
cdu hoi dugce dit ra trong {20] va dé
xuit mét tin cong tuyén tinh da chidu
lén SMS4 23 vong [21]. Hon niia,
nhom tac gla Zhang dd dua ra cén
du’m cua so luO'ng cac S- th tich cuc
tuyén tinh dbi véi ma khdi tra SMS4
trong [22]. Nhém tdc gia Liu txep thc
cai tién tin cong tuyén tinh cho SMS
23 vong trong bai bao [23]. Gin day,
nhoém tac gid Chen ciing da xem xét
tdn cong vi sai khong thé trong bai
bao [24]; cung nhu tin cong tuyen
tinh da chidu trong [21].

ARIA
KSX 1213-1

Kich c& khoi/dd dai khéa/so vong
128/128/12
128/192/14
128/256/16

Tén céng tbt nhit 1én ARIA 13 tAn
cdng gap ¢ gitta 1€n 8-vong vai 4§
phirc tap dit lidu 1a 256 [25].
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Cau tréic: SPN

Ham voéng:

Téng phi tuyén sir dung hai S-hép
8bit dira trén anh xa nghich dao.
Téng tuyén tinh sir dung ma trin nhi
phan 16 X 16 trén truong GF (2°) co
s6 nhanh ti wu.

Lugc d6 khoa: sir dung mdt mé phap
3-vong Feistel 256-bit vdi cac hang

s0 vong.

Kich thuée khoi/D§ dai ] ] -
khéa/Vong: Tédn cong thong k& tot nhat 1én RC6
128/128/20 bdi Henri Gilbert va cdng su [26] dd
128/192/20 phé v& RC6 — 32/14/16 va tin cong
128/256/20 trong quan t6t nhéit bai Knudsen va

Ciu tric: Feistel (4 nhanh)

Meier [27] ¢6 thé phén bist va khéi

RCo Ham vong: St dung céc phép toan phuc khéa lén RC6-32/15/32. Tir mét
cOng va nhén s6 nguyén dé tang d phan khéa dugc goi 13 cac khoa yeu
khuéch tan cho méi vong. Hon nita, | RC6 bi tén thuong boi tin cong tuyén
st dung phép dich vong phu thudc dir | tinh béi (multiple linear attack) [én 18
liéu. vong.

Lugc dé khéa: Pon gian.

Cic phién bén kich cé khoi/dé dai

khéa/sé vong

128/128/24; 128/192/28; 128/256/32 | Hién nay, chua co tn céng tham ma

Ciu triic: Mang Feistel 4-nhanh v&i | hiéu qua 1én LEA dugc cong bé. Tht

ham vong cé dang ARX ca cac danh gid d6 an toandugc dwa ra
LEA Ham vong: Sir dung céc phép dich | trong bai bao thiét ké [28]. Trong do,

ISO/IEC 29192-2

vong theo cac tham s6 da duoc lua
chon dinh hudng thiét k&, phép cong
modulo, phép XOR.

Luge db khéa: Don gian, sir dung
phép cdng modulo dé tao tinh phi
tuyén giira cdc khoa vong,

thudt toan c6 hénh lang an toan la
15/24 vong dox véi phién ban 128-bit,
16/28 vong a6i voi phién ban 192-bit,
18/32 vong dbi véi phin ban 256-bit.

CLEFIA
ISO/IEC 29192-2

Céc phién ban kich ¢& khoi/dé dai
khoa/sd vong

128/128/18; 128/192/22; 128/256/26
Ciu tric: Feistel

Ham vong: St dung hai S-hép 8-bit,
hai ma trin MDS c0 kich thude 4 x 4
trén truong GF (2%) dé thiét ké dat
duoc sb lugng S-hép hoat déng nhidu
hon theo co ché chuyén déi khuéch
tan.

Lugec dd khéa: Pon gian, sir dung
phép cdng modulo dé tao tinh phi
tuyén gifta cac khoa vong.

Tn coéng tét nhit 18n Clefia 1a tin
cong vi sai khong thé yéu cau 212683
ban r lua chon da pha v& 13 vong
voi d6 phic tap 21?883 phép md héa
d01 véi d6 dai khda 128-bit [29], cédc
tin cng twong tu c6 thé ap dung cho
14 va 15 vong dbi véi phién ban c6
kich thudc khoa 192-bit va 256-bit.

MISTY-1
ISO/IEC 18033-3

Kich thwée khdi/Do dai
khéa/Vong:
64/128/8

Puge thiét ké boi Matsui trong [30].
Tan cdng tot nhat 1én s vong rit gon
ciia MISTY I4 tdn cbng tich phin 5-
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Ciu tric: Feistel

Ham véng: F-ham cta ham véng
dugc goi la cac “FO-ham”, c6 dang
mang Matsui ¢é kich thuwdc 32-bit can
bing, hai nhanh véi ba vong. Ham
vong trong FO-ham ciing la mang
Matsui vai kich thude 16-bit (9+7).
Ham FO st dung hai S-hdp, mot S-
hép 9-bit va mdt S-hdp 7 bit, Mot
ham nira duoc sir dung 1a ham cé
khéa FL. Ham nay gin tuong tr nhu
v6i ham FL cia mi khéi Camellia,
diém khac 13 bo phép dich vong. Viée
chon mang Matsui cho phép mdt vai
phép todn cb thé thuc hién song song
héa.

Lugc d6 khéa: Don gian.

vong boi Knudsen va Wagner [31].
Tén cbng ndy yéu céu 23* ban 15
duge lua chon va df phiuc tap thoi
gian 13 2%, Trong bai bao gin day,
Yasutaka Igarashi va cdng sy da phé
vy 8 vong cua thuit toan MISTY-2
khéng c6 ham FL véi thoi gian 2574
sir dung 23° khdi ban rd duoc chon.

HIGHT
TTAS.KO-12.0040

Kich c& khoi/d$ dai khéa/sé vong
64/128/18

Chu tric: Feistel dua trén cdu tric
ARX

Ham vong: Str dung phép céng
XOR, phép cong modulo 28 va hai
ham tuyén tinh Fy va Fy, cung cép dd
khuéch tan huéng bit.

Lugec db khéa: Pon gian, sir dung
thanh ghi 128-bit.

Tin cdng vi sai khong thé 1én 27-
vong cua HIGHT trong bai bio [32].

SIMON
1S0/29167-2]

Céc phién ban kich c& khoi/d$ dai
khoéa/sé vong:

32/64/32; 48/72/36, 48/96/36;
64/96/42; 64/128/44; 96/96/52,
96/144/54; 128/128/68; 128/192/69
128/256/72

Ciu triic: c6 Feistel ¢6 dién

Ham vong: sir dung cic phép toan
don gidn: phép XOR timg bit, phép
todn AND tung bit va phép dich vong
tri. Céc nha thiét ké SIMON phan
ddi bude 1am tring ban ma va ban rd
vi cho ring céc phép toan nhu vy
anh huéng bat loi dén kich thude
mach.

Lugc dd khoa: dua trén mét thanh
ghi dich phan hdi FRS don gian dva
trén cac phép XOR va dich vong.

Thudt todn huéng phan mém.

Két qua tham ma t&t nhit 1én SIMON
la thdm mi vi sai 1&n 46 vong cho
SIMON 128/128 véi 21256 dir lidu,
2406 byte bo nhé, va d6 phirc tap thoi
gian [a 21257 v4i ti 1& thanh cong la
0,632 [33].

SPECK
ISO/29167-21

Cic phién ban kich ¢& khbi/dé dai
khéa/s6 vong:

32/64/22; 48/72/22; 48/96/23;
64/96/26; 64/128/27; 96/96/28;
96/144/29; 128/128/32; 128/192/33

Thuit to4n huéng phan cling,

Két qui thim mi tét nhét 1én SPECK
1A tham ma vi sai 1én s6 vong rit gon,
dd phd v& khodng 70-75% sb vong
cua hiu hét cac phién ban xem [34].
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128/256/34

Ciu tric: ARX

Ham vong: s dung cac phép toan
trén cac tir n-bit sau: @, phép toin
XOR timg bif, +, phép todn cdng
modulo 2™ va phép dich vong trai va
phai. Céc nha thiét k& thira nhén ring
ham vong SPECK c6 cic diém fuong
ddng voi ham trén cia mid khdi
Threefish ddng théi chi ra mot sb
diém khdc biét déng ké (ching han,
s6 luwong dich véng dwge cd dinh,
khong ¢6 hoan vi t).

Luge d6 khoa: sit dung lai ham vong
cho viéc sinh cac khoa vong.

Cic phién bin kich thwée khoi/de
dai khéa/vong:

128/80/31; 128/128/31

Ciu tric: SPN

Ham vong si dung:

o RESENT || 18] wu vé cai diit phén clmg. duoc dé xudt nim 2014 [35]. Céc thn
ISOMEC 201922 | Tang tuyén tinh hoan vj bit cdng mét s6 vong dua trén tham ma

Luge dd kho4: Sir dung thanh ghi biclique [35].
dich dé cép nhat trang thai khod bfing
céch dich vong va phén cac bit it
nghfa duge cho qua S-hop va duge
cdng XOR voi mbt vai bit clia gia tri
b6 dém.

3.1.2. M3 khéi trong giai doan chuyén djch hiu lugng tiv
3.1.2.1. Gidi thiéu v& tinh todn lwgng tir

Mbt méy tinh lugng tir khong con 1a mét ¥ tudng, gia thuyét. Theo nhidu chuyén gia,
ddy 14 céng nghé quan trong nhét cia thé gioi va dang c6 mét cude chay dua giira cic
qubc gia dé gianh wu thé trong céng nghé lugng tir vi mdt may tinh luong tir ¢o da sb
lugng qubit va kha ning chiju 18i. M§, Trung Quéc, Phap, Anh, Pirc va Nga 1a nhiing
ngudi din ddu trong cude dua, trong khi cic qubc gia khae dang nd luc hét sic dé
tham gia. Cudc chay dua gianh quyén kiém soat céng nghé “Tinh toan luong
khéng chi gii han trong pham vi quéc gia ma con duge thic ddy dang k& bai nhimng
gi khdng 16 cong nghé hang diu nhu Microsoft, IBM, Google, D-Wave, Toshiba, .
Tinh ton lugng tir tré nén phd bién sau khi xudt ban bai bao “Vgt i mé phong bang
mdy tinh” ciia nha vét 19 1y thuyét ngudi My Feynman [36]. Trong bai bdo, Feynman
dé xuét viée sir dyng cac trang thai lwong t& dé tinh toan.

Tinh toén lugng tir ]a mét vmg dung cha co ché lugng tir st dung hién trgng
luong tir dé thyc hidn tinh toan. May tinh luong tir 1a mét thiét bi thuc hién tinh toan
luong tr. N6 diéu khién cac trang thai ctia qubit theo cich cd kiém soat dé thyc hién
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cac thuat toan. Trong cdc may tinh ¢d dién, thong tin dugc ma hoa theo timg bit, trong
d6 mdi bit c6 thé 13 0 hodic 1. Trong tinh toan lugng tir, théng tin dugc mi héa trong
qubit. Cac qubit cé thé ddng thi & ca 0 va 1. Co ché hrong tir 13 mét hién twong k¥ la.
May tinh luong tir dwoc xdy dung bang cach sir dung céc tinh ning sau cia trang thai
luong tir:

o Sw chdng chit: Cac hé théng luong tir ¢6 thé ton tai & hai trang théi cling mét
lic. M6t qubit ¢ thé & 0 va 1 cing mot lae. Khi phép do duge thue hién, qubit
thu gon vé 0 hoic 1.

e Sy vudéng viu: D6 1a mbt hién twgng co hoc lugng tir trong d6 trang thai cla
cac hat bj vudng viu c6 thé dwoc mé ta co lién quan dén nhau. Phép do dwoc
thue hién trén mét hat bi vudng viu s€ ngay ldp tirc anh hudng dén hat bj vudng
viu khéc bit ké khoang cach gifta cac hat bi vudng viu.

e Giao thoa: Y tudng co ban trong tinh toan luong tir 13 kiém soat x4c suit qubit
thu gon vao mdt trang thai do cu thé. Giao thoa lwong tir, sin phim phu ciia sy
chéng chét, cho phép kiém soat phép do qubit huwdng t6i trang thai hodic tip hop
trang thdi mong muén.

3.1.2.2. Thang thoi gian phat trién tinh toin lrong tir

Linh vyc tinh toan lugng tir dang phét trién nhanh chéng. Trén todn céu cé sy ting
trudng theo cip s6 nhan trong linh vuc nay. Xay dyng mét may tinh lugng tir véi qubit
cao hon va kiém soat 131 chinh xdc 13 muc tiéu duy nhit cia céc nha nghién ctu. C6
nhiing thanh tyu dang ké trong 22 nim qua trong linh vue nay xem Hinh 1. Cac trung
tdm tinh toan MIT, Oxford, Berkely va IBM c6 thé phat trién may tinh luong tir 2
qubit vao dau nim 1998. Google di phat trién méy tinh luong tir 72 qubit vao nim
2018. Rigetti vao nim 2019, tuyén bd s& phét trién may tinh lwrong tir 128 qubsit trong
vong mot nadm.

Su phat trién ctia M4y tinh luong tir c6 thé dwoc chia thanh ba thé ha.

e Thé hé du tién: May tinh luong tir thé hé ddu tién dugc phét trién & giai doan diu
cho muc dich sir dyng phi thuong mai. Cac mé hinh ndy dugc xdy dung dé chimg
minh khai niém voi d6 phire tap tir thip dén trung binh.

e Thé h¢ thi hai: Nhiéu t chitc dat dwge budc dot pha trong nghién ciru ban ddu va
s& hitu co s& ha tAng phin cing cin thiét cé thé phat trién méy tinh lugng tir véi sb
lrgng qubit va d§ phitc tap cao hon. My tinh luong tir thé hé thir hai chi dugc thiét
ké va phit tridn cho cdc img dung thwong mai va nghién ciru cao cép tap trung vao
kha ning mé rdng va tbc d6 duoc cai thién. Nhiing may tinh Iwgng t ndy cé thé
dwoc cho thué dé dép tng nhu ciu tinh toan cao hon giéng nhu tinh todn ddm may
dé phuc vu trén co s nhu ciu.

e Thé hé thir ba: Thé hé thit ba s& 1a uu thé lugng tir thuc sy vi su ting trudng va
phét trién theo cAp s& nhan s& lam giam chi phi phdn cing. Méy tinh luong tir s& c6
gié ca phai ching va d& tiép can véi dai ching. M4y tinh lwong tir thé hé thir ba s&
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mang lai giai phap kha thi cho nhiéu tmg dung phi thwong mai va né s& viot trdi so
v&i may tinh va tng dung cb dién.

““1.Qubit Computer - A . - K

: 7 Qubit Cumputer ' o

. demonstratedby N D \\;msmgm T
‘IBM, Osford; :“;:“g“":‘s dm!oped"‘.',B-ann wlgg;’l'é;‘;l?ﬁ" -,ﬁl;seﬁt;g%eloped

!Berhele:hslt_anford, \aﬁg'ml;ﬂhj:_’am .. Computir P -Qu omputer

I I I D I I A

* 1 |"50.Qubit Computer : , AT
Institute of Quantum- ‘ IBMUnveils
T"hnin] Uni"““} Compunng, Premiier , d'ﬁi‘;’?"ﬂ’ ! Google developed:. Breakthrough 127-
of Munlch dévelaped xfo .
Instifute for T2-Qubit Compnter Qubit Quantum
£.Qubit Compitef Theoretical Pheslcs ’Berkdu Stanford, . Processor
_: -5y land MIT-developed 12- MT 2 .
* - Qublt Contputer -

Hinh 1 - Téng trwdng tinh toan lugng tir theo qubit tir nim 1998 dén nim 2021.

C6 nhiéu thach thirc cong nghé dbi v&i sy phat trién ciia May tinh luong tir véi sé
lwong qubit cao hon. Ban diu, nghién ctru dot pha vé tinh toén lugng tir didn ra kha
cham va mét nhidu thoi gian dé hién thuc héa mé hinh hoat dong. Tuy nhién, trong vai
nam gin ddy, c6 mét su phat trién chua timg thiy. Céc nha khoa hoc trén khép thé gisi
dang giai quyét nhiéu vén dé thach thicc khic nhau dé phat trién mét mdy tinh hrong tir
gid ca phai ching véi @6 chinh xéc cao hon [37-40]. Gartner vao nim 2018 d3 cong bd
dong thoi gian ude tinh cho dung hrgng qubit vit 1y va ng dung mady tinh luong tb
trong doi thue (xem Hinh 2), Néu dong thoi gian cla Gartner duge tin tuéng, thi xa
hoi s& sém chimg kién uy quyén luong tir. Mic di hinh dung vé& twong lai cho thiy
mdt thanh tuu rét tét cho linh vuc tinh todn, nhung do la déu hiéu ctia mdt con bo dbi
v01 an ninh mang.

Sy phat trién cua cong nghé lugng tir 1a mot tin t6t cho nhén loai vi n6 s& nang
tdm cude sbng cta ching ta. Tuy nhién, n6 ciing gy ra mdi de doa nghiém trong déi
v6i an ninh mang, doi hoi ching ta phai thay déi cach mi héa di lidu ctia minh. Theo
diém ndi bat cua MIT Technology Review, may tinh hrgng ¥ 20 tri€u qubit cd thé pha
v& con sé 2048 bit chi trong 8 gid [41]. Mic di may tinh luong tir 20 tridu qubit hién
khéng tdn tai, nhung ching ta cAn chudn bi sin sang va don diu mdi de doa. Ching ta
khéng thé doi cho dén khi nhitng may tinh luong tir manh m& dé bit ddu pha ma héa
cua ching ta, thi s& qua mudn. Di dén lic phén tich nghidm tic mdi de doa hiu lugng
tir v chuén bi cho phd hgp [42-44]. Chung ta cAn xé4c dinh dinh huéng nghién ctru va
1ap k& hoach chién lugc dé déi pho véi cdc nguy co nay.
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Hinh 2 - Uéc tinh dong thoi gian Qubit (Ngudn Gartner [45)).
3.1.2.3. Ké hoach dich chuydn mat mi hiu luwong tir

Theo md ta ctia Tién s7 Michele Mosca [46], tinh cdp bach dbi véi bit ky td chirc nao

trong viéc chuyén sahg mdat ma khang lugng tir hodc an toan lugng tir phu thude vao

cac thong 86 sau;

o Thai han sit dung (X nim): S6 nim chang ta cin khoa mat ma ctia minh dé duy
tri an toan va dit liéu cia ban duoc bao vé.

o Thoi gian di chuyén (Y niim): S& nim cin thiét dé phat trién, trién khai va di
chuyén sang giai phap an toan lwong ti.

 Dong thoi gian nguy co (Z Years): S5 nim trude khi cac mdy tinh lugng tir quy
mé 16n duoc ché tao ¢ thé phé v& céc thudt toan mét ma hién tai.

Néu Dong thoi gian nguy co ngén hon tong Thoi gian sir dung va Thoi gian di
chuyén tire 14 X + Y > Z' thi d6 13 vAn d& cin quan tdm nghiém tuc vi céc td chirc s&
khong thé bao vé “tai san” clia ho cho sé nim cén thiét dé chéng lai tAn cong luong ti
[40, 47, 48].

Dénh gia chinh xac dong théi gian nguy co (tire 14 gia tri cho 'Z'") 14 mét nhiém
vu diy thach thirc vi c6 rit nhidu tro ngai trong vide x4y dung méy tinh luong ti véi sb
lwgng qubit va higu qué cén thiét. Tuy nhién, xu hudng nghién ciru va phat trién hién
nay cho thdy mét ngay khéng xa ching ta s& cé nhiing chiéc may tinh luong tir vi sire
manh tinh todn cin thiét [49, 50]. Tai mot thoi didm nao dé, chiing ta cfing c6 thé
mong doi Pinh luit Moore hd trg mé rong quy md phat trién cua cong nghé tinh toan
lugng tir nhu d4 ting xay ra v&i céc cong nghé tinh todn cb dién.

Méi de doa khéng chi 1a thach thirc déi véi vidn canh tuong lai ma nd con c6 ¥
nghia quan trong d6i véi chinh ngdy hém nay [51, 52]. RAt ¢4 thé nhidu tin tic, do
chinh nhad nuéc bao trg hoidc chinh cac quéc gia co thé dang chin va thu thdp cic tin
nhin duge mi héa véi hinh dung ring ho s& ¢6 thé gidi ma cdc tin nhin nay khi cd tai
nguyén may tinh lugng tir trong twong lai. Néu cac tin nhin riéng tu ciia ngay hém nay
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bi tiét 16 ngay ca trong twong lai, né s& c6 tac dong bit lgi nghiém trong dbi vai cac tap
doan, td chirc chinh phu, quan ddi va quan hé ngoai giao cha céc qubc gia. Vi vdy, méi
de doa khong phai 13 trong twong lai nhu Pinh 1y Mosca di chi ra ma ¢ bat diu
ngdy dau tién thudt toan cta Shor dugc gidi thidu vao nim 1994. Do dé, bét ky giao
tiép ndo duoc thuc hién ké tir nim 1994 bi‘“mg thuét todn mi hoa hién c6 khéng an toan
legng tir déu d& bi tén céng va cé thé bi 16 trong twong lai [53, 54].

3.1.2.4. Srr anh huéng cia tinh toan luwgng tir tic dong dén thuit toan mit mi
hién co

Mdt mdy tinh Iwong tir thuc té véi sb lugng qubit cin thiét (hang triéu qubit) s& cé thé
pha v& tt ca cic hé théng mat mi khéa cong khai hién dai . Bao cdo nim 2016 ciia
Vién Tiéu chudn va Cong nghé Qubc gia (NIST) v& mét mi sau lugng tir dwoc trinh
bay trong Béng 2, néu bt tac dong cua tinh toan lurong tir di v6i cac thudt todn mét
m3 phd bién.

Bang 2 - Tac ddng ciia tinh toan lwong tir d6i véi mat méa phd bién.

Thuit toan mit T#c dong tir may tinh

. . Kién Muc dich B .,
mi i lugng tir quy mo lon
AES Khoa déi ximg | ma héa Kich thuge khéa 16n hon
can thiét
SHA-2,SHA-3 | ——— Ham bam Péu ra 16n hon cdn thiét
. |Chit ky, thiét 13 f .
RSA Khoa céng khai oK, et 1P Khéng con an toan

khda

ECDSA, ECDH

(Mat mi duong |Khéa cong khai |0 K> trao doi

Khéng con an toan

cong elliptic) khoa
DSA (Mat mad . |Chit ky, trao ddi

' Khoa cong kh ’ Ar o o \
trudng hiru han) oacongkhat |, . Khong con an toan

Cac thut toan tiém ning dugc danh gia dya trén nhidu yéu t6 nhu kha ning
khang lai cac tan céng phén tich ma hoéa, higu qua cta thudt toan, kha ning twong téc,
tinh kha thi khi trién khai, ...

3.1.2.5. Cic né lyc chuyén dich hiu lwgng tir trén thé gigi

Tim quan trong cta thuét todn Quantum-Safe da duge cac td chirc chinh phu va nhitng
gi khdng 16 CNTT trén toan thé giéi hidu 5. Mbi de doa 1a ¢6 that va ngdy dé dang
dén rit nhanh. Do d6, nhidu quéc gia va td chirc tiéu chudn da cho dong thiét ké, phat
trién, thir nghiém va chién luoc di chuyén cho céc thuft todn an toan luong tir [55].
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Nhém 1am viée, dign dan va céc td chirc tiéu chudn dang xudt ban khudn khd, tii liéu
chinh sach, sich tring, chi tiét k¥ thuat, tai liéu tidu chudn héa va chién luoc chuyén
ddi hiéu qua v& chi phi sang tién ma héa hau luong tir. Mot sb t§ chirc ddn diu qua
trinh tiéu chudn héa la:

Vién tidu chuin va céng nghé Quéc gia Hoa K¥. Vao cubi nim 2016, Vién Tidu
chuin va Cdng nghé Qubc gia Hoa Ky (NIST — National Institute of Standards and
Technology) d3 bét d4u nd hyc thu thap, phan tich nhdm chuén hoéa cac thut todn mét
mé méi c6 kha ning khang lai cc tdn cong bang mady tinh lwong tir quy md 16n. N3
luc ndy duge dit tén 1a du an tiéu chudn héa mit mi hau luong tir (PQC — Post
Quantum Cryptography) va tip trung vdo cac thudt todn mat mé phi déi xing cho md
héa diF ligu, chit ky 56 va cdc co ché boc khéa.. Dong théi gian hop 1y dé phat trién va
ap dung cac tiéu chuan NIST PQC duoc thé hién trong Hinh 3 [97]. Du 4n PQC duogc
du dinh két thiic vao nim 2024, Tuy nhién, NIST d3 c6 ké hoach ban hanh mét chuén
chit ky sd trong thdi gian sém hon do lo ngai trudce tinh hinh phét trién ctia may tinh
lugng tir v&i nhitng hiéu biét chic chin nhit v& an toan lugng tir tai thoi diém hién tai.
D6 14 nhitng nguyén thity chit ky s6 dwa trén ham bim véi dd an toan khéng dua vio
gia thiét bai to4n khé nio ma hoan toan dya vao d§ an toan cita ham bidm co sé. Hién
tai, NIST dang tim kiém céc phéan héi vé du thao tiéu chuin chit ky s6 dua trén ham
bdm c6 trang thai cia minh., Cu thé, NIST d4 dva ra dir thdo tiéu chudn NIST SP 800-
208 vé khuyén cdo dbi vai luoe dd chit ky dya trén ham bam “stateful” (HBS — Hash
Based Signature) vao 21 thing 6 nim 2018. Trong d6, thudt ngir “stateful” nhim chi
ngudi ky phai luu giit trang thdi qua céc l4n ky d8 tranh viéc st dung lai cdc khoa bi
mét. Khac véi cdc luge dd chit ky sé dua trén cac bai todn khé da bit nhur bai toan
phin tich sb hoiic bai toén logarit roi rac s& bi pha v& hoan toan bing cach sir dung
mét may tinh lwong tir véi ning lwe tinh toan di 16n, luge db chit ky sé dya trén ham
bim vin dam bao duoc an toan do dd an toan ctia ham bam dbi véi cac nang luc tinh
todn dua trén may tinh hrong tir. Cu thé, ham bim vin dat duoc mite an toan b?mg mot
nira mirc an toan cd dién khi sir dung thudt todn Gorver (thuét toan dugc xem la tt
nhét dé phéd v& do an toan clia ham bam) trén méy tinh Iwong tr. Ngay 05/7/2022,
NIST d& cong bd nhom cac thudt todn diu tién chién thing trong cuée thi tuyén chon
céc thuit todn mat ma hdu lugng tir PQC kéo dai 6 nim. NIST 43 lwa chon nhém thuét
todn mét mi dau tién duge thiét k& chdng lai su tAn cong cia cdc mdy tinh lupng tir
trong twong lai. Bén thuit todn di duge chon s& tré thanh mot phdn clia tidu chudn mat
mi hiu lwong tir ciia NIST, dy kién s& duoc hoan thién sau khoang hai ndm. Cac thuft
toan dugc thiét k& cho hai muc tiéu chinh: ma hoéa va xac thwc. Tét ca bdn thuit todn
dugc tao ra béi cac chuyén gia cdng tic tir nhidu qubc gia va td chirc. Trong dé, dbi
véi myc tiéu mé hoa, NIST dd chon thuit toin CRYSTALS-Kyber. Con dbi véi muc
tidu xac thuc, NIST d3 chon ba thuit toin CRYSTALS-Dilithium, FALCON va
SPHINCS +. Trong d6, cic su kién chinh nhur sau:
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Thot gian Su kién

4/2015 Hoi thao vé& an ninh mang trong thé gidi hiu lugng tr tai Gaithersburg,
Hoa Ky

2/2016 Tidu chuén héa PQC: Théng bdo va phac thao L&i kéu goi cia NIST cho
ban thuyét trinh cta cac d8 trinh dugc dua ra tai PQCrypto 2016

4/2016 NISTIR 8105, Bio cdo v& M4t ma hiu lugng tir, duge phat hanh

12/2016 Thong bio Ping ky Lién bang — Théng bao Yéu cdu Bé cir cho céc thujt
todn mit ma hiu lugng tir khéa céng khai

30/11/2017 | Han ndp hé so cho Quy trinh tiéu chuén hoa PQC ciia NIST

12/2017 Céc trng vién déu tién duge cong bé.

Giai doan binh luén cdng khai vé& cac tng vién vong dau tién bét diu.

4/2018 Hbi thdo tiéu chudn hoa NIST PQC d4u tién tai Ft. Lauderdale, Florida

1/2019 Céc Gng vién vong hai duoc cdng bd. NISTIR 8240 — Bdo cdo thyc trang
vé Vong dAu tién ciia Quy trinh tiéu chudn héa PQC cia NIST duge phat
héanh.

Giai doan binh lusin céng khai vé cdc tmg vién vong hai bét dau.

4/2020 NIST méi nhan xét tir nhiing ngudi dé trinh va cong ddng dé hinh thanh
quy trinh ra quyét dinh cho viéc hra chon céc ting vién vong ba.

6/2020 NIST céng bd cac tmg vién lot vio vong chung két thir ba va cac tng vién
thay thé. NIST IR 8309 — Béo cdo thuc trang v& vong thir hai ciia Quy
trinh chufin hoa m4t m3 hau lwong ti cia NIST dugc phét hanh.

Giai doan binh luin cua céng chiing v& cic tmg vién vong ba bit diu.

6/2021 H6i thao tiéu chuén hoa PQC cta NIST lan thir ba duoc td chirc truc
tuyén.

7/2022 Céng bd cac thuit todn tmg vién s& duge tiéu chudn hoa cing véi tng ctt
vién thay thé tién vao vong thir tr. NIST IR 8413 — Béo céo thuc trang vé
Vong thit ba cia Quy trinh chufn héa mét mi hiu lwgng tir cia NIST
dugc phat hanh.

7/2023-nay | Vong 4
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Hinh 3 -Thoi gian hep 1y dé phat trién va ap dung cdc tidu chuin NIST PQC.

Vién tiéu chuin vién théng Chiu Au . Vio thang 3 nim 2015, Uy ban ki
thuat ctia Vién tiéu chudn vién théng Chau Au (ETSI - European Telecommunications
Standard Institute) d4 thanh 1ap nhém lam viéc vé& mat mi an toan lwong tr (WG QSC
- Working Group for Quantum-Safe Cryptography). Pay c6 thé dwgc coi 1a nhém
chudn héa tip trung cho mit mi an toan lwong tr mang tinh thuong mai dau tién.
Trong tdm hudng t&i cua nhém 1a cai dat thuc thi va phat trién céc nguyén thly an
todn lugng tit, bao gém cac cin nhéc vé hiéu ning, kha ning, giao thirc va cin nhic
kién tric dbi véi cac ing dung cu thé. Tir d6 cung cip cho cdc nhém va co quan tidu
chuin khic nhv Lién minh Vidn théng Quéc t& (ITU - International
Telecommunications Union) vd T§ chirc chuyén trach k¥ thuat internet (IETF -
Internet Engineering Task Force). Céng viéc ctia ETSI di duoc phat trién tir cac
nghién cru khao sat phan tich hu qua cia viéc st dung ndm 16p nguyén thuy an toan
lwong tir dé tir d6 dua ra cac dic ta vé k§ thujt (TS - Technical Specifications), cling
nhu cdng thirc dé xay dung cac hé thong cu thé ma khach hang dang dy dinh trién
khai. Hién nay, cdc cong viéc di hoan thanh ciia té chirc ndy gém: Bdo cdo nhém ETSI
QSC001 “Phén tich cdc nguyén thily an toan luong tir’!; Bdo cdo nhém ETSI QSC003
“Céc kich bdn nghién citu va st dung mdt md an todn heong tr'*%;, Bdo cdo nhém ETSI
QSC004 “Phdn tich méi de doa ciia an toan hrong tir™; Bdo cdo nhom ETSI QSC006
“Gidi han cia tink todn hegng ti lén khéa doi ximg™; Bdo cdo ky thudt ETSI ETSI TR
103 570 “Phdn tich cai ddt trao d6i khéa an todn lugng t¥’S; Bdo cdo kp thudt ETSI
TR 103 617 “Cdc mang riéng do an todn lupng 1%, Bdo cdo ky thudt ETSI TR 103
618 “Ma héa dya trén dinh danh an todn lupng n’”’. Hién tai, ETSI ciing dang xdy

! http://www.etsi.org/deliver/etsi_gr/QSC/001_099/003/01.01.01_60/gr_QSC003v010101p.pdf
2 http:/fwww.etsi.org/deliverfetsi ar/QSC/001 099/003/01.01.01 60/ QSC003v010101p.pdf

3 http.//www.etsi.orp/deliver/etsi_gr/QSC/001_099/004/01.01.01 60/er QSC004v010101p.pdf

4 http://www.etsi.org/deliver/etsi_gr/QSC/001_099/006/01.01.01 _60/er QSCO06v010101p.pdf

5 http://www.etsi.org/deliver/etsi_tr/103500 103599/103570/01.01.01_60/tr 103570v010101p.pdf
§ htips:/www.etsi.org/deliver/etsi_tr/103600_103699/103617/01.01.01_60/tr_103617v010101p.pdf
7 https://www.etsi.org/deliverfetsi tr/103600 103699/103618/01.01.01_60/tr_103618v010101p.pdf
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dung mét sb bao céo sau: QSSC-008 “Pdnh gid cdc chit ky s6 an todn leong ¥
QSSC-13 “Cdc & thudt dich chuyén sang hé thong an todn lwong t#”; QSC-14 “Cdc
diic ta kj thudt d6i véi hé thong con trao doi khoa lai ghép”.

Té chirc chuyén trich k§ thudt Internet. Vio thang 5 nim 2018, td chirc nay di
cong bb phién ban da ciy cta hé chit kj Merkle mé réng, dugc biét véi tén goi
XMSSMT [3 chuén RFC 8391, Bén thang 4 ndm 2019, phién ban da ciy cia hé chir ky
Leigton — Micali, v&i tén goi 1a HSS (Hierarchical Signature System), dugc cng b 13
chudn RFC 8554. Céac chudn ny tuong déng véi du thio chuin NIST SP 800-208 vé
chir ky s dua trén ham bim “stateful” da dwgc dé cp ¢ trén. Hién nay, td chiic
chuyén trach ky thuat Internet da thyc hién mot 56 cong viée tiép theo cho cac yéu ciu
khéng luong tir cia minh bao gdm: Dw thdo vé khung tich hop trao déi khéa héu
lupng ti vdo trong giao thitc trao doi khoa internet phién ban 2 (IKEv2)%; Dy thdo vé
trao doi bé tro trong giao thirc IKEv2®; Dy thdo vé str dung khéa duoc chia sé trudc
trong CMS (Cryptographic Message Syntax) cia trinh thu dién tir an toan S/MIME 1%,
Dy théo vé sir dung thudt toan chiv ky s6 duwa trén cdy bim Merkle trong CMS''; Dy
thdo vé cdc khéa chia sé truéc déi véi IKEv2'%, Dy théo vé sir dung thudt toan chit ky
8 dua trén ham bim véi md héa va chir kp déi twong CBOR (COSE - CBOR Object
Signing and Encryption)®.

Mpt 6 t6 chive khdc: Uy ban tiéu chudn chinh thirc X9 (ASC X9 - Accredited
Standards Committee X9) ctia Vién tiéu chudn qudc gia Hoa Ky (ANSI - American
National Standards Institute) 1a mét nhoém tigu chuén tai chinh chuyén biét, tip trung
vao hé théng thanh todn dién tir, kiém tra va hoat dong tai van phong, bao cao giao
dich ngan hang doanh nghiép, ching khoan nhu c¢é phiéu va trai phidu, va bao mat dit
lidu/théng tin. Uy ban nay dd thye hién mét sé cong viée sau: Sdch trdng thong tin cia
nhém nghién ctru vii ro tinh todn luong tir X9:'%; Bdo cdo kj thudt TR.50 vé ky thudt
Iugng tir trong CMS™.

Lién minh Vién théng Qudc t& (ITU) 13 co quan tiéu chudn hoa cdng nghé cua
Lién hop quéc dit tai Geneva, dai dién cho 293 quéc gia thanh vién. B6 phan vién
théng cua ITU dugc viét tit 1a ITU-T (International Telecommunications Union
Telecommunication Sector). Nhom nghién ciru s6 7 (SG17 - Study Group 17) 1a mét
nhém con cta ITU-T chuyén v& bao mat. Td chirc Tiéu chudn Quéc t& (ISO -
International Standards Organization) va Uy ban K§ thuit Bién tir Quic té (IEC -
International Electrotechnical Commission) hgp téc cung nhau trong céng tac bao méit

8 https://datatracker.ietf. org/doc/draft-tihai-ipsecme-hybrid-qske-ikev2/
? https://datatracker.ietf. org/doc/draft-smyslov-ipsecme-ikev2-aux/

19 https://datatracker.ietf.org/doc/draft-housley-cms-mix-with-psk/

U hitps://datatracker ietf.org/doc/draft-housley-cms-mmts-hash-sig/

12 hitps://datatracker.ietf.org/doc/draft-ietf-ipsecme-gr-ikev2/

13 hitps://datatracker.ietf.org/doc/draft-housley-suit-cose-hash-sig/

14 https://x9.org/download-ge-ir/

15 https://x9.org/download-qe-tr50/

25



tai SG17. T4 chirc ndy ciing dang 06 luc nhim dua ra cdc mat ma an toan khéng luong
tir. Tuy nhién, cdc két qua nhén dwoe cling rit han ché, méi chi nghién ctru ban déu
lién quan t6i tinh todn luong t&r to ndm 2017 trong cic bao cao ITU-T SG 17
Contribution 529 “Qud trinh lam viéc cia nhom nghién ciu mdt mad heong t'¢ va
ITU-T SG 17 Contribution 180 “Pé xudt nghién ciru mdi cho truyén théng an todn

dwa trén mdt ma hdu huong ™',

Viin phong Bdo mdt Thong tin Lién bang Pirc(BSI): P& chuln bi cho rii ro
trong twong lai, BSI ciing d4 phat hanh cac huéng din ki thuat dé xudt cdc thudt toan,
d6 dai khoa va dua ra céc d& xudt cu thé cho cdc so d6 chir ky dua trén Merkle va
XMSS. Trong tim 1a phat trién céc thuft toan m3 héa khoa céng khai an toan lwong
tir. Vao nim 2020, BSI ciling d4 phat trién cac dé xuit ban ddu cho viéc chuyén déi
sang mit ma hiu luong ti.

3.1.3. Dinh huéng thiét ké cho mi khdi trong chuyén dich hiu lugng tir

Nhu véy, d& chuln bi cho viéc chuyén tiép luong tir cling véi su phat trién ctia khoa
hoc tham mi, mic du khéng bi dnh hudng nghiém trong nhu céc thudt toan ma hoa
khoa cong khai ¢ dién, ma khdi noi riéng va cac thuit toan mat ma d6i Xing noéi
chung cin ¢6 dinh hudéng thidt ké trong thoi gian sip t6i. Bai todn tdng dé dai khod va
kich c& khoi 1a dic biét can thiét d6i voi thudt todn m3 khéi theo khuyén cdo ciia cac td
chirc mit mi uy tin nhua NIST cfia My (xem [57]), BSI ctia Dac (xem [58]), Ecrypt-
CSA ciia Chau Au (xem [59]), ANSSI cua Phap (xem [60]), ENISA (xem [61]),
NCSC ctia Anh (xem [62]),...

Trong [63], mét trong s6 nhitng yéu cdu quan trong vé d6 an toan ctia cac thuit
toan tham gia dy 4n dugc dua ra nhu sau “Khi cén dé an todn léu dai, cdc thudt todn
ndy nén hwéng téi bao mdt hiu lwong ti, hodc vng dung phdi cho phép chimg cé thé
dé dang thay thé bang cdc thudt todn c6 dp an todn hdu lheong t1¥” (“When long-term
security is needed, these algorithms should either aim for post-quantum security, or
the application should allow them to be easily replaceable by algorithms with post-
quantum security”). Piéu ndy hodn toan cé ¥ nghia do né Iuc dua ra tidu chuén cho
mét mi phi dbi xtmg hau lwong tir chia NIST ghn dy & chi ¢6 hidu qua néu mit ma
dbi xmg duge st dung ¢o kha nang khing lugng tir. Tuy nhién, dé dat duoc mic an
toan luong ti hiéu qua 1a 128 bit, viéc ting kich thudc khoa 1&€n 256-bit 1a chua da
dam bao an toan cho ma khéi trong kich ban ma phap duoc lugng tir hod, s€ dugc thdo
luéin chi tiét trong phan sau, Hon nita, kich thudc khdi clia ma khéi con anh hudng
truc tiép téi @6 an toan cia ché do hoat dong st dung no, trong khi d§ an toan nay
dang bi giam sit do céc thuit todan tim va cham lugng tr. Trong qua trinh xem xét d¢
an toan ciia mi khéi AES ciia NIST trong [64], hdu hét cac danh gia ddu danh gia cao
AES vé d6 an toan da c6 déi véi cdc thim mi cd didn, song ddu dua ra nhimg yéu ciu

16 hitps:/fwww.itw.int/md/T17-8G17-C-0529,
T hittps:/fwww.itw.int/md/T17-SG17-C-0180
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vé ting d6 dai khoa va kich thirc khéi ¢é ddm bao d6 an toan mong mudn trong bdi
canh hau luong tir. Pic biét, cd yéu ciu cin mot ma khdi cb kich thude khdi 1a 512-
bit; tuy nhién céc chuyén gia déu théng nhét kich c& khbi 256-bit 1a lra chon phi hop
v6i thoi didm hién nay. Do d6, m6t ma khéi c6 kich c& khdi 256-bit véi d6 dai khoa
dugc gia ting tuong Gng 1a cin thiét cho thi ki chuyén tiép hau luong tir.

3.2. Thong tin chung vé m khéi MKV

Thudt todn ma khéi MKV duoc thidt ké trong khudn khd nhiém vu khoa hoc c:’ip Ban
“X@y dung thudt toén ma khéi dam bdo cdn bang gitta dé an todn va hiéu ning xir Iy
dir liéu phit hop sir dung dé bdo mét thong tin trong linh vuc ddn sy” duge Ban Co yéu
Chinh pht phé duyét nam 2020-2021 nhim tao ra mdt thuit todn dinh hudng sir dung
trong linh vuc dan sy. Nhiém vy dugc nghiém thu tai hdi déng Khoa hoc - Céng nghé
cdp Ban vao ngay: 25/05/2023, két quéa dat loai PAT. Sau d6, nhiém vu da dugc ky
thanh 1§ hop ddng vao ngay 20/07/2023. Trong qué trinh phat trién xay dung, ban diu
mé khdi duge dit tén 13 ViEncrypt, sau d6 duwoc dbi'tén thainh MKV dé tao sy thong
nhit v& ki hiéu cho céc tiéu chuin mét mi duoc xdy dung sau niy dung béo vé théng
tin trong linh vuc dan su.

M4 khdi MKV 1a mé phép ldp, xir 1y khéi dit liéu kich c& 128-bit (véi khoa 128,
192 va 256 bit) hodc kich c& dit liéu 256-bit (véi khoa 256, 384 va 512 bit). M khbi
nay sir dung ciu tric dwa trén luoe dd mdi, dwoc dit tén 14 FLC'S, dat d6 an toan
chiing minh duogc ca trong md hinh 1y thuyét va thue té, cé rat it ma khdi dat duoc d6
an toan chirng minh dugc nay.

Céu triic FLC trong MKV 14 céu triic drgc cdc chuyén gia mit mi cGa Ban Co
yéu Chinh phi x4y dung khéng gidng véi bt ky chudn ma khéi nao trén thé gidi. C6
thé néi ddy 14 cdu tric mang dic thi riéng theo xu thé “Make in Vietnam”. Cdu tric
FLC khéng vi pham ban quyén va khong vi pham quyén s¢ hivu tri tué ciia bat kp t6
chirc va ca nhdn trong va ngodi nudc ndo.

Thudt toAn MKV dam bdo do an todn trude cdc tin cong thdm ma manh 1én mé
khéi trong md hinh cd dién va dam bao d6 an toan trudc tin cong s dung thudt toin
lwgng tir Grover dé vét can khoa. Tinh khach quan trong danh gid d4 an toan ciia MKV
dugc thuc hién bdi cdc td chiic va c4 nhén ¢é uy tin trong va ngoai nude.

T6 chirc:
o Trung tim 8, Co quan An ninh Lién bang FSB, Lién bang Nga.
e Vién Nghién ctiu cao cap vé To4n.
¢ Phong Thi nghiém an toan théng tin, Traong Pai hoc Cong nghé, Pai hoc Québc
gia Ha Noi.

Ca nhéin:

' Tir FLC viét tat clia tir Four Leaf Clover, nghia tiéng viét “cé bén [a™.
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PGS.TSKH. Nguyén Vin Loi, Trung tim Ra da, Tng cong ty Coéng nghiép
Cong nghé cao Viettel.

TS. Luu Hong Diing, Hoc vién KTQS.

TS. L& Xudn Pirc, Vién 10/Bd Tu lénh 86.

Ngoai cdc ca nhan va to chirc dd diang ki trong nhiém vu & trén, nhom thiét ké

ciing da giri mét s§ chuyén gia ngoai nuwéc nhue GS. Phan Dwong Hiéu, Trudng Béach
khoa Paris, Phdp (c6 mdt s6 goi ¥ v& cach mé réng mé hinh 1y thuyét khi xem xét luge
d6 FLC); GS. Jia Guo, Pai hoc NTU, Singapore (¢6 nhin xét vé cu tric FLC); GS.
Knudsen, Pai hoc DTU, Pan mach (nhém thiét ké da gui mo ta téng thé thuit toan tuy
nhién khéng c6 phan hdi chinh thiic). Hon nita, ¢4 an toin cia MKV va céu triic FLC
ctia thudt todn dugc cdng déng khoa hoc trong va ngoai nuéc céng nhén va danh gia
cao trong cac cong b trén hoi nghj va tap chi khoa hoc c6 uy tin:

Cuong Nguyen, Anh Nguyen, Phong Trieu, Long Nguyen, and Lai Tran.
Analysis of a new practically secure SPN-based scheme in the Luby-Rackoff
model. in The 9th International Conference on Future Data and Security
Engineering. 2022, Springer. (SCOPUS)

Cuong Nguyen, Nam Tran, and Long Nguyen. FLC: a new secure and pratical
SPN-based scheme. in The 9th NAFOSTED Conference on Information and
Computer Science (NICS). 2022. IEEE. (SCOPUS)

Nam, Tran S$§, Nguy2n Vin Long, and Nguyén Bui Cuong. Dé xudt tang tuyén
tinh va danh gid kha ndng cai ddt trong xdy dung ma khoi 256 bit c6 cdu tric
FLC. Journal of Science and Technology on Information security 2.16 (2022):
31-38.

Bao céo trong hdi nghi “Nghién ciru g dung mdt md va an toan thdng tin”
nim 2022 tai Hoc Vién KTMM — Cha dé “Vé tang tuyén tinh an toan, hiéu qud
cho ma khéi co cau truc FLC.

Tran Sy Nam, Nguyen Van Long, and Nguyen Bui Cuong. "An Optimized Bit-
Slice Implementation of Secure 8-Bit Sbox Based on Butterfly Structure." 2023

15th International Conference on Knowledge and Systems Engineering (KSE).
IEEE, 2023.

Thuit todn MKV di dugc quang ba réng rdi théng qua cac cong bd trén &n

phim ctia Ban Co yéu chinh phu:

Hoang Vin Thir, Nguyen Bui Cuong. Mjt 56 két qud tr ong xdy dung va phat
trién chudn ma khdi sit dung trong dén sw, Tap chi Co yéu Viét Nam, sé 4-
2022, trang 09-12.

Nguyen Qubc Toan, Nguyen Bui Cuong. Ban Co yéu Chinh phi nghzen cuu,
xdy dung chudn md khoz din sw phuc vy chién luoc “Make in Vietnam”, Tap
chi An toan théng tin, S& 6 (076) 2023, trang 30-45,
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M3 khéi MKV ciing dugce trinh bay tai Hoi nghj toan hoc toan qudc nim 2023,
t8 chire tai thanh phd Pa Ning.
3.3. Co s thiét ké ciia MKV
Trong phén nay, co s& thiét k& vé cu truc, thanh phin mat ma va luge db khoa duoc
str dung cho MKV s& phén tich.
3.3.1. Lugc d6 FLC va thé hi¢n FLC-SDS
Lugc ¢b FLC duogc.nghién ciru va danh gia d6 an todn ching minh duge trong [1].
Lugc db nay dat d6 an toan tot 0(2“’/ 2) truy vén trong md hinh Luby-Rackoff khi
xem xét cdc nguyén thily ham vong 1a bi mét c¢6 kich thude la w-bit, cu thé 3-vong
ctia FLC dat tinh gia ngfu nhién va 5-vong FLC dat tinh siéu gia ngiu nhién. V& ban
chit, FLC s&r dung bdn hodn vi con c6 kich thude w-bit dé tao ra mét hodn vi c6 kich
thuéc 4w-bit, dua trén sy kbt hop cla ham “mat md” f voi ting “phi mét ma” LC
(Linear Compose). Ham f duoc tinh toan dua trén bdn ham khéac nhau fo, fi, f2, f2 €0
kich ¢& w-bit va phép LC dugc dinh hudng xir 1y theo tir w-bit dé ting hign qua cai
dit. Cu thé, cac bién ddi duoc xé4c dinh nhu sau:

[iVaw = Vay
(xOJ le xzj x3) Ll (fO(xo)lfl(xl)f f2 (xz): f3 (xB))
va
LC:Vyy ~ Vaw
&L, (DD D D Dt D xPx D x B x?)

Khi dd, hodn vi co s& cho luge dd duge xac dinh nhu sau:

F(fo fuo for f((x%, x4, %2, x%) ) = (0%, v, y2, v,
sao cho
yo = fl(xl) 3% fz(xz) @ f3(x3)
yl = fo(xo) b fz(xz) b fa(x?’)

y2 = folx®) @ filx) @ f3(x?)
3’3 = fo(xo) @f1(x1) 5, fz(xz)

trong 46 cac ham f; € B, (trong d6 P, ki hiéu tdp cdc hoédn vi trén khong gian cac
xiu w-bit) va xt, y' € ¥, véimoi i € {0,1, 2, 3}.

Tiép theo, chiing ta dinh nghia hodn vi r-vong cia hrge d6 FLC 1a hop cla r
hodn vi co s& F. Hoan vi 4w-bit nay duwoc tao thanh tr 47 hoan vi
fo A e fO AL 2 ff € By nhu sau:

FOUS S S5 )
= F(for-flr:fzrrfsr) °..0 F(fol:ﬁl-le’le)-
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Khi d6, tinh gia ngiu nhién va sidu gia ngiu nhién cta FLC ¢6 dugc nhu sau:
Pinh 1y 3. (xem [1]) Cho 12 hodn vi ngdu nhién hodn thién
fo i GBS 7 fo. 55 f5 €R, dat c =
FOUS SRS 30 f3) € Paw 1a hodn vi 3-vong cila heoc do
FLC va F* € Py, la hodn vi ngdu nhién hodn thién. Véi moi b4 phdn biét gid ngdu
nhién A sir dung téi da d truy vdn md héa ta co

Adv,4(C,F*) < 5d(d — 1)27%*1,
Pinh Iy 4. (xem [1]) Xét f&, fL AL o 8 fE. F2. f8 € P, 1a 20 hodn vi ngdu
nhién hodn thién. Goi D = F(f, fl, 2, f&, v f5, [ f2, f3) 1d 5 vong cila hepc d6
méi. Véi moi ké tdn cong siéu gid ngdu nhién A sir dung t6i da d truy van ma héa
hodc gidi md ta co:

Adv,(D,F*) <d(d—1)27"* +d(d — 1)27% 1,

fo A f2 fz

40 y y? y3

Hinh 4 - Mé ta 1 vong ciia luge dd lip dé xuit.

Dé dua d6 an toan thuc té cho chu tric FLC, mot thé hién FLC-SDS v6i ham
f c6 dang SDS dugc xem xét trong [2]. V6i thé hién nay, ching ta hoin toan xiy
dung dugc mét ma phap lap céd ciu tric SPN véi kich c& 4w-bit, trong d6 ham vong
F chinh 13 hoan vi 1-vong ciia FLC. Khi d6, ching ta s& cu thé héa cac thanh phén
mét ma cho cdc hodn vi con fy, fi, fo, f5. Cu thé, ham vong ndy str dung bdn hoan vi
khac nhau dya trén mét ham co s¢ f, gifta cac x4u ¢6 d6 dai w-bit. Trong d6 ham co
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s& f,, bao gdm ting céng XOR khoéa vong, ting phi tuyén S,, bao gdm ¢ S-hop n-bit
d& dam bao tinh x4o tron cla thuft todn va ting bién d6i tuyén tinh D,, giita céc trang
thai w-bit, dugc minh hoa trong Hinh 5.

A,
L/
KO

Tang phi tuyén S,,

Téng tuyén tinh D,,,
f+\‘ «
Tang phi tuyén S,,

|

Hinh 5 - Ham co s¢& FLC-SDS

Khi d6, c4n dudi clia s cac S-hop hoat ddng vi sai va tuyén tinh dbi véi 2 vong
clia mi phap FLC-SDS duoc dua ra dwa trén s nhanh c¢6 ma trdn D,, (ki hiéu
Bry(D), Bri(D)) twong ting 13 s& nhénh vi sai, tuyén tinh) nhu sau:

Ménh d8 1.(xem [2]) Hai vong cua FLC — SDS ¢6 it nhat 4 % Bry(D,,) S-hép hoat
dong vi sai.

Ménh d& 2.(xem [2]) Hai vong ciia FLC — SDS cé it nhdt 4 x Bry(D,,) S-hép hoat
déng tuyén tinh.

3.3.2. Céc thanh phin mét ma cho MKV

3.3.2.1 Piic diém cdu tric ham vong

Dura trén thé hién FLC-SDS, cac thanh phin mét ma cho ham £, trong thiét ké
MKV-l duge [ua chon nhu sau:
- S-hop 8 bit cho ting phi tuyén S,, cho ca hai phién ban MKV-128 va MKV-256,
dé dam bao tinh xdo trdn.
- Ma trin MDS kich ¢& t X t trén trudng F,s cho tdng bién d6i tuyén tinh D,,, dé
dam bao tinh khuéch tan. Cu thé, ma trin MDS c6 kich thudc 4 X 4 cho MKV-
128 va MDS ¢6 kich thudc 8 X 8 cho MKV-256.
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Chi tiét d6 dai cac tham s va cac phép bién ddi dugc mé ta trong tirmg thuat
toan dugc mo ta trong Bang 3.

Bing 3 - Tham s0 va cdc phep blen déi duoc mo ta trong tung phién ban

T U IR I Rt I N P I U Thanhphan
Phi‘énb:én ol ke R Jwe (t: - iﬁn ia;g matma
|- YOR8 %9 %Y i tuyén [ Tuyén 'tmh:;f
128 { 6
MKV-128 128 | 192 | 7 |32 | 4 | Fiog faz Saz D,
256 | 8
256 | 6
MKV-256 | 256 (384 | 7 | 64 | 8 | Foeo | Fuu Ses De,
512 | 8

Khi 6, £, x&r 1y trén cac trang thai con. Cu thé, S,, va S;;! twong tng thwe
hién chirc nidng clia SubCells va InvSubCells trén tung tir (trang thai con) cta trang
thai diu vao x = (x°x%, x2,x3). Trong khi, bién dbi tuyén tinh D,, va D;* thuc hién
chiic ndng clia MixWords va invMixWords. Hoan vi co s¢ f,, dugc xdc dinh nhwr sau

fwiVw =2 VxS, ( W(S (x))) trong d6 x € V,,. T hodn vi co s& nady, ta s€ xac

dinh f;, f1, fo, f; bing cach cong XOR khoéa véng K = £°|| &L € Vs,,. Véi mbi khoa
vong ¥ = A°||k, ta c6 hodn vi £ dugc xac dinh nhu sau £F:V, =V, x
Sw(Dy(Sy(x B £°)) ® £') va bién dbi nghich dio invfF:V, -V, x o
St (D (851 (x) © £Y) © 4£°

X X
A,
\lJ A0 Tang phi tuyén S;*
Tang phi tuyén S, ( }
¢ [ #’1
Ting tuyén tivh D, Téng tuyén tinh D!
L 4 l
\“' A £
L/ Téng phi tuyén S5t
&1
Py
Téng phi tuyén S, «
gPp ¥ w .y,
ko
1L ' \ y

Hinh 6 - Mé ta hoan vi fX va invf¥X,
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Khi d6, ham vong F, cia MK V-l (véi hai phién ban kich c& khéi 1a 128 va
256-bit) s& c6 thé duogc trinh bay dwdi dang sir dung mét ciu tric chung (ciu tric
FLC) v&i bbn ham f,, fi, f, f» phu thudc khc')afthl_rc hién hoan vi cic xfu w-bit, cu
thé diu vao 13 trang thai con x! € ¥, cling khéa I c6 kich thudc 2w-bit twong tng
cho diu ra 13 trang thdi con y! € ¥, bién dbi duoc st dung trong mdi vong cia ma
khdi cé kich thudce [-bit, co ddu vao bao gdm mét x4u trang thai X € V, cing mdt
khoéa vong K € V,; va dau ra la x4u trang thai ¥ € V;, nhu sau:

F:Vou XV, =V,
(X, 70 = (B2||-- 1147, xOlx [lx?][x*) = ¥ = y°lly*ly* ly2
trong d6 x¢,y', £ € V. Cu thé, cac ham f;, fi, fo, f» duge xdy dung tir ham co s6 £,
str dung cédc khéa khac nhau nhu sau:

y = @£ @ £ )
v = fl W @ £ ) @ £ ()
y? = JLOII&‘*(XO) @fﬁlllﬁs(xl) @ffallfa"(xg)
y = £ W) @ £ () @ A1 ()
3

xo x] xz
/0| £* || #° 22|\ #° A3 #7

Ham f, .J Ham f,, J Ham f,, QJ Ham f, <J

Hinh 7 - C4u triic FLC cia ham vong F,.
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Nhur vdy, viéc thiét k& ma khéi dang FLC-SDS chi con 14 xiy dung hai thanh
phin m4t mi 12 S-hop 8-bit cho bién dbi va ma tran MDS kich thuéc phit hgp trén
trudng . Phén tidp theo sau déy s& trinh bay chi tiét vin dé nay.

3.3.2.2. S-hp 8-bit S

Phuong phép xdy dung cic S-hop cé kich thude 16n dua trén mot chu triic tlr
cac hodn vi kich thudc nhé d3 thuc sy phét trién gin dy. Ly do 12 vi cdc S-hép nay
c6 cac tinh chét cai dit phdn mém tbt voi cac bang tinh sin, cb cai dit dang bit-slice
tSt hon, dic biét phi hop véi méat ma hang nhe véi cic bang tra kich thudce nho va s&
lwong cic cdng GE dugce giam thidu, hidu qua cho phwong phép sit dung mit na
chéng tin cong kénh ké trong phin cting. Dua trén phuong phap tiép can ndy, S-hop
MKV duoge sinh dura trén cau triac “A” cia bai bao [67]. Cu thé, S-hop 8-bit s: Fye =
F,s tuong ung diu vao c6 dang x = x||x, € Vg cho déu ra y = y,||y, € F,s véi
X1, Xr, Vi, Y € Fy dugc xdc dinh boi cng thire sau:

_ {nl(xl) % @1, x, #0,
A DL x =0,

— {sz(xr ) yr): Yr # 0,
: I, (x,), yr =0,

r

trong do
my ={0x0, 0x1, OxE, O0x9, 0xB, 0xD, 0x7, 0x6, Ox8, 0x3, OxA, Ox4, 0xC, Ox5, Ox2, O0xF}

m, = (0x0, 0x1l, OxD, O0xB, OxE, 0x%, 0x6, Ox7, OxA, Ox4, OxF, 0x2, 0x8, 0x3, Ox5,0xC}
fi; = {0x0, 0x1l, 0x9, OxE, OxD, 0OxB, 0x7, Ox6, OxF, 0x2, 0xC, Ox5, OxA, Ox4, 0x3, 0x8}
fi, = (0x0, Ox1, 0x9, OxE, OxD, OxB, 0x7, Ox8, OxF, 0x2, OxC, Ox5, OxA, Ox4, 0x3, 0x8}
Vé&i phép nhdn “> trén trudng F, dugc xdc dinh boi da thite sinh f(x) =
x* @ x @ 1, cic hoan vi 11y, 75, 71, 7, déu c6 dang lfly thira nhu saw: 7, = x4
m, = x2, ft; = i, = x~1. Khi d6, S-hdp c6 thé biéu dién duéi dang sau:

fxrtx, B,y £ 0,
T L w=0,

y, = {(xr ¥ Yo # 0,
%t Yo =0,

3

Voi dang nay S-hdp s c6 nhiing loi thé cai dat nhét dinh va dat duoc céc tinh
chat mat ma tt, xem chi tiét k¥ thuat trong [3] va Phu luc 1.
3.3.2.3. Ma trin MDS
Mi khéi MKV co trang thai duge biéu dién dudi dang bang vudng 4 X 4 hoic ma
trdn 8 X 4 twong Ung trong d6 moi phan tr nhén gia tri trén trudng co s& dugce lya
chon. Phép MixWords vi phép InvMixWords dwgc biéu dién thyc thi théng qua phép

nhén ma trin kich thudc 4 X 4 hodc 8 X 8 v4i ma trin trang thai ¢6 kich thuéce 4 X 4
d6i v&i ma khdi MKV-128 hodc 8 X 4 d6i v6i mé khdi MKV-256. Bé xay dung mot
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bién dbi tuyén tinh an toan va higu qua, MKV sir dung ma trin MDS cé dang lily
thira clia ma trin ddng hanh cho ting phién ban kich c& khoi, véi cic xem xét vé cai
dat chi tiét trong bai bao [2] va Phu luc 1.

Péi véi MKV-128, cac ma tran ddng hanh c¢6 dang trong [69] nhu sau:

0 0x01 0 ¢
0 0 0x01 0
0 0 0 0x01

0x01 L 0x01 L& ox01
trong do iy thira bic 4 cia né la ma tran MDS. Véi trudng co s& Fys néu trén, chon
bién ddi tuyén tinh L 1a phép nhén véi phan tir x (bing 2 trong hé thip phén). Khi do,
ma trin déng hanh A va A~* duoc xéc dinh nhu sau:
0 1 0 0
0 0 1 0

4=l 4 0 0 1 f
0x01 0x02 0x01 0x03
0x02 0x01 0x03 0x01

| 1 0 0 0

1=

0 1 0 0
0 0 1 0

Liiy thira béc 4 cia ching xac dinh cic ma trin dugce sir dung trong MixWords va
InvMixWords nhw sau M, = A, M7t = A7%

Déi véi cac ma trdn cho MKV-256, lya chon c4c hé s cho ma trdn ddng hanh kich
thudc 8 X 8 trén trudng F,s, ¢d dang nhu sau:

o 1 0 0 0 0 o 0
[6 o 1 o o o o o)
o o 0o 1 0 0 0 0
A0 0 0 0o 1 0o 0o 0
° ©c o o o o 1 0o 0]
6o o o0 0 0 0 1 0
o o o 0 0o 0 0 1

\OxOI 0x04 OxDB 0x0C 0x14 0x0C 0xDB 0x04)
va nghich ddo cua né 1a

(0)(04 0xDB 0x0C O0x14 0x0C O0xDB 0x04 0x01\
0 0 0

OO0 OO
OO RO
[ I o i o B o Y Y e
QOO R ODOO
OO R OO0
[ B e Y o B Y e
OO OO o
[ I e Y et [ et T ot Y i Y s
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Liiy thira bic 8 clia cic ma trin nay cho ching ta ma trdn MDS kich thuwoe 8 X 8 trén
truong F,s voi da thitc sinh nguyén thiy fF(x) =x* D x5 D x* D x P 1, tic 13,
Mg = A% va Mgt = AgS.

3.3.3. Lwoe dd khéa

MKV c6 thiét ké qua trinh tao cac khéa con tir trang thai khéa co kich thudc gip doi
trang thdi mi dua trén ham cdp nhat trang thai khoa UpdateKS,. Ham nay st dung
mét 14n Lip luge dd V trong [6] véi ham véng st dung hai Ién 13p ham vong F, cia
qué trinh mé hoéa dé tan dung cai dit va ting kha ning khéng lai thAm mi vi sai khéa
quan h&. Ngodi ra, luge dd nay dugc lya chon dé tranh mdi quan hé don gian gitta
cac khéa vong con dugc lay ra tir trang thai khoa sau mdi 14n cip nhédp trang thai.
Trang thai khoéa ban déu K, dugc khoi tao duge khoa chinh 21. Trong cic phién ban
¢o d6 dai khoa ngén hon, thi trang thai ndy sé dugc léy dau dua trén mot phén phu
dinh cta céc khoa chinh. Cubi cing, cac hing sé vong khéc nhau dwge thém vao vi
tri khoa nhim ciing ¢b d6 an toan cta mé khéi trude mot sé tn céng tham ma nhu
tan cong khoa quan hé, tin cong truot, ...

3.4. Phén tich dd an toan ciia thuft todn ma khdi MKV
Céc két qua danh gia do an toan cia MKV duoc téng hop trong phin nay:
3.4.1. Db an toan khang lai tham ma tuyén tinh va vi sai

D6 an toan chia MKV-1/k truéc thdm mi tuyén tinh va vi sai dugc xem xét thong qua
Ménh dé& 1, Ménh dé 2 v&i su lua chon cy thé cia cac thanh ph?m mat ma cia mi
phap FLC-SDS. Trong &6, ting tuyén tinh D st dung ma trin MDS cé kich thuéc
4 % 4 trén F,e dbi voi MKV-128 va ma trin MDS c6 kich thudc 8 X 8 trén F,s dbi
vGoi MKV-256. Khi d6, ta ¢6 Bry(Ds;) = Bri(D3;) = 5 va Brq(Dgs) = Bri(Dg,) = 9.
Tir 44, chungta nhan duge két qua danh gia s8 S-hép hoat déng vi sai (tuyén tinh)
ciia MKV-128 va MKV-256 nhu sau:

Heé qué 1. Hai vong MKV-128 ¢6 it nhat 20 S-hip hoat déng vi sai/tuyén tinh.

Hé qua 2. Hai vong MKV-256 ¢d it nhdt 36 S-hép hoat déng vi sai/tuyén tinh.

Hon nita, cac két qua nay ciing dwoc kiém ching lai bing cach sir dung cong
cu danh gia s S-hop hoat déng dua trén bai toan tdi uu MILP theo cach tiép cén cia
bai bdo [71] va d3 nhén dwoc cac danh gid cho S-hdp hoat déng cho toan bd sé vong
phu hop véi cac két qua ly thuyét nhan duge. Nhu vay, ta c6 sb lugng cac S-hop tbi
thifu qua cdc vong ctia mi khéi MK V-l ddng th&i so sénh voi truomg hop vét lan
réng cho kich thudc khdi twong tng, tirc 13 mi khéi dwoc thiét k& dang AES, Kalyna
va Kuznyechik nhu sau:

Bang 4 - S6 lirgng cic S-hdp hoat dong téi thidu qua cdc vong

STT|  Makngic | A b2l Yo lAsg S ] 6T |8
Sl TS - vorg i vong | vong | ovong | vdng | vong 4 vong | vdng

Kich thuéc c& 128-bit

MKV-128 5 20 25 40 45 60 65 80

N | —

Ma& phap dang 1 5 6 25 26 30 31 50
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AES

M3 phap dang

3. 1 9 10 28 29 37 38 56
Kalyna

g, |Maphapdang | 1ol qg o3 | 35 |51 | 52 | 68
Kuznyechik

Kich thudc ¢ 256-bit

5. MKV-256 9 36 45 72 81 108 117 144

. |Méaphapdang | o | 10 | 45 | 46 | 54 | 55 | 90

AES

7. | Méphapdang | | 17 | 18 48 49 65 66 96
Kalyna

g, |Méphipdang | 4 1 ogs | e | g5 | 96 | 97 | 128
Kuznyechik

V&i S-hop s ¢6 d6 vi sai déu cuc dai (DP)pax = 0,0234 va d6 léch tuyén tinh
€= 1272 cén trén clia c4c xac suft vi sai va d9 1&ch tuyén tinh qua cac vong ciia mi
khéi MKV-128, MKV-256 dugc tong hop trong Bang 5.

Bang 5 - P phitc tap tham vi sai va tuyén tinh 1én MKV

lugng | Tﬁéfn ma"i vi sai } Tham mﬁ.tuyén tinh
Vong | S-hé An tré an tré
e | e mion | S [ pspious
dong <ai tham ma fuyén tinh tham ma
MKV-128
1 5 2-27,085 27,085 7127 2254
2 20 >—108,3% 108,34 2—50,8 21016
3 75 5135428 2135 4255 =635
4 40 221668  |¢ ,"-32216 sa 7—1016
3 45 —243,765 7—114,3 -
6 60 2—325,02 9 -152,4
7 65 2—352,105 S 2_352 105 2—165,1
8 80 2—433,36 243336 [ 22032
TMKV-256
1 ) Q—48753 [, 548753, ni -22,86 =
D) 16 2—195.612 2195012 ' 9-91,4% 5
3 45 —243,765 w *Lzéfga,%esar o-1143 ‘
4 7 2—390,024 2596024 >—182,88 =
5 81 5 —438,777 * 2433777 Tl 920574
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~585.036 T 585,036 - ] »—274,32 T 954864
6 108 2 .2 SR .

—633,789 . 633,789 . -297,18
7 | 117 |2 2633789 1

3 144 2—780,048 'i.'2_7s-ol,o4a.' [T Te

Nhu viy, md khéi MKV-128 véi s6 vong 3 s& an todn déi véi tham mi vi sai
va véi sb vong 4 s& an toan véi tham ma tuyén tinh, Pé tdn cong voi cac phién ban
khod 192-bit, 256-bit, s8 vong ting thém dam bao an toin mong mudn. Con dbi véi
MKV-256 véi s6 vong 4 dat dugc dd an toan dbi véi ca tham ma tuyén tinh va vi sai.
Hon nita, sé vong bd sung s& dam bao d6 an todn cho cic phién ban khod dai hon
(384-bit, 512-bit). Bang 6 téng hop dugc s6 vong va hanh lang an toin dam béo
khéng lai hai tham mi quan trong nay déi véi mi khéi MK V-I/k véi tity chon kich
thuée khdi va do dai khoa nhu sau:

Bang 6 - S6 vong va hanh lang an toan ciia MKV-l/k truéc thim mi
tuyén tinh va vi sai

i | oo o TS veng di.dam | - Han
Tham ma vi sai
128
128 192
256
256
256 384
512
Thém mi tuyén tinh
128
128 192
256
256
256 384

512

3.4.2. By an toan khang lai tham ma boomerang

1S Bl Pl Dol e b
o [wov i [w

Bl Bt Fanl ol L b
SN IZIENEYENES

David Wagner d4 céng bd tin cong Boomerang vao nim 1999 [72] va st dung
n6 dé phé v& mi khéi COCONUT9S. Tén cong xem xét mot ma phap E duéi
dang két hop lién tiép ctia hai ma phép con, tic 1a E = E; o E; (Ham gidi m& D
dwoc chia thanh D = D; o D,). Khi d6, hai vi sai cAn dén 12 mdt vi sai tot véi
. d4u vao a va ddu ra B dbi v6i qua trinh m3 hoa E; ¢d xac sudt 13 p, va mot vi sai
tbt, 461 voi qua trinh giai mi cta E, tirc 1a D, c¢6 . Hai vi sai ndy “géip nhau” tai
gifta ctla m phép E v cing nhau dé phan tich ddy di ma phép. Dudi gia thiét
hai vét vi sai 1 d6c lap, tdn cong ndy khai thac xéac sudt cao cua tinh chét vi sai
sau:
PriE"W(E(P) @A) @ EVWEP @A) B A) = A] = p2q?
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Bén ban 13 P,P*P, P* théa min duge goi 12 mot bd bbn. Néu hai vi sai
ndy ¢6 xéc sudt twong g 13 p va q, xéc sult ctia bd bdn ndy 1a p?q2. Khi mot
bd bbn duge tim ra trudng hop nay duoc md ta & Hinh 8.1, trong d6 céc vi sai
tim kiém dbi voi E; va D, duogce chi ra. Tai diém nay mot tin cong vi sai c6 thé
duoc trién khai 18n ma phép. Chi ¥ ring day la dang vi sai bac 2 dang 0 - 0.
That vay:

0=A®A=(P"DP)D P DP)
-
(el =(Cdc)D(CHC)=VvPV=0.

Trong [73], céc tic gia d3 chi ra didu kién dé mi khéi an toan trude thn
c6ng Boomerang nhu sau p2g? < 2%, nhic lai ! 1a kich thuéc khéi.

Ap dung vio mi khéi ¢ xuit, Ching ta dd xem xét danh gid cho cac
trudng hop ma khdi MKV-1/k cho truomg hop sé vong rit gon. Trong trudng
hop sb vong rit gon 7, ta co thé xem xét cac truong hop sd vong co thé cita céc
mé phap con EL, E2, sao cho E" = E' . E2. K&t hop véi céc két qud danh gia
cin trén d6i véi cdc x4c sudt dic trung vi sai qua cac vong, chiing ta nhan dugce
chi tiét cac can dudi do phitc tap cta tin cong nay nhu sau:

Bang 7 - D3 phiic tap ciia tin cdng Boomerang Ién cdc vong riit gon

cia MKV
S6 vong Cén trén x4c suft Cén
S8 ciami | ddc trung vi sai qua dudi
. phép con sO vong r Cén trén d6
M3 khéi :’lf;n% giatri | phiec
2
mir | E! | E? |ChoEl,p EZ}T(; (pg) Egﬁ
cong
) 1 1 | 2-27.085 | »-27,085 | 5-10832 | 510834
MKYV-128 3 1.t 2 2-27,085- ° | »-10834| $-270,85 [ 27085
—48,75 —48,75 -195 195
MKV-256 i i ;13 - ;4,48_;75;"* B 1;_—-_19;;,_4- : '22?-;“'1487,'5- : 3437,5'

Nhu véy, ca hai phién ban khdi 128-bit, 256-bit ma khéi MK V- véi s6 vong
16n hon 2 an toan truée tn cong Boomerang.
3.4.3. P{ an toan khang lai tham ma tich phin
Thiam ma3 tich phan (integral cryptanalysis) [74] la mét dang thAm ma vi sat béc cao
[75] dugce trinh bay déu tién nhu mdt d6i ngdu ciia tham ma vi sai va né duge biét dén
1a tAn cong tt nhit 1én ma khéi AES néi riéng, cic ma khéi huéng tir néi chung. Tén
cdng tich phin khai thac mét tinh chét dic biét cac phép bién dbi trong trudmg Fs.
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Sau ddy, nhém nhom thiét ké trinh bay tin cOng theo ¥ tudng nay 1én MKV. Gid st tip
A 12 mot tap 256 trang thdi'?. Khi dd, ta c6 cac khai niém nhu sau:
o cac byte trang thai khic v&i moi byte trang thai khéc goi 1a cc byte chu dong.
» cac byte trang thai ma bﬁng vGi moi byte trang thai khac goi 12 céc byte thy
dong.
Taco:Vx;; ENLISLj< 4

{x} # xf, V1 < k1 < 4,(k 1) # (i,)) dwoc goila chil dong

xf = xf,¥1 < k1 <4, (k1) = (i,j) duege goi 1a thu dong

Néu ta xét mot tap Q gébm 256 ban rd ma ching chi khéc nhau & 1 vi tri byte (vi
tri d6 13 byte chu dong). Khi dé céc byte trang thai déu vao (ban rd) (c6 gid tri nim
trong tip A) hodc 1a hing sb hogc thay ddi trén tat ca cic gia tri co thé khac nhau, ta
co:

DreaXi; = 0,Vi,j

Mot dic diém quan trong 14 khi byte ddu vao cua hop thé thay ddi trén moi gia
tri trong tip A thi byte dAu ra ciing thay d6i trén moi gid tri cda tdp A. Viéc 4p dung
céc buéc thay thé S-hop hodic Cong XOR khéa lén cac byte trang thai cta tdp Q s& cho
mdt tap Q khéc nhung vi tri ciia cic byte chii déng khong thay ddi (vi tri cia céc byte
khéng bi anh hudng béi 2 bude nay). Viée dp dung bién ddi chuyén vi cho két qua
trong tap £ nhung cac byte chi dong bi chuyén vi bai phép bién ddi nay.

Dbi voi MK V-1, chiing ta xem xét chi tiét si lan truyén ctia cac byte chi déng
va sy bao toan cia tinh chét cAn bing cla cdc tir ndy qua cc phép bién dbi clia ma
phép. RS rang, cac phép bién dbi cong khéa va S, khong lam thay dbi cac byte chi
déng va bao toan tinh chét cin bing, con phép MixWords s& bién dbi cic byte chil
ddéng lan ra cho toan bd trang thdi con (dugc biéu dién boi cot trong ma trdn trang
thai).

Cu thé, ta xem xét sy lan truyén nay qua cac budc dugc minh hea trong Hinh §

nhu sau: Xét mdt ban 18 P = (p})tl-xt € V;, c6 mdt byte chil dong (khdng mét tdng quat

gia sir 12 p§, con cc byte con lai 13 hing s8) va déu ra twong Gng véi sé vong € =
(c})“t € V,. Khi dd, cac byte chu dong khi qua budc 1.1 dugc giit nguyén, Bude 1.2
trang thai con chira byte chu déng duoce lan ra toan bd, Budc 1.3 trang thai cac byte
chit déng duge gitt nguyén va cudi ciing tir mdt trang thai con chi déng duge lan
truyén sang 3 trang thai con chu dong tai budc 1.4. Tém lai, trang thai déu ra ctia Vong
1, X € V, dugc tinh nhu sau:

19 Nghia 14 256 gid tri co thé nhén ciia mét byte dit ligu.
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Vong

Vong

X = XWords (SubCells(MixWords(SubCells(P & %)) & %3))

voi cic trang thdi con X%, X1, X2, X3 cla X théa min:
- Trong trang thai con X9, céc tit byte déu cé gid tri 14 hing sb c, tirc 12 xjp =cvoil <
J=t.
- Trong cdc trang thai con X1, X2, X3, cac byte bj anh huéng béi byte chi ddng p§ nén
cé gia tri duge xac dinh nhu sau:

xt = s(myg - s(p @ £3) BB, myy - ¢ B £)

= s(mjo - s(§ O £8) © ' ® £1)

véi ¢ =P, m, ¢ vi my; la cic hé sb chia ma trin M xac dinh phép bién dbi
MixWords. Nhu vay, khi p§ 1a mét tir chi dong, tic 1a l4n lwot nhén cac gia tri tir
0..2%8 —1, thi xji van giita duge tinh chit cta tir chi déng. Luu v ring, déi véi mdi
trang thai con X%, X2, X3 14 bang nhau do tinh chét ctia phép XWords, song cic gia tr{
bén trong cia mdi 6 khéc nhau, tixc & x # x/, v6i j # j'.

Plu vao
@I, XWards
SubCells >
oK, MixWords
SubCells - (1.4)
$ (1.3)
1.2
(L (1.2
RN oxp, @},
: iy SubCells SubCells
N MixWords |
—_—
2.1) (2.3)
(2.2)
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. exg,
SubCells
—_—
1.1
Vong b
1
Vong e
SubCells
2 —_—
Trong d4,

MixWords
—

(1.2

MixWords
—

DS,
SubCells

(1.3)

@Icd,
SuhCells
—_—

Biéu difn cic tir t-bit chi dong.

Biéu difn cdc tir £-bit thoa mén tinh chét can bing.

| Xwords
—

Biéu difn cdc tir £-bit khong con thoa man tich chit cén bing.

Biéu difn céc tir ¢-bit ¢4 gi4 tr hing sb.

Hinh 8 - Sy lan truyén cia cdc 6 chii ddng va tinh chét cin bing trong thim ma
tich phan 1én 2 vong mi phap MKV-256 (a) va MKV-128 (b).

Cic byte chu ddng ndy vin dugc bao dam khi trang thai di qua phép cong XOR
khoa (} va SubCells tai Budc 2.1. Pén Budc 2.2, cic byte chii déng qua bién dbi
MixWords thi tinh chét chi dong nay bi mit di, tuy nhién vin dém béo tinh cén bing.
Thét viy, gid st ddu vao va diu ra cia MixWords tuong tng 1a Y thoa mén yjp =

const, 0 SjSt—l;véyf lacacbytechudong voi 1 <i<30<j<t—1trongdd

v} # yj, v6i j # j'. Khi d6, chiing ta xét trang th4i ddu ra Z

i _ 17 i
Zj =@t=1 My - V¢

Véi céc pg 14n lugt hét cac gid tri 0 ... 28 — 1 s8 khong dam bao duoc z} khéng nhén

dugc 1an luot cac gia tri trén tip V;, nhu vay tinh chi déng khong con. Tuy nhién, tinh

cin bang van dugc dam bao, .

iyt . it N =
@pgew zj =@h=1 My ®p8EV8 Y =he=1 Mype - 0 =0

Cudi cing, tinh cin bing dbi véi cac byte nay khéng dugc dam bao khi qua
phép bién dbi cong XOR khoa K¢, SubCells, XWords tai cidc Budc 2.3 va 2.4 cla

vong 2.

Khi d6, thuat toan tin cong tich phan 1&n 2 vong ciia ma phap MKV-l dugce

thwe hién qua cac budce sau:

Tan céng tich phan co ban mi phdp MKV-1 2 vong:
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1. Tao ra tap Q gbm 28 ban 5 dic biét chi co mot byte chii dong, tinh cac ban mi
tirong Ung véi tung ban 18 nay.

2. Thuyc hién viée tudn tu duyét timg byte khoa vong con K tai vong cudi (vong
3) sao cho khi gi4i m3 & vong cudi nhan dugc tip trang thdi ma tdng theo
modulo 2 (XOR) béng 0 trong céc byte twong g cia trang thai.

3. Khoa vong con thar hai tai vong thir 2 s8 & budc 2 cho phép rat gon tin cong
xudng khéi phuc khoéa con X} cia vong 2.

Nhw vdy, tin cong 1&n 2 vong yéu ciu xip xi 2 x 28 = 2° phép mi héa cta 2
vong (bd qua d§ phirc tap cla viée tra S-hdp va st dung hai tap Q) khi khdi phuc duge
mdt byte ctia khéa K1 cho thn céng co ban 1én 2 vong ctia md phap MKV-I. Hon nita,
dé khéi phuc toan b khéa K2, chiing ta cin 2% x 29 = 24+9,

Khi mé réng thém cho 0,5 vong vé phia sau d6i véi hai vong co ban dé c6 tin
cdng cho 2,5 vong nhidm khéi phuc khéa ¥, do mot byte s& anh hudng t&i toan bd
byte ciia trang thai con nay khi qua bién dbi MixColumns tiép theo, ta phai vét can
khéa céc vi tri tir 4nh hudng ciia khoa K2 do dé d6 phire tap tinh toan cua thn cong lén
2,5 vong s& 1a 2442 x 2%, D6i véi khoa K2, ta phai vét can cho ba trang thai con
tuong Ung voi trang théi con cia tir khoa dang xét 1a 245+9 x 2% x 23¥ véi dd phirc
tap dit liéu 1a 2 X 28 X [-bit. M& rong sang khoa FC, ta phai vét can toan bd khoa do
khi d6 3 tir & vong trude dd dnh hudng toan bd cac tir du ra clia 4 vong. Chi tiét xem
minh hoa tai Bang 8.

Bang 8 - D§ phirc tap clia tham mai tich phin léen MKV,

[~pa o 'K
2-vong co ban 2845 2 X 28 x I-bit
2,5-vong 2645 x 2w 2 x 2% x [-bit Ko, Ky, K
3.vong 2T+5 x tw 2 x 2t x I-bit %y, 1y, 7,
3,5-vong DEH5 28w 2'x 2t x L-bit Ky, Ky, FCy, K

Tuong tw, khi m¢ réng thém vé phia truédc d6i vé6i 2,5 vong co ban, chung ta cin
xem xét-cac tir t-bit ¢6 anh hudng dén tir chit déng duge xem xét & dAu vao cia tn
cong co ban. Dbi véi phép bién ddi XWords, s& ¢6 3 tir t-bit trong 3 trang thai con (c6
biéu difn c6t trong hinh v& mé ta) anh hudng nhung vin gilt duge tinh chi dong, ta
tiép thu dén bién dbi ;! thi trong mbi trang thai con cé tir chi déng s& bj anh hudng
toan b§. Khi do, d§ phic tap thn coéng md rong thém 1 vong vé phia trude s8 vin cén
2449 5 2W x 23% v6i d6 phic tap dit lidu 1a 2 X 2¢ X [-bit. Tom lai, ma khéi MKV-
I/k tir bdn vong tré 18n an toan trude tin cong tich phan.
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3.4.4. D) an toan khang lai thaim ma dai s6

Nguyén 1y co ban clia cac tin cong dai s6 xudt phat tir két qua cha Shannon: “foan bg
hé mdt cé thé bidu dién nhu la mét hé cac phuong trink dai 56 da bién I6n, ma cé thé
gidi ra dé tim khéa bi mdr”. M&i phuong trinh dai 6 cé thé duge xem nhu mét da thic
trén céc bit cia khoéa bi mat va dit bing 0. Trong loai tin cong nay, ké tin cong tim
mdt hé 1én cic phwong trinh da bién trén cdc khoa bi mat. Sau d6 ho cd gz"'mg giai hé
phwrong trinh 1én ndy dé thu duge khéa bi mit hodc giam bét khéng gian tim kidm. V&
cin ban, tin cong ndy 1a tin cong ban rd da biét (mot sé trwong hop né 1 tin cong bin
15 chon loc) va nd gidng dang dai s6 hon 13 dang théng k&. Tinh hiu qui cia tin cong
nay phu thudc vao tinh hiéu qua cua thudt toan sinh va giai hé cac phuong trinh da
bin 16n. Céc tén cong dai sé duge thuc hién trong hai budc chinh:

- Tao ra mét tdp lon cac phuong trinh da bién trén cic khoa bi mat.
- Giai hé cic phuong trinh dugc tao trén dé thu dugc khoa bi mat thuc su hoiic
giam bt khéng gian tim kiém cho khoa.

Tai hoi nghi FSE nim 2005, trong bai bao “Small Scale Variants of the AES”
nhém tac gia Robshow dd xem xét kha néing khang lai tin cong dai sb ciia cdc mi phap
tura AES duge md ta dudi dang bang. Trong d6 céc tac gia di xét mdt ma phap SR*(n,
¥, ¢, €) trong d6 n 12 s6 vong ma hoa, r 13 s6 lwong cac dong trong bang mé ta cla déu
vio, ¢ 12 86 lwong céc cot trong bang mé ta cia diu vao, e 1a kich ¢& clia mdt tir véi
cac bude giéng nhu AES (xem [76]) . Nhu vdy, AES-128 tuong dwong véi SR*(10, 4,
4, 8), cdn mi khdi MKV-{ véi sb vong r twong duong SR* (27, 4,t,8) (trong d6 t = 4
d6i v6i phign ban MKV-128, con t = 8 dbi véi phién ban MKV-256). Trong d6, cc
tac gia dd dua ra cdc dp dung thudt toan giai hé phuong trinh nhu F4 va Grobner cho
cac thudt toan dang AES nay. Qua cdc danh gid va thyc nghiém cta cac tac gia,
SR*(2r,4,t,8) khéng thé thn cong thue hanh duge bing phuong phép dai sb véi s6
vong 16n. Hién nay, ciing chua c6 tién b néo trong viée cai tién dot phét cac két qua
nay vé phwong phap giai ciing nhu céng cu cho thim ma dai s6 1&n mi khéi. Phan tiép
theo trinh bay céc két qua thdng ké cac phuong trinh va sb luvong cac bién cén dé mé ta
thuat todin MKV. Cac S-hgp duge dé xut st dung trong MKV-{ dugc lya chon céc S-
hdp co tinh chit mat ma tdi wu vé mdi quan hé dai s6; tuy nhién dé mo ta téng quat,
chiing s& cén sb lugng cic phuong trinh déc 1ap tuyén tinh gdm e, phuong trinh bic 2
va e; phuong trinh bc 3 doc 14p tuyén tinh cing 16 bién (8 bién diu vao va 8 bién
diu ra) d& mé ta trén trudng [F,. Trong mdi ham vong F; dang SDS, dua trén cac bién
d6i co ban ching ta s& c6 dénh gia vé& sb luong phwong trinh dai s§ va cac bién cin mb
ta ching nhu sau:

- Téhng S-hép thir nhét, thir hai ddu sir dung 4t S-hép nén cén 2te, phuong trinh
béc 2 va 4te; phuong trinh bac 3 cia 16t bién.

- Téng tuyén tinh & giita s& cin ! phuong trinh bic nhét giita cic bién coa ting S-
hép thir nhit va S-hop thir hai (bién déu ra cta ting 1 va bién diu vao ciia ting
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2). Hon nia, d6i v&i tang tuyén tinh gitta S-hop tha 2 véi vong tiép theo, ta can
| phuong trinh bic nhét gifta cac bién dau ra cla ting S-hép thir 2 ndy véi dAu
vdo cia vong tiép theo. B sung thém 21 bién trung gian ¢é mé ta cho diu ra
ctia S-hop ting thir nhét va S-hop ting thi hai.

Nhu vdy, ching ta s& cin téng cong s& 1a 21 phuong trinh bic nhit, 4te,
phuong trinh béc hai, 4te; phuong trinh bac 3; cing 41 bién (dAu vao, ddu ra) d& mo ta
him vong F;. Néu tinh thém ca luoc dd khoa, dé biéu dién mét 1an UpdateKS;, ching
ta cin mdi lan update trang thai khoéa ching ta phai 2 lan ham véng SDS, trong d6 ta
c6 thé bo bién d6i chuyén vi va cong hiing sd. Cu thé, tdng sb c4c bién va phuong trinh
mé td mdt vong clia cadc ma phap nhu sau;

Bang 9.86 lu(mg bién va phlro’ng trinh c¢in mé ta

. _ ‘r o So lu(mg phuorng trmh
SSTE | Ham [N Ty e | Phuong. | Phwong
oL T T :,trmh béc 1 |'tritth bdc2.. |‘trinh bac 3
1. F, 41 bién 21 4te, 4te,
2. UpdateKs, . 161 bién 8l 16te, 16te,
3. 1 vong MK V-1 20! bién 10! 20te, 20te,

Péi véi ma khdi MK V-, céc S-hdp 8-bit duge lwa chon véi céc tinh chét tdi wu
nhét cta cdc hop thé cung kich c&. Cy thé, S-hdp nay cb tbi da s luong cac phuong
trinh bidu dién béc 3 déc lap tuyén tinh 13 e; = 441 (xem [77],[4]) trong khi khong co
phuong trinh bac 2 déc l4p tuyén tinh e, = 0. Do d9, s6 luong bién va phuong trinh
mé ta ndy nhibu hon so véi cac mi khdi AES va Kuznyechik dbi véi phién ban ciing
mirc an toan. Nhu vay, ma khdi MKV-1/k v&i cac phién ban cb sé vong 6,7,8 an toan
d6i véi tham mi dai sb.

Bang 10- 86 luo’ng blen, phu'o’ng trmh mdo ta cia MKV

R BT S o 'Sé luo'ng phu m’g trmh
STT -|. '3;;-; rMﬁ'khﬁi— K __,--_Sﬁ :luong bién | —
A N | Bae1 Bic2’ fBacS
L MKV-128/128 13.312 9.600 0 176.400
2. MKV-128/192 15.872 11.520 0 211.680
3 MKV-128/256 18.432 13.440 0 246.960
4. MKV-256/256 26.624 19.200 0 352.800
> MKV-256/384 31,744 23.040 0 423.360
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6. MKV-256/512 36.864 26.880 0 493.920
Hién nay, ciing chua c6 tién bd nao trong viée cai tién dot pha vé phwong phap
giai cling nhu cdng cu gidi hé phuong trinh cho tham ma dai s6 1én mi khéi. Do d4,
mi khéi MKV-l/k véi sb vong 6, 7, 8 an toan dbi v&i tham m3 dai sb.

3.4.5. P} an toan khang lai thim ma vi sai khéng thé

Tén céng dua trén vide tim kidm mét vi sai khong thé xay ra (qua mét phin rat gon)
clia mot ma khéi dya trén mét sy kién khong bao gid xay ra néu khoé duoc du dodn
sai. Ban chit ctia sw kién ndy 13 ctia mét vi sai, tirc 13 thong thudng 14y diéu kién trén
sai khac ddu ra ciia mot sai khéac ddu vao cho trrée véi mot sb vong nhét dinh. Sau dé,
dir dodn cac bit khoa bi mat va ching din dén mét su kién khéng thé xay ra dwoc loai
bo. M6t su khac nhau quan trong ddi véi thim mi vi sai ¢d dién dé 1a trong khi trong
thdm m3 vi sai ¢d dién, cac bit khoa co lién quan dugc tinh rd rang hodc bi han ché, thi
trong tham ma vi sai khong thé chiing durge xac dinh bing phép loai trir. Tén cbng nay
nhanh hon tin cdng vét can khi chi mot sb bit khoa dic bidt duoe du doan chinh xac dé
kiém tra viéc xay ra ca su kién va cac bit khoa con lai 1a khéng thich hop.

Pbi véi ma phap MKV-256, cic vi sai trung gian khéng thé xdy ra khi tai cdc
bién dbi tuyén tinh MixWords holic XWords. Trong dé, déi véi 18i & gitia tai bién dbi
MixColumns giéng nhu cic ma khéi dang SPN (nhw AES, Kalyna, ...), ching ta s&
dua trén tinh chit sé nhanh ctia ma trin MKV tuy nhién, cach tiép cin nay s& gip khé
khin véi sy tham gia ctia bién d6i XWords khién cho lan truyén xay ra véi xéc suét
khéng chéc chin trrée hodic sau d6. Do d6, nhom dé tai sir dung phuong phap tiép can
twong tir d6i v6i Feistel (trong bai béo [79D dé dua ra mot vi sai khéng thé sau hai
vong (mo rong duge cho 2,5 vong). Cy thé, ta xét mot sai khic ddu vao AX = (Ax}) €
V&2 chi ¢ byte hoat dong (khong mit tdng quat, gia sir 13 AxJ % 0) con lai céc byte
bing khéng, titrc 1a Ax{ = 0, (i, j) # (0,0); va sai khdc ddu ra AY = (Ay}) € V2 thoa
man sai khic cdc tir AY3 # 0 va AY? = AY? = AY? = 0. Khi 40, vi sai AX - AY la vi
sai khéng thé déi véi 2 vong cita ma phdp MKV.

Thét vdy, ching ta xem xét su lan trirdng ciia byte hoat déng ctia sai khac AX
khi qua vong thir nhét. Gia sir sai khic déu ra ctia vong thir nht 1 AZ, ta ¢6:

AZ = XWords (SubCells (MixWords(SubCells(ax)))

Bién dbi SubCells khong 1am thay déi cac byte hoat dong, sau do6 cac byte hoat
dong ndy duoc lan truyén khi qua bién déi MixWords cho toan bd trang thai con déu
tién, va kich hoat 3 trang thai con khi qua bién d6i XWords. Nhu viy, sai khac AZ =
(AZ°,AZ*,AZ? AZ3) trong &6 cac trang thai con c¢é dang AZ® = 0,AZ! = AZ% =
AZ3 # 0.
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Xét sy bién d6i nguoc cla sai khac dau ra AY cho tdi gép dau vao cia vong thir
hai, goi sai khac nay [a AZ’, ta cé:

AZ'" = invSubCells (invMixWords (invSubCells(XWords(AY))))

Tuong t, cac bién d6i invSubCells khong lam thay dbi cac 6 (cells) hoat ddng,
sau dé cic 6 (cell) hoat dong trong trang thai con dugc lan truyén thanh 3 trang thai
con hoat ddng qua bién dd6i invXWords, va trang thai hoat ddng nay dugc giit nguyén
khi qua phép bién ddi invMixWords. Khi do, sai khac AZ' = (AZ'°,AZ'*,AZ'%,AZ"®)
théa man AZ'® = AZ'* = AZ'® # 0 con AZ"® = 0.

Nhu véy, ta co 161 gip & gifta khi AZ = AZ’ véi xdc suét khong. Do d6, vi sai
AX - AY la vi sai khéng thé ddi véi 2 vong clia ma phap MKV-1. Vi sai khéng thé
ndy c6 thé md rong thém khi chung ta xét thém bién ddi SubCells, MixColumns cta
vong ba va trang thai hoat dong ctia AY c6 dang khéng ddi. Vi vdy, vi sai 4X — AY
cing 13 vi sai khong thé dbi vdi 2 vong clia ma phap MKV-I.

Piu vio
EEE
i
Vone 1 SubcCeils, SubCells,
g MixWords AWords
—_— —_—
Ldi giip & gia
Vong 2 SubCells,
g XWords
—_—
SubCells,
MixWords
—_—
Vong 3 SubCells,
g MixwWords
—_

Hinh 9 - M6t dang vi sai khong thé ciia MKV-256
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Twong tu, déi v6i md khéi MKV-128, nhém d tai xdy dung mét vi sai khong
thé qua 2 vong AX — AY trong d6 sai khdc dau vao AX = (Ax}) € V2% chi c6 byte
hoat dong (khéng mét tdng quat, gia sir 13 Ax) # 0) con lai cdc byte sai khéc bang
khang, tic 13 Ax} = 0, (i, /) # (0,0); va sai khic dau ra AY = (Ay}) € V3© thoa min
trang thai con AY? # 0 va AY? = AY? = AY? = 0, nhu sau:

A «
Piau vao

Subgells,
MixWords
—_—

SubCelis,
XWords

Vong 1

Lai gip & giita

SuhCells,
MixWords
—_—_—————

SubCells,
XWerds

Vong 2

SubCells,
MixWords

Vong 3

Hinh 10 - M#ét dang vi sai khoéng thé cia MKV-128

Tuy nhién, & mé rong vi sai nay cho s6 vong 1én hon vé phan trude va phan
sau, nhém dé tai chua tim thay. Hién tai, nhém dé tai van chua phat hién ra duge diém
yéu d6i voi MKV-! ¢6 s6 vong 1on hon 3 d€ tham ma vi sai khong thé khai thac.

Tan céng twong quan khéng. Tham mi tuyén tinh twong quan khong [80-82] 12 ban
sao clia thAm ma vi sai khong thé trong trueémg hop tham mé tuyén tinh. Hién tai, nhém
dé taj chira tim duge diém yéu cia ma phap MKV-I dé mét s& thdm m3 d4 biét khac
khai thac.

3.4.6. P§ an toan khang lai thAm ma vi sai khéa quan hé
Déi v6i tham mi nay, chang ta s& xem sat mbi quan hé gifia cac sai khic cia cac
khoa vong qua cic vong. Vi hai vong ldp ham F;, ma phap MKV-{/k dam bao s6
lugng cac S-hdp tich cuc vi sai hoat dong tdi thidu 1a 4 x Bry(M) trong mdi nira khdi
trang thai khoa khi dugce kich hoat. Khi dd, véi luge dé V, thi qua bdn vong thi it
nhét s& c¢6 05 ntra khéi nay dugce kich hoat. Tur d6, chiing ta s& nhan dugc so lugng
toi thiéu cac S-hdp qua bdn vong cla luge d6 khoa. Cu the,

Xét sai khac khoa khéc khéng dau vao AK € V,,, sai khac nay 1a diu vio cia
vong 1. Ching ta ki hiéu AK; = (A?CiLeft, AJCinght) € V,; 1a sai khai dAu ra ciia vong
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thir { va cling 1a sai khéc ddu vao ctia vong th i + 1 (0 < i < R). Khi &6, ta cb su
lan truyén cic sai khac dién ra nhu sau:

(A.'KILEft A‘,;,{.ng}'lt)
) Vong 4

Vong 1 Vang 2

(A:}(‘é_.eft A:—}Cnght) ( :}CZLeft A:K:Right)
Vong 3 (A%Left A.TCnght (A.’K‘i‘ert A:K.Rxght)

Ta thdy ring véi bdt ky sai khic khic khéng dau vao wt,(AXLeT) =
wt, (AZC'E™) # 0, ham FXS s& dugc kich hoat. Din dén, s8 luong S-hop hoat déng
vi sai trong nira trang thai khéa ndy s& dat dwoc theo Hé qua 1, HE qua 2. Theo doi
vét vi sai qua luge dd V ta d& dang thdy duoc s& it nhét 05 khéi trong tong sb 08 khbi
duogc kich hoat, Thét vdy, qua viéc khdo sat céc trong sb b6 theo kich ¢& | dbi véi
tirng ntra khdi trang thai nhu sau:

Séolu'qng t61
thiéu cac nira
duoc kich
hoat
1. 11 10 01 11 6
2. 01 11 10 01 5
3. 10 01 11 10 5

Khi d6, qua 4 vong sb lugng céc S-hdp hoat déng s& duge kich hoat s& toi
thidu 13 5 x 4 x Bry(M) trong lugc dd khéa. Do d6, xac suat dé nhan dugce sai khac
khoa mong mudn s& khong vuot qua (DPyay)®*4*8 ) khi qua bén vong. Cu thé,
dbi voi MKV-128, gia tri ndy c& 275%°, con dbi véi MKV-256, gid tri nay c& 1a
27972 Hon nita, c4n trén clia x4c suét ciia sai khac gifta hai khéa con (%2, K1) trong
mdt khéa vong K; 13 (DPya)PETeM, Cac két qua nay dam bdo d6 an toin cua
MKV trude tham mi khéa quan hé qua bbn vong.

3.4.7. Tham ma khac

MKYV ciling di dugc xem xét d§ an toan cta trudc mét s tham mi3 khéc nhu tham ma
vi sai-tuyén tinh, tham m3 khong gian con bt bién, ... Dic biét, ddi vdi thaim mi
khéng gian con bat bién, do ciu trac FLC, cdc khoéng gian bét bién trén khéng gian V;
cia MKV-I s& duoc quy din vé cac khéng gian bit bién trén khong gian V,, trong
mdi trang thai con. Tuy nhién, trong mdi trang thai con déu str dung cac ting tuyén
tinh duwa trén ma tran MDS c6 kich thudc toan bd khéi, din dén khong tdn tai mot
khéng gian con bat bién thuc su dé khai thac trong thdm mi. Hién chua tim dwoc
diém yéu ctia mi phap dé cdc thdm mi nay khai thac.

3.5. Thao ludn dj an toan cia MKYV trong thoi diém chuyén tiép [wgng tir

Hién nay, xudt hién nhing thuit todn lugng tir co6 thé cai thién hiéu sudt cua mot sb
k¥ thuét tham mé chéng lai cdc ma khéi nhur thudt todn Simon, Grover, ... Trong
phin niy, ching ta s& thio luin do an toan cta cdc phién ban MKV trude mét sb
tham ma khai thac lugng to da biét. Pau tién, chung ta s€ nhic lai ba thiét 1ap théng
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dung cho mé hinh an toan ciia mi khéi bao gf)m: An toan cb dién (ki hiéu QS0), an
toan hiu lwong ti (ki hidu QS1), an toan lugng tir (ki higu QS2). Hién nay, hau hét
tham mé lwong to déu s dung hai thudt todn lugng tr quan trong Ia thudt toan
Grover va thuit toan Simon. Thudt toan Grover ¢é tbc dd ting tdc bac hai so véi
thuét toan tim kiém tuyén tinh ¢d dién . Do d6, d6 dai cia khéa K phai duoc ting gip
d6i dé dam bao muc d6 bao mat twong ty nhuw may tinh ¢b dién nhung chéng lai may
tinh lugng tr. Tuy nhién, néu cic phép toan qubit 14 1én va chim thi viéc trién khai
thuat toan ciia Grover s& vo ich trén mdt may tinh lugng tir ¢6 thé thay dbi theo ty 18
do sy gia ting chi phi lwong tir, Néu cac phép todn qubit nhd va nhanh, thi chi khi d6
thuat todn Grover c6 thé 12 méi de doa déi v&i nhiéu hé théng mat ma [83]. Thay vi
chi sir dung tim kiém Grover, nhiéu k¥ thuét tham ma cb dién d3 duoc lwgng tir hoa
[83, 85, 86, 110] dé khai phuc mot khoa mot phén va sau d6 chay thuit toan Grover
dé tim céc bit con lai ctia khoa. Céac k¥ thudt thdm ma lueng tir nhu vay chi duoc coi
1a thanh c6ng khi dd phirc tap vé thai gian theo yéu cu ciia ching nhé hon dé phiic
tap vé thoi gian cua tim kiém khéa vét can dua trén thuit toin ciia Grover. Trong
[83, 85, 86, 110], mot s6 k¥ thuét thim mi cb dién d3 duoc luong tir hda nhu ki
thut thdm m3 vi sai, tham m3 vi sai rt gon, thdm ma vi sai khéng thé va thdm ma
tuyén tinh d3 dugc phan tich. Ngoai ra, thuat toan lwong ti Simon ciing dugc sit
dung dé danh gia do an toan cta mét sb clu tritic mé khéi, trong mot sé tham ma dua
trén cdu triic va két hop thudt toan Grover trong mdt sb tham ma. Cudi ciing, mét luu
¥ quan trong cin nhic lai 13 d6 phirc tap cua tin coéng vét can khoa trong thiét lap
lwong tir s& giam cin bac hai so v&i tAn cong nay trong thiét 1ap cb dién, nho thuét
todn Grover. Do dé, chiing ta cin liy d6 phitc tap ndy lam co s& ¢é danh gid higu qua
clia cac tham mé lugng tir duwoc xem xét, ciing nhu st dung ching 1am chuin ngudng
an toan ciia ma khéi trong cédc mé hinh thiét 1ap luong ti.

Déi v6i tham md vi sai heong ti. Trong [83], Kaplan va cong su d phét trién mot
phién ban luong tir ctia b phén biét vi sai va tn cong vong cudi sir dung thuit toan
Grover, v4i gid dinh ring viéc sir dung thuit toan Ambainis cling véi tim kiém
Grover c6 thé lam gidm thém d6 phic tap thoi gian cia tdn céng. Ap dung vao
MKV, dua trén cac két qué danh gia chi tiét ciia can trén xdc suét cta cac vét vi sai
qua cdc vong trong Bang 5, khi d6 voi ba vong thi mé khéi co d6 phirc tap cda tin
cong vi sai lugng tir s€ [én hon véi tin céng vét can khoda khi s dung thuét toan
Iwong tir c& 0(2%/2), véi k 1a kich thude khéa (twong tng véi d6 an toan k/2 qubit)
trong ca thiét 1ap QS1, QS2. Pé xem xét d6 an toan vdi phién ban khod ¢6 d6 dai 16n
hon, ching ta xem xét tin cong vong cudi vi sai lugng tir dya trén tim kiém Grover,
theo cach tiép cin trong [83]. Vi céc két qua cho cén trén xac suét ciia tit c4 cac vét
vi sai qua ba vong khong 16n hon 27%, din dén d6 phirc tap ciia buée niy 16n hon so
v6i tim kidm vét can khoé dua trén Grover. Do do, véi cac vong bd sung cho phién
ban d¢ dai khoa thi MKV dam béao dd an toan lugng tr mong mubn trong QS1, tuy
nhién trong QS2 cdc phién ban khod ¢6 d6 dai khoa s& chi dat duoe dd an todn theo
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kich ¢& khéi. Ngoai ra, MKV dugc xem xét thém mét sb cai tién clia tn cdng vi sal
lwong ti nhu tdn céng vong cudi dua trén dém lwong tir [110], hay tim cdp vi sai
heong tir ding thudt todn Bernstein—Vazirani [86] v&i thiét 1ap QS1, QS2, vé6i gid
thiét ké tAn céng c6 quyén truy cép vao mach luong tir ciia ma phéap. D6 phiic tap cia
céc thn cong nay déu I6n hon mirc an toan lugng tr mong mudn.

Déi véi tham md tuyén tinh lwong ti. Kaplan va cdng su trong [83] cling d3 trinh
bay phién ban lwgng tir clia by phén biét tuyén tinh va tin céng vong cudi. Ap dung
vao MKV, dua trén céc két quéa danh gia chi tiét ctia cén trén dd léch cac vét vi sai
qua céc vong, twong tu nhu v&i thim ma vi sai lugng tir, khi dé voi bén vong thi ma
khéi c6 d6 phirc tap luong tir dang xem xét s& 16n hon véi thn cong vét can khod khi
str dung thudt todn lugng tir c& 0(2%/2) (twong ting v6i d6 an todn k/2 qubit) trong
ca thiét 1ap QS1, QS2. Hon nita, trong tin céng vong cudi tuyén tinh thiét 13p QS1 va
QS2, db phirc tap dii liéu va thdi gian cia MKV véi @6 dai khoa 16n dédu dam bao
cho d6 phire tap cua tim khod tai cac vong cubi déu 16n hon véi d6 phiic tap cia
thudt toan vét can dua trén Grover.

Mpt s6 tham md lwong tir khdc. Ngoai hai thAm mi quan trong & trén, nhom thiét ké
cling da xem xét d6 an toan cia MKV dbi vai mot sb tiép cdn ctia tham ma khic nhu
tAn cbng vi sai cit ngén lugng tir (dua trén thudt todn Ambainis [83] va dua trén trén
thuat toan Bernstein—Vazirani [87]); tn cong vi sai khong thé luong tir [86, 87]
(cach tiép cén déu sir dung thuét toan lugng tir trong giai doan diu dé tim vi phén
khéng thé); hay k¥ thuat toan gip & gifta Demiric - Selguk [88]. Céc tin cong nay
déu yéu ciu d§ phirc tap 16n hon db phire tap khi tim kiém vét can dwa trén Grover.
Ngoai ra, v6i céc cich tiép cin lugng tir hién ¢6 cling chua phét hién duge diém yéu
trong MKV dé cic mi phap nay khai thac va cai tién dé thuc hién hiéu qua hon so
véi tin cong vét can dua trén Grover véi sb vong ddy do.

U'dc hwgng tai nguyén lwgng tiv cho MKV—I/k.

Duya véo cac bién dbi & trén, MKV dirge minh hoa mach luong tir cho thyc thi phép

ma héa mdt khdi / bit cia MKV-/ nhu trong Hinh 11 (khong st dung qubit bd sung)
va Hinh 12 (c6 st dung qubit bo sung).

!
Ky ~S5c—o— - S . L | K
:Kli / EK, 11 B, EKz :Kli
277 Al Al T &
Pyt 5 H & Ex [ |C)

Hinh 11 - Minh hoa ma héa mét khéi / bit khéng si dung qubit b8 sung
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Hinh 12 - Minh hoa mi héa mét khdi / bit c6 sit dung qubit bd sung

Dé wdc lwong tai nguyén lugng ti cin thiét, cac thuc nghidm s dung trinh mé
phong VisuaStudio Code véi thu vién ma ngudn mé ProjectQ [89]. S6 luong tai
nguyén luong tir cin thiét duge cho trong Bang 11 va Bang 12 duéi ddy. Trong méi
udc luong sb qubit dau vao 14 31 gbm ! qubit cho kich thude khdi va 21 qubit cho 02

khéa con ctia 1 vong.

Bang 11 - Tai nguyén lugng tir cho cic phién ban MKV khong sit dung qubit bd

sung
Phién ban ma phap | S6 Qbit | CNOT | .. 5 | Céngx | ©0%n8
Toffoli Swap
MKV-128/128 384 | 916.960 | 229.440 | 1.019.779 | _ 768
MKV-128/192 384 | 1.069.680 | 267.680 | 1.189.660 | 896
MKV-128/256 384 | 1.222.400 | 305.920 | 1.359.543 | 1.024
MKV-256/256 768 | 1.855.760 | 458.880 | 2.039.427 | 1.536
MKV-256/384 768 | 2.164.840 | 535.360 | 2.379.164 | 1.792
MKV-256/512 768 | 2.473.920 | 611.840 | 2.718.903 | 2.048

Bang 12 - Tai nguyén lugng ti cho edc phién ban MKY sir dung qubit bb sung

n v | ok s |z Cong Full
Phién ban ma phap | So Qbit | CNOT | Toffoli | Cong X Swap depth
MKV-128/128 10.944 | 77.920 | 83.520 | 16.579 | 768 3.265
MKV-128/192 12.704 | 90.800 | 97.440 | 19.240 | 896 3.805
MKV-128/256 14.464 | 103.680 | 111.360 | 21.902 | 1.024 4.346
MKV-256/256 21.888 | 177.680 | 167.040 | 33.027 | 1.536 3.612
MKV-256/384 25.408 [207.080 | 194.880 | 38.344 | 1.792 4.210
MKV-256/512 28.928 | 236480 | 222.720 | 43.662 |2.048 4.809

Khac véi két qua trong Bang 11, Bang 12 théng ké gia tri tham sb full
depth bdi trong cai dit nay st dyng céc cdng luong tir co s6.
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Nhu ching ta d& biét, NIST dua ra dd an toan dbi véi thust todn ma khéi
truGe tin cong st dung thuit todn Grover [90]. Két qua nay dua trén cOng trinh
nghién ciru nim 2016 cia nhém Grassl va cong su [91]. Pén nim 2022, yéu ciu

nay cua NIST duoc cdp nhat [92] (xem bang 12).

Bing 13 - P§ phitc tap lwong ti theo yéu ciu ciia NIST véi mi khi

NIST

Mrtrc an toan

Nim 2016 [90] Nim 2022 [92]
1 — AES-128 2170 2157
3~ AES-192 2233 222l
5 — AES-256 2298 2285

Bang 14 thong ké két qua danh gia dd phic tap cia MKV trude tin céng

st dyng thuat toan Grover va so sanh vai mot két qua trén the gidi.

Bing 14 - P phire tap ciia MKV trwée tin cong vét can khoa sir dung thuit
toan Grover va so sanh

So
cip sé_ Téng s6 Full | Do phirc | Do phitc tap
Thuét todn Pén~ qubit céng (G) depth | tap FD-G FD-M
rdmi [ (M) (FD) |(FDxG)|, (FDxXM)
14
AES128 [93] 1 3.257 | 1,17:28 | 1,272 | 1,49-21%¢ 1,01-286
AES192 [93] 2 | 7.161 | 1,29-2'5 | 1,64-2106 | 1,03.2222 1,43-2119
AES256 [93] 2 | 7.537 | 1,84217 | 1,16-21%° | 1,07-22%7 1,94-2151
MKV-128/128 1 10944 | 1,40-2%0 | 1,25.276 | 1,75.21%6 1,66-2%
MKV-128/192 2 [12.704 | 1,652"12 | 1,46.2108| 12].2223 1,75-212
MKV-128/256 2 | 14.464 | 1,862 | 1,67-2'4 | 1,55-2287 1,82.2155
MKV-256/256 1 | 21.888 | 1,44.2145 | 1,39.2140 | 1 00.2287 1,02.2154
MKV-256/384 2 |25.408 | 1,67-2219 | 1,61-2205 | 1,39.2416 1,33.2%20
MKV-256/512 2 28928 1,32:2276 | 1,84.2269 | 1,2].254 1,34.2284

Nhur véy, tii nguyén luong tir d& cai dat MKV vin con khd 16n. Nhom thiét ké

cling dang trong qué trinh t6i wu hoa cai dit nham gidm thidu sb lwong qubit va sb
cdng CNOT cén diing, song chua c6 mét bude tién dang chi ¥ nao ma ting hidu qua
dang ké trong qué trinh lugng tir hod m3 phap d& sir dung thuét toan Grover géy anh
huéng dén dd an toan ctia MKYV.

Toém lai, MKV c6 phién ban kich c& khéi 1a 256-bit voi mong mubn dat dugc
d6 an toan lugng tir trong QS2 theo ding khuyén cdo clia Lién minh Chau Au(xem
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bdo cdo thit nhat vé cic mat ma khing luong th m&i??, bao cdo thir 2 vé cic mat mi

khang luong tr méi?!), trong bang 15.

Bang 15 — Ngudng d9 an toan ky vong ciia ma khéi trong cac thiét 1ap lugng tir

Thiét lap =128 [ =256
k=128 k=192 | k=256 |k=256 |k=384 |k=512
QS0 128 192 256 256 384 512
QS1 64 96 128 128 192 256
QS2 64 64 64 128 128 128

Hon nita, viée tang kich thudc khéi ciing ning cao mirc dit liéu m3 hod véi
mét khod bi mét duge s dung, khi ching ta sir dung méa khdi trong mét ché d6 hoat
d6ng an toan. Péy ciing 13 yéu ciu quan trong cita mot sé nha phat trién trong phén
binh ludn cong khai v& FIPS 197-AES (xem [64]).

3.6. Panh gia ngiu nhién diu ra ciia MKV

Mot nguyén thuy mét ma néi chung va m# khdi noi riéng cin phai dat tinh ngiu nhién
d4u ra, tirc 13 céc tinh chét khong ngiu nhién tai déu vao phai khéng tiép tuc dwoc thé
hién tai ddu ra. Dya trén y twong ndy, cdc tic gia trong [94] di dua ra mot phuong
phép danh gia tinh ngiu nhién cho cidc ma khdi va ham bam. Y tuéng chinh 13 xdy
dung céc tap dit liéu ddu vao khéng ngiu nhién (c6 dd du thira) va tinh toan céc di
lidu dAu ra twong tng sir dung cac nguyén thuy mét mi cin danh gid tinh ngiu nhién.
Sau d6, kiém tra tinh ngiu nhién cia céc tap dir lidu diu ra bai cac kidm tra théng ké.
Néu dit liéu 12 nglu nhién thi r5 rang tinh nglu nhién xudt phat tir nguyén thuy mat
md, néu khdng thi nguyén thuy mat ma d6 khéng cé tinh ngdu nhién. Muc tidu cia
chiing ta 1a dédnh gia tinh ngu nhién ddu ra cia m3 khoi d& xuit. Trong cac kiém tra,
chiing ta gi sir ring d6i twong cin kidm tra 1a mot anh xa FJ* x F} — F2, trong d6 m
1a kich ¢& khod va n 14 kich ¢& khéi ciia mé khdi d& xuét.

3.6.1. Quy trinh ddnh gia tinh ngiu nhién dau ra cho ma khéi

Pé danh gi4 tinh nglu nhién ddu ra cho MKV, quy trinh kiém tra dwoc d& xuét nhu
sau:

Budée 1: Sinh mot tap dir liéu khong nglu nhién lam dau vae cho mi khdi nhu dwoc
mé ta trong phén sau., O day, 4 loai tip dit liéu ddu vao duge xem xét: tdp dir liéu co
mit 6 thdp (tic 13 c6 trong sé thip), tip dir lidu c6 mét d6 cao, tip dif lidu sai khac 1
bit, tdp dir liéu dich vong.

Buée 2: Ddi voi mai phién béan rit gon vong cia ma khéi, tinh todn tdp dit liéu dau ra
tuong Ying véi tap dit liéu diu vao duye tao trong bude 1 va khod tuy ¥ (c6 thé xem xét
trudng hop tdi nhit d6 1 khoa khéng ngiu nhién). Vi du, néu tap dir lidu diu vao la

Phtips://ec.europa.eu/research/participants/documents/downloadPublic?documentIds=080166¢5be0027a4&appl
d=PPGMS

Yhttps://ec.europa.ew/research/participants/documents/downloadPublic?documentlds=080166e5cabfi8a3 &appld
=PPGMS
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LW256 thi ta cAn tinh 8 tap di liéu dhu ra twong tng véi cdc phién ban mé khéi MKV-
256/512 ¢ s6 vong tir 1 dén 8. Mbi tap dit lidu d4u ra bao gdm 2796416 chubi diu ra
trong Gng clia 2796416 chudi déu vao 256-bit trong tap dit lidu dbu vao LW256.

Buée 3: D6 véi mdi tdp dir liéu diu ra, sir dung cédc kiém tra théng ké cho doan nga”'m
duge mo ta dudi day tinh toan cac gia tri p-value twong tmg cho timg chudi trong tap
dt liéu diu ra.

Budc 4: D6i véi mbi kiém tra théng k8, ta ¢b6 mét tip cAc gia tri p-value tuong tng voi
tap dir lidu dau ra. Khi d¢, ap dung kidm tra so khép (good of fitness) dé kiém tra xem
céc p-value c6 phan bd khép véi 1y thuyét trén doan [0, 1] hay khéng, bing cach chia
doan [0, 1] thanh 10 khoang con [0.0, 0.1], (0.1, 0.2], ..., (0.9, 1.0]. Goi m 13 s6 luong
chc diy kiém tra, va F; 1a 56 lwong céc diy c6 gid tri p-value nam trong khoéang thir i
Vol i=1,...,10. Khi d6, gia tri X dudi day tudn theo phin phéi x2 véi 9 bac tr do va
gia tri p-value mtc 2 duge tinh nhu sau:

10
X = (F;—m-p)?
- m - p;
1=1

2 .
vap —value = igamc @, 2‘5—) trong d6 igamc 1a ham gamma khong day du

r et dt,

1
I"(a) 0

voi ham gamma I'(z) = fom t?~le~tdt. Cac gid tri p;, 1 < i < 10 d3 dugc xé4c dinh chi

igamc(a,x) =

tiét trong phén sau.

Néu p — value > 0,0001 thi két qua kidm tra dwoc coi 13 vwret qua, tirc 1a phin phdi
clia céc gié tri p-value khong khac xa so véi céc gia tri 1y thuyét.

Bude 5: Tong hop cac két qua va dua ra két luan. M6t phién ban mi khéi vai sé vong
r duogce coi 4 dat tinh ngdu nhién néu tit ca cac tip dit liéu dau ra twong tng vugt qua
d6i véi tat ca cac kiém tra théng ké duoc d& xudt stir dung,

Chit y: S6 vong R & ddy twong ting 13 s& vong ciia ma khéi.
Ly do & ddy chon gid tri @ = 0,0001 nhu sau:

o Thit nhét, néu ta gia st cac kiém tra théng ké 1a ddc lap, khi d6 xac sut sai ldm
loai I (tic 13 x4c suit dé dit liéu ngiu nhién duge két luan 1a khéng nglu nhién)
141~ (1 — a)® trong 6 a 1d mirc ¥ nghia cho mdi kiém tra va s 14 s luong
c4c kiém tra théng ké dugc sir dung. Khi ta chon @ = 0,0001 thi 0,0799% dir
lidu nglu nhién s& dwoc két ludn 13 khéng nglu nhién. X4c sudt nay 14 rat nho.
Trong thuc té, xdc sudt sai lAm loai II (tirc 1a xac sult dé di liéu khéng ngiu
nhién dugc két luan 1a ngiu nhién) cin dwgc quan tim hon tuy nhién viéc x4c

35



dinh xac sudt ndy kha khé vi cé v6 sb truong hop di liéu duge coi 1a khong
ngéu nhién.

o Tha hai, & ddy ta da st dung kiém tra so khép dé danh gi4 viéc phan bé cia céc
gié tri p-value trén khoang [0, 1] cé khép véi ly thuyét khéng, Va gié tri p-value
mirc 2 tinh duge chi rit nhd gn véi 0 khi phin b nay khac xa so véi phan bb
Iy thuyét, con nguge lai thi ¢ thé coi 12 che‘ip nhin duoc.

Tép dir ligu ddu vio
(khong ngiu nhién)

Y

Phién bin ma
khéi r vong

Y

Tap dir ligu ddu ra
fwong dng

Y

Tép cdc gia tri p-value
twong dng voi tirng
théng ké kiém tra

Khéng vugt
qua dbi véi mjt
ki#m tra thing
ké

Két luain KHONG dat
tinh ngfiu nhién

Kiém tra so khép
(Goodness-of-fit)

“Vugt qua dbi
véi tht cd cde

kitm tra thing
- 8

Két ludn dat tinh
ngiu nhién

Hinh 13 - So dd quy trinh d4nh gia tinh ngiu nhién cho ma khéi

3.6.2. Cdc t3p bin ré dhu vao khong ngiu nhién duwgc sir dung

Cac loai dic biét dugc sir dung trong quy trinh danh gia nhu sau:
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1. Tdp bén ¥d cé mat dp thdp.: Tap dit liéu ban rd c6 mat d thip (LW) duge tao
thanh boi cdc chudi nhi phén c6 trong sb thap. D6 dai ban rd tuong tng véi cic
thudt todn mi khéi d& xudt véi cac phién ban kich c& khéi khac nhau. Trong
trudng hop 128 bit, tap dit liéu bao gdm cac chudi nhi phin 128-bit ma trong sé
khong vuot qua 3. Tuong ty nhu viy ddi véi tap di lidu gdm cac chudi do dai
256 bit. Cu thé, s luong cac ban 15 ¢6 d6 dai m bit va mdi ban rd co trong sb
Hamming nhé hon hodc bing k, ky hiéu 1a N¥ dugc tinh nhu sau N =

n coar A . ~ . A g ,
f-"=1 (1) . Khi do, s6 lugng ban rd theo cic d§ dai khac nhau dugce dua ra trong

Béang 16.
Bang 16 - S8 lwgng cic chudi cho cdc d§ dai ban rd khdc nhau.

m (bit) | Trongsbé | sb luong chudi

128 <3 349632

256 <3 2796416

2. Tdp bdn ré co mdt dg cao: Tap di 1iéu ban rd mat d6 cao (HW) duoc tao thanh
bﬁng cach chon cac ban rd (hodc ban rd) mat dd cao va chung dugc tao thanh
tuong tu nhu trwdong hop ban ro mat do thép. Noi cdch khdc, céc diu vao mat dd
cao 14 phin bu theo bit cila cic déu vao mat dd thép.

3. Tép ban v5 thdc 1-bit: D& tao thanh tip dit lidu théc ban r3 1 bit, dau tién chon
ngiu nhidn mdt ban 18 P c6 dd dai m. Sau d6, it timg bit ciia P ta thu duge
mot tdp m ban rd va tuong ing véi do 14 cac ban ma. Qua trinh twong tu dugce
ap dung cho % ban r8 khac nhau dé thu dwgc mét tdp mk chudi. Cic gia tri cia
k cho cac dd dai ddu vao khac nhau dugc dua ra trong Bang 17.

Bang 17 - Lua chon gia tri &£ cho thac ban ré 1-bit va ban r6 dich vong.

m (bit) | k (ban 8 ngau nhién) mk (d&y)
128 8192 1048576
256 4096 1048576
4. Tép bdn ¥6 dich vong: Mot ban rd ngu nhién P cé d dai m duoc chon dé tao
thanh tdp dit liéu dich vong bén r6 (Rot), va mét tdp m ban rd dugc tao thanh
bang cach dich vong lién tiép 1-bit cia P v tinh cic ban mi tuwong Umg. Quéa
trinh trong tir dugc 4p dung.cho k ban & khac nhau dé thu dugc mét tip mk
chudi.
3.6.3. Cic thong ké dwge sir dung.

Dé danh gi4 tinh ngéu nhién diu ra cho ma khéi dé xuft c6 6 dai dau ra 1a 128 va
256. Chiing t6i dé xuét sir dung cac théng ké kidm tra phit hop cho dd dai 128 va 256
&3 dugc dé xuét trong [95] budce 3 clia quy trinh danh gid trong phén trén. Pic biét, ddi
v6i phan bd p-value clia cic kidm tra ndy cho céc diy c6 d6 dai ngin d8 dwoc nghién
ctru va chi ra trong [96]. Cu thé, sau thdng ké duoc sir dung:

- Théng ké tan sé. Théng ké tin sb xem xét tin sé cic sb 1 (hodc 0) trong mot
ddy nhi phén va so sanh va&i gia tri 1y thuyét cia mot ddy ngau nhién c6 ciung do
dai.

57



Thong ké loat. Théng ké loat xem xét téng sb loat trong mét diy nhi phan va so
sanh vdi gia tri 1y thuyet clia mdt ddy ngdu nhién c6 cung 4o dai.

Thong ké loat cdc sé 1 dai nhit tr ong mot khéi. Thong ké loat céc s6 1 dai
nhit trong mdt khdi xem xét loat cac s6 1 dai nhit trong mot khéi trong mot day
nhi phén va so sanh voi gid tri 1y thuyét coa mot day ngau nhién ¢6 cung d6 dai.
T hong ké Serial. Thong k& Serial xem xét tin s cac bit don va tin $6 cac bo
d6i trong mot diy nhi phén va so sdnh véi gia tri 1y thuyét ciia mét ddy ngiu
nhién ¢6 cung d6 dai.

Théng ké entropy xdp xi. Théng k& entropy xap xi xem xét tAn s6 cac khdi m
bit va m + 1 bit trong mt ddy nhj phén va so sanh véGi gia tri ly thuyet ctia mot
day ngﬁu nhién c6 cing dé dai.

T hong ké tong tich luy. Théng ké téng tich luy xem xét gia trj tdng tich ¥ cd
gié trl tuyét doi lon nhét trong mot ddy nhi phén va so sanh véi gid tri 1y thuyét

clia mét diy ngdu nhién cé cing d6 dai.
3.6.4. Két qua danh gis cho ma khéi dé xuit

Céc két qua danh gia dbi véi céc kich c& khéi 128-bit va 256-bit cho timg phién ban

khéa cé @6 dai khac nhau cia MKV. Khoa dugce st dung trong cédc danh gia sau la
khod toan bit 0. Khi d6 ta c6 két qua cy thé nhu sau:

Bing 18 - Cic gia tri p-value theo vong cho MKV ddi cdc tap dir li¢u ddu vao

khac nhau.

Rh)
vong

KT tin s6

KT Loat

KT loat
1 dai
nhét
trong

khbi 8

bit

KT
Serial

KT
entropy
xép xi

KT tong
tich luy

MKV-256/512

Poi v tdp dir liéu

LW256

0

0

0

0

0

0

0.637588

0.885883

0.627701

0.575822

0.61149¢6

0.739528

0.853804

0.021540

0.570203

0.197694

0.124728

0.689088

0.517818

0.632038

0.018662

0.757717

0.855863

0.542462

0.801323

0.126381

0.750872

0.085257

0.020516

0.593425

0.001538

0.260201

0.299307

0.078327

0.035701

0.486843

0.074360

0.847565

0.499330

0.100360

0.229766

0.013339

X [A| ||| —

0.057885

0.701374

0.168971

0.071027

0.192889

0.517303

X, .
Boi véri

tdp dit licu

HW256

0.039950

0

0

0

0

0

0.231923

0.467467

0.069662

0.269381

0.176631

0.838731

0.800637

0.409481

0.912805

0.265458

0.316531

0.178969

0.077584

0.819651

0.032601

0.628762

0.561010

0.051166

0.110754

0.98717¢6

0.481075

0.984519

0.625497

0.490765

0.962606

0.605383

0.803213

0.954250

0.964876

0.553244

0.647937

0.502105

0.052866

0.808923

0.608734

0.816760

cel~dSh || B Wk )—

0.761734

0.311062

0.367059

0.309850

0.128289

0.478075

Poi véi tdp dit ligu AV 256

i

| 0.637456 | 0.001021 | 0.009130 | 0.032346 | 0.027770 | 0.379104
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0.476152

0.308137

0.754310

0.064378

0.181366

0.365511

0.333216

0.237989

0.066591

0.669162

0.694834

0.904723

0.524918

0.032895

0.119184

0.119027

0.197354

0.522938

0.540068

0.131351

0.984853

0.374780

0.642997

0.631082

0.088257

0.204429

0.912824

(.640490

0.747277

0.494743

0.352370

0.578437

0.015156

0.297785

0.507374

0.422715

e~ | |uh|& (Wb

0.366700

0.851687

0.023159

0.065043

0.500796

0.330422

beoi véi

tdp dit ligu

Ro1256

0.834471

0.462732

0.880623

0.851429

0.555777

(.352624

0.449675

0.085826

0.101010

0.367657

0.454699

0.209828

0.585633

0.042639

0.166935

0.269872

0.179258

0.751224

0.302518

0.532760

0.160069

0.365266

0.404796

0.644725

0.471470

0.173831

0.618488

0.632051

0.604709

0.386322

0.202080

0.689249

0.363087

0.797760

0.729357

0.627502

0.389749

0.753258

0.270045

0.847001

0.676933

0.168381

OO~ [Cn|n | (2| DD | i

0.387948

0.404771

0.630413

0.982166

0.895388

0.608606

MKV-256/384

Doi voi

tdp div liéu

LW256

0

0

0

0

0

0

0.087622

0.267901°

0.175411

0.084664

0.107863

0.722707

0.267003

0.557192

0.432325

0.196702

0.151346

0.323633

0.841448

0.581082

0.915552

0.328237

0.686552

0.219350

0.326371

0.468235

0.535267

0.564386

0.537477

0.142288

0.070318

0.348022

0.582738

0.662676

0.781297

0.688489

~1|h ||| N —

0.687349

0.468216

0.955489

0227318

(0.292005

0.243668

Péi vii

tdp dit lidu

HW256

0.003658

0.004132

0.000000

0.349582

0.000171

0.000000

0.480727

0.848614

0.021636

0.931175

0.886318

0.472914

0.577770

0.770115

0.770893

0.624027

0.766782

0.986478

0.224772

0.033290

0.695426

0.415690

0.505864

0.710427

0.055812

0.760094

0.912853

0.586638

0.425567

0.856008

0.568540

0.669009

0.747493

0.528391

0.322376

0.123285

~| | RPN —

0.860372

0.647055

0.978559

0.415972

0.733038

0.498740

Poi véi tap die iéu AVI 256

£.746692

0.616374

0.200161

0.459191

0.410764

0.829058

0.531174

0.126637

0.254078

0.833544

0.527192

0.381156

0.262467

0.948017

0.594833

0.210888

0.225130

0.517176

0.604308

0.591107

0705190

0.383022

0.356352

0.879238

0.080660

0.635456

0.327082

0.466575

0.679793

0.038434

0.328013

0.590589

0.797084

0.870610

0.639506

0.642574

~SI|ON [ [ | | B

0.646655

0.475839

0.462868

0.193457

0.283506

0.739817

Béi vdi

tdp dit liéu

Rot256

0.451253

0.142038

0.889937

0.082376

0.034144

0.537789

0.673755

0.976528

0.652550

0.940901

0.870369

0.975220

0.517002

0.167780

0.070140

0.502211

0.409473

0.584819

0.170534

0.558521

0.202545

0.388297

0.830975

0.408688

0.678481

0.870681

0.607004

0.513010

0.698369

0.696009

0.891053

0.121805

0.153608

(.309580

0.306362

0.917063

SO [ L [ DD

0.403314

0.204981

0.776258

0.989393

0.946937

0.267970

MKYV-256/256

Poi vii

tdp dir liéu

LW256

—

0.000000

0.000000

0.000600

0.021295

0.031694

0.000000

0.917989

0.770039

0.906822

0.295862

(.055443

0.957152
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0.802197

0.585258

0.337728

0.813780

0.435974

0.154304

0.267722

0.981134

0.883871

0.699523

0.853658

0.157893

0.284887

0.913052

0.929633

0.200720

0.309334

0.359216

O (tn | b (2

0.531074

0.492328

0.417744

0.523436

0.667007

0.467473

i r .
DPoi vdi

tdp dir lidu

HW256

0.000003

0.000000

0.000000

0.000000

0.000000

0.000000

0.295692

0.904653

0.529029

0.389228

0.182918

0.349827

0.062563

0.749029

0.109213

0.348450

0.093514

0.472215

0.02593%

0.036469

0.697312

0.120577

0.084348

0.013216

0.073243

0.611298

0.775373

0.326974

0.490927

0.089903

S| | led | —

0.615532

0.627621

0.078165

0.330001

0.250354

0.268783

Péi véi tdp dit lidu AVl 256

0.005814

0.473966

0.053974

0.557281

0.230276

0.092797

0.077314

0.938447

0.891967

0.738264

0.772361

0.816095

0.074090

0.832986

0.709963

0.566301

0.552579

0.680966

0.770195

0.343445

0.431432

0.345569

0.308426

0.711050

0.364868

0.466354

-0.860464

0.610297

0.378788

0.040360

= [T N IR ] F5

0.069301

0.945091

0.554466

0.974981

0.697766

0.711866

Doi voi tdp dit ligu

Rot256

0.408827

0.999544

0.478012

0.973111

0.469662

0.893785

0.088960

0.155755

0.474666

0.447841

0.670805

0.223805

0.724639

0.633233

0.137764

0.889883

0.963257

0.225497

0.922043

0.943392

0.243487

0.866594

0.497716

0.737674

0.874228

0.377650

0.031560

0.486818

0.611424

0.482822

ONn [ | | D | =t

0.314808

0.254190

0.160371

0.331664

0.094937

0.324718

MKV-128/256

Boi véi tép dii lidu

LWi28

0

0

0

0

0

0

0.341961

0.881471

0.581879

0.077515

0.054115

0.505021

0.925465

0.093544

0.343547

0.950143

0.941760

0.050184

0.112494

0.786904

0.963752

0.761791

0.772480

0.276378

0.194318

0.689087

0.929756

0.873957

0.715049

0.572462

0.368204

0.488986

0.309833

0.517183

0.612567

0.153969

0.590412

0.176323

0.021114

0.029127

0.041467

0.598207

QO [ ~J O | nld |G| |

0.131382

0.361427

0.134039

0.928302

0.916801

0.629374

Dot voi

tdp dit liéu

HWI128

0

0

0

0

0

0

0.138035

0.023602

0.395366

0.176674

0.345755

0.016023

0.720015

0.063595

0.956407

0.389306

0.607223

0.162551

0.731306

0.974046

0.720939

0.220640

0.115533

0.193755

0.521474

0.132196

0.179004

0.143356

0.513462

0.981614

0.592476

0.657092

0.187838

0.652538

0.616866

0.083167

0.433865

0.127731

0.604174

0.701891

0.925096

0.028838

oo |~ ||| B o |va|—

_.1.0.921506

0.102697

0.499860

0.268786

0.279704,

0.781357

DPéi véi tdp dir libu AVI 128

0.073511

0.293401

0

0.005080

0.003404

0

0.313099

0.938870

0.964403

0.641755

0.631739

0.702489

0.545321

0.909961

0.292224

0.264543

0.540355

0.325202

0.49104%

0.735247

0.259927

0.386525

0.557418

0.229110

0.328671

0.296077

0.578997

0.045419

0.147066

0.367722

0.549721

0.040831

0.516081

0.833018

0.834953

0.436863

0.741618

0.758267

0.358422

0.702100

0.560356

0.381170

CO|~A|On || F |2 0D [

0.990455

0.583392

0.835328

0.586689

0.173932

0.966947
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Déi véi tdp dit liéu Rot128

0.033851

0.693331

0.318519

0.502839

0.453034

0.156166

0.580415

0.040563

0.646421

0.677559

0.634257

(.834595

0.6190238

0.247480

0.851522

0.998375

0.996672

0.757900

0.935691

0.504534

0.830121

0.976586

0.977695

0.664942

0.923695

0.423804

0.386366

0.512928

0.509673

0.487186

0.074319

0.156521

0.684070

0.142935

0.139392

0.016960

0.552360

0.872659

0.058365

0.945651

0.891311

0.235148

OO 1| || |2 |

0.058%01

0.145024

0.143935

0.148078

0.578345

0.410879

MKV-128/192

Déi véi tdp diF lidu

LW256

0

0

0

0

0

0

] 0.526343

0.000000

0.004469

0.003806

0.001017

0.000253

0.462663

0.460336

0.906088

0.557431

0.874558

0.948640

(.839202

0.441223

0.921978

0.368198

0.507275

0.903389

0.038073

0.648640

0.542496

0.353858

0.390668

0.063937

0.671712

0.701105

0.287511

0.163175

0.203361

0.846811

~Y|an|on B b | —

0.973685

0.292102

0416413

0.616053

0.751745

0.477069

Doi vai

tdp dit liéu

HWi28

0

0

0

0

0

0

0

0.015377

0

0

0

0

0.165231

0.010316

0.989828

0.288726

0.635352

0.321053

0.400892

0.628483

0.462262

0.154799

0.650407

0.047096

0.015571

0.861240

0.236808

0.981332

0.909450

0.235465

0.392661

0.155664

0.810090

0.350313

0.639821

0.775621

~1|Oh (| B (B ]—

0.316098

0.694250

0.437562

0.703643

0.829537

0.182986

Doi voi tdp dit lieu AV 128

0.022492

0.450493

0.494482

0.053023

0.088812

0.002839

0.559146

0.039579

0.039579

0.330434

0.218111

0.634655

0.719668

0.292576

0.113822

0.066457

0.051794

0.069578

(.863535

0.183012

0.193444

0.962271

0.972365

0.744939

0.976379

0.874296

0.592558

0.088971

0.076201

0.964603

0.185128

0.026612

0.065699

0.904222

0.956369

0.972%944

Y| || (DO

0.559572

0.428312

0.812335

0.666377

0.415805

0.583907

Déi voi tdp diF lidu

Rot128

0.592821

0.574972

0.230417

0.349560

0.103837

0.325428

0.653708

0.006441

0.145272

0.243243

0.119210

0.218878

0.899381

0.530569

0.457770

0.218050

0.671767

0.415553

0.118215

0.640640

0.711723

0.271641

0.402039

0.464728

0.757944

0.968466

0.788442

0.153093

0.460542

0.484623

0.314321

0.662449

0.048064

0.282332

0.214065

0.568306

YOy | [ | b |-

0.532484

0.180076

0.310545

0.738704

0.765641

0.290328

MKV-128/128

béi véi tdp diF lidu

LWI28

0.

0

0

0

0

0

0.395383

0.429381

0.380252

0.411558

0.6604206

0.296496

0.053401.

0.031311

0.427009

0.583750

0.585849

0.9644338

0.650671

-0.084407-

1.0712145

<0.794333

-0.472194-

.0.626571

0.799927

0.478243

0.928732

0.521663

0.591224

0.903262

YRR R L L Ll

0.407673

0.000201

0.536549

0.018137

0.078004

0.373471

i '
BPoi vai

tdp dir lidu

HWI128

[a—

0

0

0

0

0

0

0.621576

0.595336

0.784399

0.825933

0.736407

0.614321
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3 0.962577 | 0.905248 | 0.233679 | 0.442117 | 0.502203 | 0.244754

4 0.148567 | 0.181076 | 0.644228 | 0.131079 [ 0.085075 | 0.221038

5 0.360096 | 0.488155 | 0.599905 | 0.696378 | 0.929287 | 0.577494

6 0.812055 | 0.888544 | 0.020241 | 0.542003 [ 0.693055 | 0.589136

Ddi voi tdp dit lidu AVI 256

1 0 0 0 0.000486 | 0.002923 | 0

2 0.061416 | 0.748789 | 0.539786 | 0.996998 [ 0.979119 | 0.716080

3 0.622102 | 0.323858 | 0.058580 | 0.712911 [ 0.129759 | 0.212257

4 0.579680 | 0.844132 | 0.598973 | 0.163586 | 0.149704 | 0.427930

5 0.769563 | 0.822993 | 0.999567 | 0.805645 | 0.316422 | 0.994790

6 0.280076 | 0.604687 | 0.029004 | 0.353730 | 0.192992 | 0.688562

DPoi véi tdp die liéu Rot128

1 0.376898 | 0.255349 | 0.502785 | 0.559883 | 0.324686 | 0.220848

2 0.056503 | 0.959853 | 0.916716 | 0.470922 | 0642988 | 0.031775

3 0.334003 | 0.194604 | 0.073649 | 0.062064 | 0.049836 | 0.473674

4 0.225563 | 0.250969 | 0.323160 | 0.379643 | 0.465918 | 0.159390

5 0.159778 | 0.186926 | 0.422523 | 0.993472 | 0.833115 | 0.293890

6 0.509752 9.793347 0.911990 | 0.800172 0.4615‘18 0.096826
Nhr vy, chiing ta c6 két qua danh gia qua cac vong dugc tong hop trong bang

sau:
A _ A~ r
Thujt todin Sovong | Sovongdattinh | o 0n gt ligw dhu vao
’ day du ngiu nhién ' ’

MKV-256/512 8 >2 LW, HW, Avl, Rot
MK V-256/384 7 =2 LW, HW, Avl, Rot
MKV-256/256 6 =2 LW, HW, Avl, Rot
MKV-128/256 8 =2 LW, HW, Avl, Rot
MK V-128/192 7 >3 LW, HW, Avl, Rot
MKV-128/128 6 =2 LW, HW, Avl, Rot

Két qua thu dugc cho thdy céc mé khéi dé xuét ddu dat tinh nglu nhién diu ra
voi ranh gidi an toan (sb6 vong day da) lon.

3.7. Mt s6 két qua cai dit thwe thi MKV trén cac nén ting thong dung

Trong phin nay, mét s6 két qua thwc thi thuat todn ca trén phén ctng va phin mém
dugc trinh bay, chi tict phuong phap va ki thuit cai dit dugce st dung xem [7, 8].

3.7.1. Cai dit phdn mdm

MKV d3 dugc cai dit thuc thi tt ca cic phién ban bing ngén ngit C++ theo hai
phucmg phap SUr dung cac bang tinh truéc va khong sir dung bang tinh trirdce. Sau day
14 mot's6 két qua thng ké vé thye thi va so sanh véi cac mi khéi thong dung khac.
Céc két qua chay nay deu dugc chay trén mdy ¢ ning lyc tinh'toan 12 CPU Intel®.
XeonE3-1225v5 véi RAM 8G véi hé diéu hanh Windows 10 véi trinh bién dich
Visual Studio 2017 ché d6 Release, cic ma khéi khéng hé dung mot 1énh Assembler
va str dung ché d6 ECB véi cac két qua trong Bang 19 va Bang 20 theo hai phuong
phap di néu,
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Bang 19 - Cai dit phin mém sir dung cic béng tinh trwéce

STT Thudt toan Kich thuge | Tdc dd ma | Téc d6 | Ngudn cai
bang tra (ma hoa gidi ma dat
héa + giai md) | (Mb/s) | (Mb/s)
KBytes
Kich thudc khoi 128-bit
MKV-128/128 8 1529 1518 | . oo
1 MK V-128/192 8 1320 1299 hidt k&
MKV-128/256 8 1156 1151
AES-128/128 8 1783 1779 | Gladman??
5 AES-128/192 8 1526 1520 | (irén nén
AES-128/256 8 1323 | 1315 tar;)giti)’:Z—
3 Kuznyechik 128 843 804 Oliynykov
4 Kalyna-128/128 32 1749 1716 23
Kalyna-128/256 32 1331 1329
Kich c& khoi 256-bit
MKV-256/256 16 1599 1612 | oo
1 MKV-256/384 16 1386 1390 hidt 1
MKV-256/512 16 1225 1226
2 Kalyna-256/256 16 1616 n/a Oliynykov
Kalyna-256/512 16 1299 n/a

Bang 20 Cai dit phan mém khong sir dung cac bang tinh truée

STTf " Thuat t’ An ©o Toc ao'1 ma.: Toc 6 g1a1 ma
RN Lov e £ Nbs) - (Mbrs)s
Kich thu'orc khm 128- b1t
MKV-128/128 245 244
1 MKV-128/192 210 211
MKV-128/256 184 185
AES-128/128 270 204
2 AES-128/192 225 221
AES-128/256 192 187
Kich thudc khéi 256-bit
MKV-256/256 186 189
1 MKYV-256/384 153 155
MKV-256/512 142 142
2 Kalyna-256/256 144 26
Kalyna-256/512 113 20

22 Trong trang web: hitp://brg.aZhosted.com//oldsite/eryptography_technology/rijndael/index.php
23 Trong trang web: https:/github.com/Roman-Oliynykov/ciphers-speed



3.7.2. Cai diit phin cing

MKV-128 dd dugc cai dit trén chip FPGA Kintex-7 (xc7k160tfbg676-3) stv dung
cong cu Vivado 2015. Hon nita, nhém thiét ké cling cai dit ma khéi AES-128 trén
cling mdi trudng. Ngoai ra, mot sb cai dt coa cac tac gid khac v& qua trinh mi héa
ctia AES dugc nhiic lai dé so sanh véi céc cai dit nhin duge. Pé danh gia do hidu
qua cai dit, thong sé Mbps/Slice dugc sir dung.

Béng 21 - Cai dit phin cing ctia qu4 trinh ma héa.

T Caidat || Thiétbi - | S8 | Tnsb | 'S5 | T6¢dq. | Mbps/Slice.
' cea - e L Slice | (MHz) | Clock - (Mblts/s) x .
Cii dit ciia nhém thiét ké
Kintex-7 370 309 18 2197 5,93
MKV-128/128 | xc7k160tfbg676-
3
Kintex-7 387 309 21 1883 4,86
MKV-128/192 | xc7k160tfbg676-
3
Kintex-7 393 309 24 1648 4,19
MKV-128/256 | xc7k160tfbg676-
3
AES-128 Kintex-7 446 429 31 1771 3,97
xc7k160tfbg676-
3
Cac cai dat khac cho AES-128
P. B. Ghewari XCV600 1853 | 140.390 | 51 352 0,19
2010 [99]
Z. Yuan 2011 Virtex-5 885 | 130.3 55 300 0,338
[100] XCVLX30
T. Hoang va V. Altera 895 |120.656 | 13 1188 1,327
L. Nguyen 2012 | APEX20KC
[101]
Y. J. Minal, va Spartan-3 1403 | 160.875 i 10 2059 1,467
M. A. Sayyad XC38400-
2014 1102] FG456
P. N. Khose spatran-6 554 | 277369 | 177 200 0,361
and V. G. Raut XC6SLX16-
2015 [103] 3-CSG324
E. Kavitha spartan3e 2227 | 101.47 30 433 0,194
2016 [104] XC3S500E
Alshaima Q. Virtex-6 423 | 191.795] 10 2457 5,8
Al-Khafaji xcOvIx195t-3
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2019 [105]

Béng 22 - Cai dat phan cing cia qua trinh giai ma.

- Thiét bir S6 | Tansé | S0~ | Tocdp .| Mbps/Slice |
% L5 |Slice | (MHZ)'| Clock | (Mbitsfs)|
Cm dat ctia nhom thiét ké"
Kintex-7 370 309 18 2197 5,93
MKV-128/128 | xc7k160tfbg676-
3
Kintex-7 387 309 21 1883 4,86
MKYV-128/192 | xc7k160tfbg676-
3
Kintex-7 393 309 24 1648 4,19
MKV-128/256 | xc7k160tfbg676-
3
AES-128 Kintex-7 456 334 31 1379 3
xc7k160tfbg676-
3

K&t qua cho thly MKV-128 khi cai dit sit dung cing mét k§ thuat voi AES-128 déu
cho chi s6 Mbps/Slice cao hon. Hon nita, két qua nay ciing c6 thé so sanh dugc véi cac
cai dit AES-128 tién tién khéc trén thé gidi. Tiép theo, phién ban MKV-256 ciing
dugc cai dit trén chip FPGA Kintex-7 (xc7k160tfbg676-3) st dung cdng cu Vivado
2015.

Bang 23 - Qua trinh mi héa/giai ma ctia MKV-256
Cal dat 17 Thlet bl éi'..:. 1 S6 |Tinsd.| S6 [ Técdd |Mbps/Slice:
. : o | Slice | (MHz) .|-Clock | (Mbits/s)-| :
Cc‘zi d{it ciia nhom thiét ké
Kintex-7 1791 | 250 18 3555 1,98
MKV-256/256 | xc7k160tfbg676-
3
Kintex-7 1863 | 250 21 3047 1,63
MKV-256/384 | xc7k160tfbg676-
3
Kintex-7 1896 | 250 24 2666 1,4
MKV-256/512 | xc7k160tfbg676-
3

. Két qua cho thdy MKV-256 c6 tbc db thuc thi kha cao va c6 chi phi phit hop
trién khai trén céac nén ting phan cng trong céc Umg dung thyc te. Hon nita, tai
nguyén khi tong hop trén mot s6 Kit théng dung dugce thong ké trong Bang 24.
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Bang 24 - Cai dat phan cung MKV-256 tren mot 50 Klt thong dung.

ZedBoard Zynq board 2% 28%
(xc72020clg484-1)
Artix-7 AC701 board 3% 1% 11%
(x¢7a200tfbg676-2)
Kintex-7 KC705 board 2% 1% 9%
MKV-256 (xc7k325tffg900-2)
Virtex-7 VC709 board 1% 1% 3%
(xc7vx690tffg1761-2)
ZYNQ-7 ZC706 Board 2% 1% 7%
(xc7z045ffg900-2)

4. Gidi thich n§i dung TCVN

Nbi dung chi tiét cia Dy thao duge trinh bay trong ban Dy thio riéng kém theo
Thuyét minh ndy. Dy thdo tiéu chuan bao gom 04 Piéu va 01 phu lye, cu thé nhu sau:

LGOI NOI BAU

LOI GIOI THIEU

1 PHAM VI AP DUNG

2 THUAT NGU VA PINH NGHIA

3 CAC Ki HIEU VA THUAT NGU VIET TAT

4 MA KHOI MKV

PHU LUC A (QUY PINH) VEC TO KIEM TRA CHO MKV
5. Khuyén nghj 4p dung TCVN

Tiéu chuin nay 4p duoc khuyén céo ap dung cho khu vuc kinh té xa hoi véi dbi

h] . A L4 r A ~ A A h ~ ~ r h hY A .
tugng 1a moi t6 chire, ca nhan, cdng dan Viét nam va céng ddn nurée ngodi lam viée tai
Viét nam dé bao mét thong tin khéng thude pham vi bi méat nha nude.

Tidu chufn nay s& gifip c4c co quan chinh pha, cac doanh nghiép va dic biét 1
cac t6 chirc danh gia (vi du céc phong do kiém qubc gia) co thé dya vao do dé thuc
hién danh gia dwoc chét lugng cia san phdm mat mi dang sir dung trong nudce. N6
cling 1a mét huéng din gitp cho cic doanh nghiép trong viée phat trién cic san phim
dam bao cac yéu cdu vé an todn va bao mit théng tin.

G6p phén tao sy duy nhit va théng nhit trong cac hé théng bao mat thong tin
trén toan lanh thé Viét Nam. Pam bao cho viée chi dao, 1anh dao, didu hanh théng
nhat, xuyén sudt va c¢6 d6 tin tudmg cao theo khia canh bao mat thong tin.

La budc tién trong qué trinh 1am cha khoa hoc - cong nghé 161, bai trong bét k¥
san pham bao mét thong tin nao, thuit toan mét mé ludn déng vai tro [a hat nhin. Viée
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lam chii cong nghé 161 tao thudn loi cho qua trinh kiém dinh chét lrgng san phﬁm. Gop
phén hoan thién xu thé “Make in Vietnam™ d& dugc Thu twéng Chinh phi chi dao.

Tao nim tin cho cic doanh nghiép, t6 chic x3 hoi v& viée théng tin cia ho
duge mé hoa bai mot tiéu chudn mét ma cta chinh Viét Nam. Tra v€ cho ngudi chi sé
hiru théng tin dng nghia den ctia viée ho 1a ngudi chi s& hitu thye su thong tin d6.

Tao su théng nhit cho céc thiét bi, hé théng bao mit théng tin nhip khiu tir
nude ngoai sé st dung chinh tiéu chuian mat ma cua Viét Nam.

Kh'fing dinh vi thé ciia Viét Nam trén ban db6 mit mi quéc té.

TCVN v& mi khéi 1a budc khéi ddu cho viée xay dung mét khung mét mé hoan
chinh (gébm cac nguyén thity méat mé khac) véi mue tiéu tién tdi chudn hoa phuc vu hi
nhép khu vuc Asean va qudc te.
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PHU LUC A
THUYET MINH CHI TIET XAY DUNG S-HQP VA MA TRAN MDS
1. Céc tinh chit mat mi cia S-hp 8 bit duwge si dung

Cac tinh chit mat ma cta S-hop dwoc tinh toan bang cong cu PEIGE trong [106]
nhu sau:

Béang A.1 — Mt s6 tinh chit mat ma ciia S-hop 8-bit

Kalyna
Cipher MKV eitpizr | SU¢ | AES | Berr | sms4 | KuEwe | ARIA | oo cttia | SEED | gy | CLEFIA
g bag chik _s2 _81 _S0
pi3/pil)
Permutation TRUE
Involution FALSE
Diff 6 8/8/8/8 8 4 8 4 3 4 4 4 10 10
DiffFreq 94 9/7/9/15 25 255 28 255 25 253 255 255 1 9
Diffl 4 6/4/6/15 4 2 4 2 4 4 4 2 4 0
CardD1 2 27 29 24 32 10 26 29 28 35 20 0
Lin 44 48 56 32 52 32 56 32 32 32 56 56
LinFreq 58 28 14 | 1275 1w | 1275 14 1275 1275 1275 9 52
Linl 36 44 36 32 32 32 36 24 28 28 28 0
CardL 50 58 59 60 60 61 59 60 0 57 51 0
max_degree 7 7 7 7 7 7 7 7 7 7 7 6
min_degree 7 7 7 7 6 7 7 7 7 7 6 6
Ma"i"f"“’F 255 255 255 | 255 | 254 | 255 | 258 255 255 255 | 254 255
M'“?:qg"’ep 255 255 255 | 255 1 255 255 255 255 255 1 253
Max_Produc (617(7]7)
{Dagrees 171717171717)7|81 77]78]
LS_number 0
max_v (v,
w)-linear 1,7
max_w (v,
w)-linear (1,7
inv_max_de
aros 7 7 7 7 7 7 7 7 7 7 7 6
iny_min_deg 7 7 7 7 6 7 7 7 7 7 6 6
inv_MaxDeg | 55 255 255 | 255 | 254 | 255 | 255 | 255 255 255 | 254 255
recFreq
inv_MinDeg 255 255 255 | 255 1 255 255 255 255 255 1 255
reeFreg
inv. Max Pr
AR 617177
oductls)egrcc 777777181 [7’||7|!.’]L]|
inv_LS_num
e 0
er
inv_max_v
(v, w)-lincar 1,7

2. Xay dung ma tran MDS cho ting tuyén tinh D

Dé xdy dung mdt ma trin cho mdt tf?mg tuyén phuc vu tinh khuéch tan clia mot ma
khdi, ching ta ¢é nhidu phuong phap khac nhau. Trong d6, cac bién ddi tuyén tinh c6
ma trin biéu dién 14 MDS s& dam bao tinh khuéch tin cao nhét thudng duoc lua chon,
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chiing dugc thé hién & cac dang khac nhau, nhu ma trin MDS dich vong, Hadamard
hay ma tran MDS la iy thira ctia ma trén déng hanh, ... Mét thuc té ton tai 1a khi tdng
kich thudc ma tran, viée kiém sodt cic hé sé ciia né dé dam bao cai dit hidu qua vin Ia
bai toan duoc nhidu nha mét mi quan tim. Vi du nhu trong AES, hé sb trong cac ma
tran & bién ddi MixColumns va InvMixColumns dem dén sy mAt can bang trong cai
dit dang bitslice 0 qua trinh m& hda va giai ma cta thuit toan nay. Vén 48 twong tu
cling xuft hién trong thuét toin Kalyna. Cac ma trdn MDS dang Hadamard cudn,
Hadamard duoc dé xuét dé giai quyét vén dé trén nhung diém cb hitu cta né la ching
tdn tai nhidu diém bét dong, ddy c6 thé 1a diém yéu c6 thé khai thic cfia nhiing tham
md trong tuong lai. Mot cach khac gial quyét vin dé mit cin bing thuc thi gifta qué
trinh m& héa va gial mi 1a st dyng cic ma trdn MDS 13 liiy thra cia ma tran dbng
hanh, Diéu kién dit ra 13 c4c ma trin ddng hanh voi da thire lisn két c6 dang dbi ximg.
Mét vi du dién hinh cho cach giai quyét theo huéng niy c6 thé tim thiy trong ting
tuyén tinh cia thuét toan Kuznyechik trong chudn GOST R 34.12-2015 cia Lién bang
Nga [9]. Stt dung céch tiép cén nay, nhom thiét ké di thuc hién xay dung hai ma trin
MDS trudng [F,e trong dé6 mét c6 kich thude 4 X 4 cho MKV-128 va mét cé kich
thudc 8 X 8 cho MKV-256.

2.1. Péi véi ma tran MDS 4 X 4 ciia MKV-128

Nhu d& d& cap & trén, nhém thiét ké dung dang ma trin ddng hanh cé trong [69] va
phwong phap duyét l4n luot trén tap ph%m tir c6 loi thé cai dat, va dd nhin duge ma tran
A, va ma trin MDS M, = A%. Dé chic chin ring ma trin M, 1a MDS, nhém thiét ké
str dung thuat toan kidm tra dugc d& xudt trong [107]. Két qua kidm tra bing thuc
nghiém cho thiy dy 12 mét ma trdn MDS. Ngoai ra nhém thiét k& cfing kiém tra dugc
ring hang cta ma tran (M — I) bing 4. Do viy, khi st dung ma trin nay & xay dung
tAng tuyén tinh s& khong cho diém bt dong (ngoai trir diém bit dong tAm thuong 1a
vée to 0). Trén thyc té, ma trin MDS 13 l{iy thira ma trin ddng hanh tdn tai véi sb
lvong 16n. Tuy nhién nhém thiét ké Iva chon ma trin dang nay vi Iy do lién quan
khong chi d an todn, ma con cd kha ndng cai dit clia chiing trén cac moi truong khac
nhau. Thét vay,

Déi véi cai dit khéng tra bang (nonlockup tables). Day 1a phuong phap cai dit khong
ding céc bang tinh truée, ma thay vao d6 thuc hién cac phép toan logic truc tiép trén
dir lidu byte, bit. Phuong phép cai dit nay thudng dugc p dung dé tich hop nguyén
thity mAt ma trén méi trudng voi tai nguyén han ché. Thudt toan mé khéi AES véi ma
trin trong bién dbi MixColumn khi cai dit trén méi trudng thanh ghi 8 bit cling 13
dang cai dit bitslice [108]. Tham s danh gia trong phép cai dit nay 1a s6 phép todn
XOR céc tir 8-bit va phép Xtime. Phép Xtime 13 phép nhén véi phan tir 2 hogic 271
trén truong hitu han. S& di phép nay dugc sir dung 1a do ching duge cai ddt don gian.
Véi trudng co s& F,s cb da thic sinh nguyén thay f(x) =x* D x> D x* B x D 1,
phép nhan phin tir a véi 2 va 27" duge thuc hién nhu sau: Cu thé phép nhén phén tir a
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vdi 2 duge thuc hién sau 2 budc nhu gid code sau, trong d6 gia tri 101011 va
100101012 twong tng véi left; = x° @ x* D x P Lvaright; = * O x* P x> @
rOD>1=x"Dx*Dx*P1:

Gid code nhén voi 2 trén trucng ;.
1. if (x& 10000000, )! = 0) return ((x « 1) 6 101011,)&11111111,
2. else return (x « 1)&11111111,

Gid code nhdn v6i 27" trén truong I, .
I.if (x&00000001)! = O return (x > 1)&10010101,

2. else return (x > 1).

Trong ma khéi d& xudt, khi kich thudc khéi 1a 128 bit, phép bién dbi MixWords
duoc thue hién nhu sau ¥ = 4% X X, cu thé;

Yo Y+ Ys Y12 0 1 0 ¢ Xo X4 Xg Xia
Yi Y¥Ys Yo Y13 _ 0 0 1 0 % Xy X5 Xg Xq3 (A1)
Y2 Ye Yo Yia 0 0 0 1 Xz Xg Xip X14 )
M Y7 Yu Vis/ 1 2 1 3 Xz X7 X131 X5
Y e X
Xét phép nhan
Zg 0 1 0 0 Xo Zg = Xq
Zzy _ {0 0 1 0 X1 AR
| Vo 00 1]\ %|ln=x
Z3 1 2 1 3 X3 Z3 = Xo D 2%, D x, D 3x4
Nhuwr vay:
to 0 1 0 0\? /X 0100 Zg
BY_{0 0 1 0} (*j_{0 0 1 0}, (%
ty 0 0 0 1 X3 0 0 0 1 Z3
i3 1 2 1 3 X3 1 2 1 3 Z3
th=21 =%
- by =2 = X3
t2=Z3 =x0@2x1@x2@3X3
t3=20@221@22®323=x1@2x2®x3@3t2
Thyc hién tfuong tu ta ¢
Yo 0 1 0 o\* Xo Yo = Xo D 2x; D x, D 3x5
Yiy_[0 0 1 0} (%) )n=xuO2x0x®3y
Y2 0 0 0 1 Xz V2 = X% @ 2x3 D y, D 3y,
y3 1 2 1 3 x3 y3=X3®2y0®y1®3y2
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Vo = %o D %2 D x3 D 2(x B x3)
y1 = X1 D %3 D ¥ D 2(x; D yo)
Vo=%, @y @y, D 2(x; D y1)
Vi=x% @y @y, D20y, Dy2)

Thyc hién twong tu ta s tinh duge cic phi‘m ti khic ciia ma trin ddu ra Y,
chiing s& co dang truy hdi phén tir sau qua phin tir truée nhu trong biéu thirc (1.4). P6
phtrc tap ciia cai dit (A.2) 1a 16 phép XOR hai phén tit trong trudng Fps va 4 phép
Xtime. Do viy cai dit (A.1) yéu cdu 4 x 16 = 48 phép XOR va 4 X 4 = 16 phép
Xtimes. Yéu ciu vé tdi nguyén nay 1 gibng nhu cai dit phép bién dbi MixColumns
cua AES [108].

= (A2)

Quay trd lai véi phép bién dbi InvMixWords trong ma khéi dan sy phién béan
128 bit. Thiy rang, dé thuc hién phép nay ta cin tinh:
4

Yo Vi Vg Viz 21 3 1 Xo X4 Xg Xi2
Yi ¥s Yo N3 ) _ 1 0 0 0 % X4 X5 Xo Xq3 (A3)
Y2 Yo Yo Y14 01 0 0 Xy Xg Xip Xig '
V3 Y7 Vi1 Vis/ 0 0 1 0/ \X3 X7 X113 X5
y A4 X

Tuong tu nhu trén ta co:

¥3 = %1 D x D x3 D 2(xp D x,)
Y2 =% @ x; D x, B 2(y3 D x1)
Y1 =Y3D x @ x; D 2(y; D x)
Yo =Y2 Dy D xo D 2(y, S y3)

Tir bidu thirc (A.4) thiy ring phép (A.3) dwoc cai dit voi d6 phuc tap tuong ty
nhu ciia phép (A.1). Nhu véy, v6i dang ma tran ddng hanh d& xuét, phép MixWords va
InvMixWords cé d6 phirc tap cai dit trén moi trudng thanh ghi 8§ bit 12 nhu nhau. Noéi
cach khac, téc dd thyc thi cho cd qua trinh m3 héa va gidi ma la gidng nhau. Pay la
tinh chit ma AES khéng c6 dwoc béi dang ma trin st dung trong bién dbi
MixColumns ctia no la dang dich vong va khong c¢é tinh cudn (tinh ty nghich déo). Cu
thé trong phép bién dbi InvMixColumns ctia AES, cic hé sé clia ma trin MDS khong
thudn tién cho vié thwc hién nhin nhanh trén trudng hitu han, va do vy né tén tai -

(A.4)

nguyén cai dit hon. Néi cach khéc, tdc d6 trong qua trinh mi héa nhanh hon so véi
gidi mé ciia AES.

Mit khac trong [109] d3 chi ra ring, dang ma trin ma AES str dung trong ting
tuyén tinh cita n6 c6 2'6 diém bit dong, con v&i ma tran dé xuét 1a khong cé.
Pa3i véi cai dit trén méi truong thanh ghi 32 bit. Thir ty bién ddi trong mét vong ma
clia mi khdi dan sy (khong tinh bién dbi cong khoa AddRoundKeys) duoc thuc hién tir
trén xudng dudi nhu sau:
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SubCells
MixWords

MixColums
XWords

Twong ty nhu nguyén tic cai dit cia AES khi ma bién d6i tuyén tinh va phi
tuyén duge két hop voi nhau va duoc biéu dién dudi dang céc bang tra [108]. O day,
nhom thiét ké cling s& két hop phép bién déi SubCells va bién ddi MixWords theo
nguyén tic nhu vay. Véi cac tiép can ndy, cho phép thuat toan cai dit hidu qua trén
mdi trudng thanh ghi 32 bit. Ky hiéu e 1a dit liéu ddu ra qua bién d6i MixWords khi
thuc hién d6i véi khéi déu vao a & bién d6i SubCells. Khi d6 c6t thit j trong e duoc
tinh nhu sau:

€oj Mgg M1 Mgz Moz [Coj

€1j| _ ™Mo Mu Py Mz |G o 03 (A5)
€2 Mpg My May Moz ||Caj ' - ’
€3j Mzg Mgy Mpz M3z C3j

trong d6 ¢ — két qua cta bién dbi SubCells va M = (m; ) axar 0 S 1,j < 312 matrdn
MDS ma chiing ta d& xuét (xem biéu thire (A.1)). Vig; ;= S[aij]

Bién d6i XORWords va SubCells c6 thé viét dudi dang nén tir (11) ta co:

€oj Myp Mgy Mgz Mips S1ajol

erj| Mo ™My myy mag|(Slanl| | 0+ 3
€| [Mag Mar My Myg Slaj,] =0
€3; Mo Ma1 Maz Maal|§[a;,]

Biéu thirc ndy c6 thé viét dudi dang:

€oj Moo Moy Moz Mp3

€1 Mg myy M3 M3
= STa; Sla; Sla; Sla;

er [ jO] Myg @ [ jl] myq @ [ 12] Moo @ [ j3] mas |’

€3; M3g M3y Mms; M3y

trong do S[aij]- tuwong tng voi gia tri 8 bit nhdn duge qua cac S-hdp. Ky higu

Sla] - mgo Sla] - mo, S[al - moq
_ |Sla]-mye _ |Sia] - myy _ |S[a] - my,
To[a] - S[a] “Myp rTl[a] - S[a] “Myy JTZ [a] - S[a] “Myy 1T3 [a]

Sla] - mso S[a] - ma, Sla] - ms,

Sla] - moz

— Sla] - mq3

S[a] - ma3

Sla] - ma3
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14 c4c bang tra, trong d6 a € F,e. Do vy mdi bang gdm 256 phin tir, mdi phén tir a
cac sb 32 bit. B6 nhé can thiét dé luu todn bd 4 bang nay la 4 X 256 X 4byte =
4096byte = 4Kbyte. Nhu vy 2 bién dbi SubCells va MixWords trong mot vong mi
c6 thé thuc hién theo biéu thire sau:

e; = To[ajo] D Ti[aj1] © Tala;] D Tslays]
Hinh A.2 1a minh hoa cho qua trinh nay

Fdoo | o1 | @o2 | do;3

dg | dn | Gz | iz

Ay | d21 | dn | An

o | dy | da3 | das

€| e | €| e

Hinh A.2 - Minh hea cai dit trén thanh ghi 32 bit cia cAu tric d& xuit khi tinh
cit diu tién cia ma trdn trang thai

Nhur viy ta thdy viéc lap bang va gdp cdc bién dbi lai cho phép cai dat hidu qua
trén c4c thanh ghi 32 bit. Bd nhé yéu cu dé luu cic bang nay 1 4 Kbyte.
DPéi véi Cai digt phdn cimg. Thiy ring d6 phitc tap trong cai dit mbi bidu thirc nay
chinh 1 phép nhan v&i phén tit trén trudng hiru han. Trong [5] di chi ra m6t sb loi thé
clia viée lya chon da thirc sinh ctia truedng hiru han cho phép thuc thi nhanh mét sb
phép nhan véi phan tir cia trirdmg. Cu thé trong nghién clru nay d3 chi ra ring, véi
truémg hitu han F,s, da thic sinh 1a f(x) = x8 @ x° @ x* @ x P 1, phép nhén véi 2,
22=4, 21 =149 va 22 =223 1a d& dang thuc hién trong 1 xung nhip (clock). Hinh 1.3
12 minh hoa cho qu4 trinh ndy, trong d6 phép cong @ trong mdi hinh 1a phép cong 2
bit dAu vio tao ra 1 bit diu ra.

a; & 45 0y @& & G G ar g a5 44 &y dr @ o a @ Ay 4 a @M M@ & @ ag ds dy a3 dy 4 @y

Y
Sy |
fm—=mmm——n—y

x4 x14 x223

Hinh A.3 - Minh hea phép nhén véi 2, 4, 149 va 223 trén F,s véi f(x) =
BOLFRPPOxD1
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Trong biéu thirc (A.1) va (A.4) ching ta chi quan tim dén phép nhén véi 2. Tuy
nhién véi cic d& xult ma tran khéc, viée dua vé phép nhan véi 4, 149 hodc 223 cling
s& mang lai loi thé cai dit cho nhitng ma trén nay.

Pé trye quan ching ta viét lai cac biéu thirc nay, trong d6 biéu thirc (A.6) twong
ling duge sit dung d8 tinh cot dAu tién trong ma tran trang thai & bién d6i MixWords,
con (A.7) twong Gng dé tinh c6t d4u tién trong ma trén trang thii & bién ddi
InvMixWords. Luu ¥ 12 phép cong @ & mbi bidu thirc nay la phép céng theo modulo 2
cia hai tir 8 bit va taora 1 tir 8 bit.

Yo = Xo D x; D x;3 P 2(x; D x3)
y1 =% D x3 D yo D 2(x; D vo)

A6
Y2 =%, @ Yo Dy D 2(x3 D y1) (8.6
V3 =3By, Dy D 20y D y2)
y3=x1@x2@x3@2(x0®x2)
Y2 =x0®x1®x2®2(y3 ®x1) (A7)

y1 =3 Dx B x; B 2(y; D %)

Yo =2 D y3 © x0 D 2(y O y3)
So db cai dit cho mbi phwong trinh trong céc bidu thitc nay 14 gibng nhau, vi du hinh
A.4 13 minh hoa so db tinh vy, v&i yo = xg + x5 + x5 + 2(%; + x3):

X0 X1 X2 X3

Hinh A.4: Minh hoa tinh gia tr1 y,.

Théy ring dé tinh dwoc y, cin 4 phép XOR 2 sb 8 bit, 1 phép nhén 2 va cin 3 xung
nhip. Tng hop lai cin 4 X 8 + 3 = 35 phép XOR 2 bit va 3 xung nhip. D8 tinh dugc
toan b 1 ¢t cua ma trdn trang thai cin 35 X 4 = 140 phép XOR 2 bitva3 X 4 =12
xung nhip. D& tinh toin bd ma trin trang thai qua bin ddi MixWords cin 140 x 4 =
560 phép XOR 2 bit va 12 xung nhip (vi qua trinh tinh 4 ¢t trong ma trin trang thai 1a
doc 1ap). P6 phic tap cai dit ndy cling twong tu dbi véi phép InvMixWords & bidu
thirc (A.7). Trén thuc té trién khai cai dit phan cimg c6 thé sir dung b cong véi nhidu
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dAu vao hon, nhu thé cé thé ting tdc qua trinh tinh toan ddu ra cha bién d6i. G day
nhém thit ké chi dua ra phan tich 1y thuyét so bb.

2.2. D6i véi ma tran MDS 8 X 8 cho MKV-256

Tuong tu nhu dbi voi phién ban 128-bit, nhém thiét ké dung dang ma trén ddng hanh
¢6 trong [69] va cling ding phuong phap duyét 1in luot trén tip phén tir co loi thé cai
dat va d3 nhan dugc ma trén Ag va ma trin MDS Mg = A3, Khi sit dung cdc ma trén
ndy trong bién ddi MixWords va nghich ddo ciia né s& cho sé nhénh bing 9. Nhém
thiét k& ciing tinh s6 diém bit dong cua thng tuyén tinh sit dung cic ma trdn nay, két
qua cho thdy hang ctia ma trin Mg — I bang 8, do vy s& khong c6 diém bat déng nio
(ngoai trr 1 diém 14 véc to 0 tAm thudng). Tiép theo, nhom thiét ké s& phan tich kha
nang cai dat clla ma trin nay.

Péi véi cai dit khéng tra bang. Qua trinh phén tich twong ty d6i v6i ma tran cho
MKV-128, chti ¥ ring

219 =223 P4=149QR 149P 4 =2"1R 27 P 22
12=8d4=23 2?
20=16 P4 =2 22

Nén phép nhan véi cac phén tir ciia ma trén ddng hanh Ag déu dua vé phép
Xtime va phép XOR véi su thuc thi don gidn. Vi du dé tinh mot cot trong ma trin
trang thai déu ra cta bién dbi MixWords, ta thuc hién theo biéu thic sau:

~

yo=x0®22(x1®x2®x3@x4@x5®xﬁ®x7@2(x3®x5)6922x4)@2 - @xﬁ)

(x,
=x]€922(x2®x3®x4®x5®xﬁ®x7®yo®2(x4®x6 ®2°x)®27 (x, ®x,)

2
=%, @2 (%, B x, Ox, Dx, Ox, Oy, Dy, D2(x, D x,) D 2%x, ) © 272 (2, D ¥, )
=%, @2 (x, B x,Ox,Ox, 8y, ®y, @y, B2(x, @ y,)©2%x, ) @272 (x, y,)

i =502 (5 OxOx, @y, © )0y, @y, 02(x,®y)®2°y,)027(x,®y,)
—x5®22(x Ox,0),®y Dy, ®y, @y, ®2(y, ®y,) 027y )027%(x, D y,)
V=% @2 (1, @y, 0,8y, 0y, @y, ©2(y, ®y,)®2%,)®27(y,® y,)
=X, @2( 1Dy, 0y®y,@y®y®2y @y4)®22y3)®22(y,®y5)

(A.8)

Pé tinh duoc (A.8) cin 12 x 8 = 96 phép XOR hai tr 8 bit va 7 x 8 = 56
phép Xtime. D& tinh dugc todn bd ma tran trang thai qua phép MixWords cin 96 x
4 =384 phép XOR va 56 X 4 = 224 phép Xtimes. Py phirc tap cai dit nay cling
chinh 13 @ phirc tap cho cai dit phép InvMixWords vi ma tran tuyén tinh ciia chiing
cd cac phan tir gidng nhau.
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Déi véi cai dit trén méi trudng thanh ghi 64 bit. Pay ciing 14 giai phap cai dit sir dung
k¥ thuét tra bang. Tuy nhién ma trin tuyén tinh trong phan nay 1a 8 x 8 nén méi phan
1 trong bang tra s& cb kich thidc 64 bit. Ap dung twong tu phén trrdce, dé cai dit bién
d6i MixWords cin 8 bang tra, mi bang tra 256 phin t&r, m3i phin t& 8 byte. Tng s&
cAn 8 X 256 X 8 byte = 16 Kbyte. Ca qué trinh mi hoa va giai ma s& cin 32 Kbyte.
K¥ thudt sir dung bang tra nay Ia twong tw nhu & muc trén va gibng véi kv thudt cai dat
céc thudt toan AES, GOST R 34.12.2015, Kalyna, LED, .... nén nhom thiét ké khéng
trinh bay chi tiét.

Déi véi cai diit phin ciing. Cai &t phén cling ciing sit dung bidu thirc (A.8) nhu déi
v6i MixWords trong phién ban mé khdi véi kich thudc khdi 128 bit. R rang biéu thiic
(A.8) v&i cac phép nhan don véi phin tir clia trudng va phép cdng XOR la thuén tién
cho cai dit ciing hoa. Phép nhin véi 2 cin 3 cdng XOR 2 bit, nhan véi 4 hodc 224 cin
6 cbng XOR 2 bit do vy, sb phép XOR 2 bit cdn su dung dé thuc thi MixWords 13
384 x 8 + 224 X 3 = 3744,
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