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L& néi dau
Tiéu chudn TCVYN XXXX MA KHOI MKV do Ban co' yéu Chinh phii xay ding,

d& nghi, Téng cuc Tiéu chudn Do ludng chat lvong thAm dinh, Bé Khoa hoc
— Cong nghé cong bo.

N&i dung cua tiéu chuan nay dugc xay dwng dwa trén viéc thira ké noi dung
nghién ctru ctia nhiém vy Khoa hoc — Céng nghé cap Ban Co yéu Chinh phq,
“Nghién clru xay dwng chuan ma khéi st dung trong Iinh virc dan sy’ do TS.
Nguyén BUli Cuong, Vién Khoa hoc - Céng nghé mat m&, Ban Co yéu Chinh

pha chd nhiém.



L&t gisi thigu

M& khéi c6 thé col la “ct 16i clia cbt 161", |a trai tim cUa cac san phdm bao mat, an toan théng tin, mubn
lam chii duwgc cong nghé thiét ké cac san phdm nay phai lam chd dwec thuat toan mat ma. Hién nay,
hau hét cac san phdm thwong mai déu sir dung chuin ma hoa tién tién (thuat toan ma héa AES). Trén
thé gioi, khéng phai quéc gia ndo cling c6 chuin méa hoa cua riéng minh, chi ¢6 mét sé it cac nwoc da
nghién clru ban hanh chudn ma hoa cho Iinh viec déan su nhw My, Lién bang Nga, Trung Qudc, Han
Qudc, Nhat Ban, Belarus, ...

M{t 56 chudn ma ho4 tiéu bidu ciia mit s6 qudc gia trén thé giGi

STT| Qubc Gia Tén thuit toan Tiéu chuén
] FIPS 197
L My AES ISO/IEC 18033-3:2010; RFC 3826
) N Kuznyechik GOST R 34.12-2015; RFC 7801
. a
£ Magma GOST R 34.12-2015; RFC 8891

] GB/T 32907-2016
3. | Trung Quoc | SM4 (hoidc SMS4) ISO/IEC 18033-3:2010/Amd 1:2021
IEEE 802.111

TTAS.KO-12.0004

s | HinQuéc SEED ISO/IEC 18033-3:2010; RFC 4269
LEA KS X 3246; ISO/IEC 29192-2:2019
CLEFIA KS X 1213:2004, REC 5794
5. | NhatBan
CAMELLIA TTAS.KO-12.0040
6. Belarus Bel-T CTE 34.101.31-2011

M6t nha mat ma hoc ndi tiéng ngudi Nga da néi “Mét quéce gia duroe coi la vi dai ndu quéc gia dé sé hiu
viJ khi hat nhan, lam chu khéng gian va c6 chudn mét ma cuia riéng minh”. Do vay, viéc s& hiru riéng
chuan mat ma la mét trong nhi*ng y&u té khang dinh tinh tw chd clia Viét Nam trong céng cudc bao vé
cht quyén Quéc gia.

Mét trong nhirng muc tiéu clia Chién lwg'c “Make in Vietnam” do Thi twéng Chinh phti ban hanh la phat
trién kinh t& s6 chiém 20% GDP, véi viéc xac dinh cac budc tién @t pha mang tinh hé théng, nh4n manh
vao chuyén ddi chti quyén cdng nghé, cé s chuyén dich manh mé tir I3p rap, gia céng sang sang tao,
thiét ké mét cach chli dong, tao ra cac san phdm cong nghé “Make in Vietnam”. Trwéc bdi canh lich sir
clia sir chuyén minh trong xu thé phat trién cia nén kinh té sb, bén canh viéc thue hign céc nhigm vy
chinh trj quan trong dwgc Bang va Nha nwéc giao, véi vai trd [a Co quan mat ma qudce gia, Ban Co yéu
Chinh phi d& chi dao td chirc nghién ctru, xay dwng thuat todn ma khéi dé thiét ké, ché tao cac san
ph&m b&o mét, an toan théng tin trong Iinh virc dan sw phuc vu phat trién kinh té s6, xa hdi sé.

&’ mét khia canh khac, khi ma bai toan bao mat théng tin ¢6 strc néng hon bao gitr hét trwéc sw phat
trién khéng ngirng clia cdng nghé lweng tir va cac van d& dam bao an toan théng tin trude nhivng tin
céng tham ma dya trén tinh toan lvong tir. Ban Co yéu Chinh phd @&t muc tiéu quan trong Ia phai ¢o
mot thuat toan mé hoa "Make in Vietnam”, khdng chi an toan lwong ti ma cén d&m bao hiéu nang can



thiét d& dap (rng nhu st dung trong thoi dai s6. Ngoai ddm bao an toan va hiéu qua st dung, ma khéi
phai cé dic trung riéng, c6 cau trlic riéng so voi cac chuan khac trén thé giéi.

D6i voi pham vi dan s trong nwéce, theo luat an toan théng tin mang s 86/2015/QH13 ngay 19 thang
11 ndm 2015, trong chwrong 4 quy dinh vé tiéu chuén, quy chudn k¥ thuat an toan thdng tin mang, tai
muyc sb 7 didu 38 v& Quan ly tiéu chuan, quy chuan k¢ thuat an toan théng tin mang ¢6 ndi dung “Ban
Co yéu Chinh phd véi vai trd co' quan mat ma quéc gia, ¢d trach nhiém gitp B6 trwedng Bo Qubc phong
xay dyng dy thao tiéu chudn qudc gia d6i véi san phdm, dich vu méat ma dan sw trinh co quan nha nuwée
c¢6 thdm quyén cong bd va hwéng dan thuc hién; xay dung, trinh B tredng Bé Quéc phong ban hanh
quy chuan ky thuat quéc gia déi véi san phdm, dich vu mat ma dan sw, chi dinh va quan 1y hoat déng
cla o chirc chiing nhan sy phit hop dbi véi san phdm, dich vu mat ma dan sw; quan 1y chat lvgng san
pham, dich vit mét ma dan su”. Hién nay, trong linh vigc dan sy, Ban Co yéu Chinh pha da xay dwng va
deé xuét B4 Khoa hoc va Céng nghé céng bd dwge 55 tidu chudn qudc gia trong linh vigc mat mé. Cac
chuédn dwoe chap thuan nguyén ven theo cac chuén cla ISO/IEC bdi vi Viét Nam 12 thanh vién cla td
chiec 1ISO/IEC. Tuy nhién, & tao sy théng nhét, théng subdt trong van dé bao mét théng tin trong cac hé
théng khéc nhau, va khang dinh tinh tw chd v& mat ma, viéc xay dwng chudn rieng khang dinh tw twéng
va xu thé “Make in Vietnam” cang that sw can thiét. Véi myc tiéu nay, Ban Co yéu Chinh phi 34 tién
hanh xay dwng mét ma khdi vai nhidu phién ban vé kich c& khéi va do dai khéa, c6 tén goi 1a VIEncrypt
trong qué trinh phat trién xay dwng, sau dé dwoc ddi tén thanh MKV dé tao sw thdng nhat v& ki hidu cho
cac tieu chudn mat ma dwoc xay dyng sau nay dung bao vé théng tin trong Iinh vire dan sw. Trong do
c6 hai phién ban kich c& khdi, kich c& khéi 256-bit v&i mong muén dam bao dé an toan cho hau lwong
tlr con 128-bit cho giai doan chuyén tiép. M&i phién ban ma khéi ddu cé ba tily chon dd dai khéa véi mire
an toan linh hoat phl hop cho cac nha lam tng dung. Ma khdi MKV da dat dwoc mot sé déc didm trong
thiét ké nhw sau:

Vé céu truc: MKV st dung cAu tric dang SPN dua trén lwoc dd FLC dat dwoc dé an toan chibng minh
dugc trong moé hinh Luby-Rackoff, dwgc xay dwng trong [2]. Bén canh do, ma khéi nay ¢6 cau tric FLC-
SDS dat duoc d6 an toan thie té trwde tham ma vi sai va tuyén tinh xem [3].

Vé thanh phan mat ma: Ma khdi st dung hop thé 8-bit cho kha ning xao trén va ma tran MDS cho kha
nang khuéch tan cuc dai. Cac thanh phin mat ma nay déu co tinh chit mat ma tét va co xem xét dén
kha néng t&i wu trong trién khai cai 3t phan mém/phan cirng, xem [4, 6, 7].

Vé lrge d6 khéa: MKV ¢6 lrge dd khoa duworc thiét ké theo lwoe dd Iap trong [5), ¢6 dam bao dd an toan
ly thuyét v& céu tric va do an toan thurc té trrée tham ma vi sai khéa quan hé.

Vé d6 an toan: Bén canh dd an toan chirng minh duoc dbi voi hai tham ma phd bién nhét I3 vi sai va
tuyén tinh, MKV dam bao khang lai tham ma boomerang, thdm ma tich phan, tham ma dai s8, tham ma
vi sai khéa quan hé, thdm ma vi sai khéng thé, ... Ngoai ra, MKV cd dwoc xem xét kha néng khang lai
mét s6 tham ma Iwgng tr gan day va thao luan vé mikc an toan trong thiét 18p lwong to c6 thé dat Guoc
v&i kich thudc khéi, @6 dai khoa dugc gia tang.

V& higu ndng: dam bao kha ning thiee thi phu hop vé&i cac trng dung thong dung trong bao mat thong tin
thudc linh vire dan sy vé phan clrng va phan mém.
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Cdng nghé thdéng tin — Cac ky thuat an toan - Thuat toan mat ma -
Ma khdi MKV

Information technology - Security techniques — Encryption algorithms - Block cipher MKV

1 Pham vi ap dung

Tiéu chuén ap dung cho viéc ma héa dt liéu trong hoat dong giao dich dién t&r cta cac td chire, cdng
dan Viét Nam va té chirc, cdng dan nwée ngoai co quan hé kinh té - xa hdi véi td chire, cong dan Viét
Nam,

Tiéu chuan nay mé ta ma khéi MKV dwoc ap dung trong cac phwong phap mat ma va bao mét théng tin,
trong d6 dam bdo tinh bi méat ciia thong tin khi truyén, xi Iy va lwu triy théng tin trong cac hé thdng thong
tin.

2 Thuat ngi¥ va dinh nghia

D4i véi muc dich cia tiéu chudn nay st dung cac thuat ngtr va dinh nghia sau
2.1. Thuat todn ma héa (encryption algorithm)

L& qua trinh bién dbi ban rd thanh ban ma.

2.2. Thu@t toan giai ma (decryption algorithm)

La qua trinh bién dai ban ma thanh ban ré.

2.3. M3 khoi (block cipher)

L& m&t hé ma ddi x(rng c6 tinh chét Ia thuat toAn ma hoa hoat dong trén mét khéi ban r6, nghia la mot
chudi bit cé dd dai xac dinh, dé thu duwoc mdt khéi ban ma.

Chu y: & day ta ¢ thé xem thuat ngi “ma khéi" va "thuat toan ma héa khdi” la nhw nhau.

2.4. Ma phap (cipher)

La mét thuét nglr khac cia hé mé (encipherment system). La phwong phap mat ma dwoc st dung dé
dam bao tinh bi mat clia di¥ liéu, bao gbm thuat toan ma hoa va thuat toan giai ma.

2.5. Khéi (block)
L& chudi céc bit c6 do dai xac dinh.
2.6. Ma hoéa (encryption)

La mét thudt toan mat ma ma bién ddi (kha nghich) di liéu dé tao thanh ban mé, nghia 1a gi4u ndi dung
théng tin clia di ligu.
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2.7. Khéa vong (round key)

La day ky tw dwoc tinh tr khoa (key) va diéu khién mot bién ddi cho mét vong ciia ma khéi.
2.8. Khéa (key)

L& day ky tw ma diéu khién hoat déng cla bién ddi mat ma (cu thé la qua trinh ma héa hoéc gidi ma).
Cht ¥: & day khéa phai la mét day nhi phan.

2.9. Ban ro (plaintext)

Théng tin chva dwge ma hoa.

2.10. Lwoc do khoa (key schedule)

La qua trinh tinh toan cac khéa vong tir khéa.

2.11. Giai m3 (decryption)

La phép bién dbi ngworc clia qua trinh ma hoéa twong ng.

2,12. Ban ma (ciphertext)

La di¥ lidu sau phép bién ddi ¢é gidu ndi dung théng tin.

2.13. Véc to kiém tra
La tap hop céc dau vao va dau ra twong ¥ng cda thuat toan mat ma, dwoc siv dung dé kiém tra tinh

ding dan clia thuat toan.
3 Ky hiéu va thuat ngir viét tat

Cac thuat ngiy viét tat sau dwoc st dung trong tat ca cac phan clia TCYN XXXX

Ox Tién t cla cac sb dugce bidu dién dwéi dang thap luc phan (hex);
F, Trwérng hiru han chi ¢ hai phan t&r 0, 1, tc 12 F, = {0,1};
Fys Trwdng hiru han véi da thive sinh nguyén thly x® D x5 D x3 D x D 1 trén Fy;
|24 Tap hop xau co do dai n-bit;
o Phép to‘ém Jogig XOR tIén x:au L'_)it,‘ngrﬁa Iéi né’q A vé' B Ié.hai Xau c’l‘Jng dc? dai thi
A @ B la xau bit bao gdm c4c bit [a ket qua phép toan logic XOR cla A va B;
x| v Chudi két qua cla viéc ndi xau y vao xau x;
{0,1}¢ Xau gdm d bit nhj phan;
X X&u phil dinh cla xau X;
(M Dang biéu dién w-bit clia s6 nguyén r;
! Kich c& khoi clta ma khoi, I € {128,256);
k D0 dai khoa clia ma khdi, k € {128,192,256,384,512};
R 86 vong cita ma khéi, R € {6,7,8};
w Kich c& cla trang thai con;
t 86 lwong cac byte trong trang thai con;

Biéu dién twong trng trang thai [-bit, trang thai con w-bit va mot byte trong trang
thai con cla qua trinh mé hoa va giai ma;
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Ty Bi§u dién Ewong' L'ijg traqg tnhéi 2!-b[t. trang thai con w-bit va mét byte trong trang
e thai con cla qua trinh mo réng khoa;

s Bién ddi thay thé tirng byte trong trang thai, con dwoc goi la hdp thé;
SubCells £ x . o m ik ek s
Bién doi trén trang thai ma hoa (giai ma), dya trén bién doi s trén tirng byte;
(invSubCells)
MixWords Bién ddi trén trang thai ma hoda (giai ma), dwa trén bién déi tuyén tinh trén tirng
(invMixWords) trang thai con;
XWords Bién dbi gitra cac trang thai con;
£y, (invFy) Ham vong (nghich dao clia ham vong) cho phién ban ¢d kich thude khéi L
UpdateKS, Bién ddi cap nhat trang thai khoa cla lwoc db khoa;
const; Héang sb phu thudc vao i cho bién d6i cap nhat UpdateKsS;;
p Ban rd !-bit, dau vao clia qua trinh ma hoda va du ra cia qua trinh giai ma;
C Ban ma [-bit, dAu vao cla qua trinh gidi ma va dAu ra clia qua trinh ma hoa;
Kinaster Khoa chinh k-bit;

Khoa vong 21-bit, dwoe biéu dién thanh hai phan I-bit nhw sau X, = K2|| %} trong
do 32,3t e vy;

Kpost Khoa xoa trdng I-bit;
MKV-i/k Phién ban ma khdi véi kich ¢& khdi I va do dai khoa k;
Eng(.,.) Ham ma hoa cho phién ban kich c& khbi I-bit;
Dec;(.,.) Ham gidi ma cho phién ban kich c& khoi I-bit.

4 Ma khoi MKV

X

4.1. Thong tin chung

Ma khdi nay xtr Iy khdi di¥ liéu cé kich c& 128-bit hodc 256-bit, dwee ki hiéu MKV-I véi I biéu thj kich
thwée khéi. Trong d6, MKV-128 ¢6 ba phién ban khéa c6 do dai 128-bit, 192-bit va 256-bit twong ng
véi s6 vong 1a 6, 7, 8; con MKV-256 c6 ba phién ban khéa cé do dai 256-bit, 384-bit, 512-bit twrong g
v&i 86 vdng la 6, 7, 8. Khi da rd kich thwéc khéa va sb vong, ki hisu MKV-1/k v&i sb vong R nhdm dac
ta rd hon thuat toan trong phan sau. Khi d6, ching ta c6 tdng cong 6 phién ban véi kich thuwéc khbi/dd
dai khéa/s6 vong khac nhau dwoc md ta trong Bang 1.

Bang 1 - Cac phién ban trong MKV,
;BT [+ Phignban | - 1R
, - Ch -

2. MKV-128 128 192 7
3. 256 8
4. 256 6
5. MKV -256 256 384 7
6. 512 8
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4.2. Cac khai niém va bién doi co’ ban

4.2.1, Cac trang thai

xd Fxd | xE | X
o | A |
x | x3 | %% | x3
0 | o1 2 3
X3 | %3 | X3 | X3 x| x| x| %3
0 1 | .2 3
o | X2 | X4 X4 0 1 2 3
X1 Xy | X Xy
x2 | x| x2 | X3
5 3 5 3 ] . , .
X3 X2 Xz X3
0 1 2 3
Xg Xg Xg Xg
‘ 0 1 2 3
x x| x x
0 1 | .2 3 3 3 3 3
.x7L X © X7 Xz

(@) (®)
Hinh 1 - M6 ta trang thai cho qua trinh ma héa va giai ma
cua hai phién ban MKV-256 (a) va MKV-128 (b)

4.2.1.1. Trang thai ma héa va giai ma

Trong qua trinh m& hoa va giai ma, cac phép bién dbi co ban sé& cap nhat xau bit X ¢6 d6 dai L-bit, xau
nay dwoc goi 1a trang thai bén trong clia ma khéi. Trang thai X nay dwgc chia tharh bon xau w-bit
x% x,x2,x3, dwgce goi 13 trang thai con, nhw sau X = x°||x1|jx%)|x3. Mdi trang thai con x' (0 < i < 4)
dugc biéu dién dudi dang byte nhw sau x' = x§||xf|| .. JIx{_q, x] € Vg vOi moi 0 < i < 4,0 <j <¢; trong
c6 t = 4 d6i véi MKV-128 con ¢ = 8 dbi voi MKV-256. Do do, trang thai nay c6 thé duge bidu didn dwdi
dang bang kich thudc t x 4 véi phan ti c6 gia trj mot byte. Mi cot clia bang trang thai chinh la bidu dién
mét trang thai con clia X. Cu thg, trang thai dwoc bidu di&n trong Hinh 1. D& biéu dién ngén gon cho

trang thai ma hoa va gidi mé cda hai phién ban nay, trong chuan ding dang tdng quat sau:

10
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4.2.1.2. Trang thai lwgc do khoa
Trong lwoc dd khoa, cac khoa vong dwoc lay ra tl cac trang thai 21 bit, gap d6i voi trang thai ma hoa va
gidi ma & trén. Khi d6, trang théi trong ¢ s& dwoc x(r Iy thanh 8 tir w-bit £°, £1, £2, £3, 4%, £°, £5,£7 nhu
sau:

K = 4] ... |47

trong dé A 1a cac xau w-bit dwec chia thanh t byte ¢6 dang #4]| ...||&L_,, £ € Ve vOimei 0 <i < 8,0 <
j < t. Trang thai nay bidu dién thanh mot bang ¢ x 8 véi cac phan ti w bit, dwge md ta béi Hinh 2. Trong
d6, méi trang thai % ciing sé dwoc bidu dién thanh hai phan % = KLeft||7Right ¢ 1, trong d6 JeLeft =
RO AL A2|IA3 € V, JCRERt = B4 45| 4547 € V.

WKV-128 £y [#5 [ #5 [ #5 [#5 |45 |45 [ #
7|2 % % | % [ % | %% | #]
#9 | £L | #2 | 2 | 23 | £5 | £S5 | 4]
h3 | #3 | #5 | A5 | A3 |43 | A5 |43

WKV-256 #y |43 | 85 | #3 | 45 | A5 [ 45 [ 42

R | & | A3 |43 | 43 |47 | K5 | 45

Hinh 2 - Minh hoa cho trang thai khoa ctiia MKV-{
4.2.2, Cac bién doéi co s& cia trang thai
4.2.2.1. Bién déi SubCells va invSubCells

Bién ddi SubCells x( Iy trén toan bd trang thai X € ¥, bing céch ap dung hop thé s vao tirng byte x!,
dwoc minh hoa trong Hinh 3. Nghjch dao ctiia bién ddi nay dwec ki hiéu 1a invSubCells, dwa trén hdp thé
nghich ddo s~ cla s.

11
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Céc hdp thé nay dugc bidu dién dwéi dang Bang 1, Bang 2. Ch v, cac gia trj cGa cac bang nay

duwgc bidu dién dwéi dang thap luc phan (hex), trong d6 gia tri d4u ra cla hép thé 13 gia trj giao nhau
gitra cdt dugc xac dinh bdi 4-bit trong s6 thap va hang dwec xac dinh bdi 4-bit trong s6 cao clia dau vao.
Vi du, s(0x24) = 0x1C va s~*(0x82) = 0xB4.

Trang thai dau vao Bién doi Trang thai déu ra
SubCells
x§ | x5 | x5 | x3 s(xd) | s(xd) | s | s(x)
x| x| x| xf s(xf) s(xi) s(xf) s(x3)
x?—-i xcl—-1 x§-1 xf—1 3("?—1) 3(xc1—1) 5("3—1) S(x?—ﬂ
Hinh 3 - M6 ta phép bién ddi SubCells
Bang 1 — Biéu dién dang tra bang cita hp thé s
01 02 [ 03 [504% 05 [ 06 | 07 [ 08 [ 09 [OoA | OB | OC | OD | OE | OF
11 91 | E1 f#pies Bl | 71 | 61 [ F1 [ 21 [ c1 [ 51 [ a1 | 41 | 31 ] 81
10 E3 R 5 77 | 66 | 89 | 38 | AB | 4A
E200 8088 ST IR #C2 SR MDD BEST | Be maadle g o8
30 | oF 48 DO | 29 F2 | BB | 65 | cc | E4a | 3D
40 | oc 23 F4 | 1F EE | C5 | 36 | 6D | 73 | 88
50 | oA 3C 18 | 85 99 | a4 | B3 | 5 | pa | Cc7
60 | 06 76 CF | A8 60 | 17 | DC | 9B | 32 | F5
70 | 07 67 2D | 3B 16 | 70 | 54 | a2 | 98 | BE
80 | OE A9 62 | 5a 3 [oc | Fp [ D5 | 8E | E&
90 | 03 B2 87 | c4 4 | F8 | 7a | E9 | 2¢ | AF
A0 | oD FB 56 | EC B8 | 42 | 1E | 24 | co | 93
BO | 04 ES5 B9 | 7D CA | 2E | 97 | 13 | 8F | DB
€0 | 0B 8D 92 | 48 bF [ 53 | ¢cB | B7 | FO | 6C
DO | 05 94 7B | DE AC | 39 | 4aF | 82 | 55 | 20
E0 | 02 D3 as | F7 5D | 8F | 22 | 40 | B6 | 14
FO | 09 CE 4c | 63 25 | Ea | a0 | 7r | 1D | 52
Bang 2 - Biéu dién dang tra bang ctia hop thé s~1
00 01 [§02.] 03 [ 04 [ 05 [ 06 [ 07 [ 08 [ 09 [ OA [ OB [ OC | OD | OE | OF
00 | 10 00 [giE0] 90 BO Do 50 70 20 FO 50 co a0 | &0 80 30
10 11 01 l"géw{fj B9 EB 9D 76 67 52 CF 35 8C 24 FA A8 43
20 | DB 09 [meEsl oC | A3 | F6 | S5F | 84 | €5 | 33| 41| 20| 9 | 72 | BT | 1E
30 BD 0E SF 86 CE 48 F5 19 o7 EC 73 51 3B 22 Ad
40 | ED ) gD | BC 7F | C3 Za | 31 IE B 96 F2 55 &4 D8
50 DA A2 3C BF 65 83 44 1D E6 59 21
60 3g 17 71 DC Ed AD 5E CB 49 95 BA
70 A5 6l 16 8E 2B 98 D2 BEF B3 ap F9
EEE e e S 2 [ RSE F e B PE R
a0 2C FD B8 7A 56 Cc2 69 a7 94 EE 3F
AQ E2 RS 4D 63 81 2B 1A D6 AF cc 9B
BO 14 EA ca A6 B2 o 37 4C oD 7B 85
[od4] 47 D4 5B ED AR Bé c8 39 1c Fl 62
DO 89 ac AR Fi 7D S5a BB 68 27 D3 ce
EQ Bl 8B DF 28 99 77 ES A3 6E 46 i
FO 6B 29 E3 97 FC 74 Al BE 88 1F 5D

12
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4.2.2.2. Bién d6i MixWords va invMixWords
V&l mbi trang thai dau vao X = x0||x!||x2||x3, phép bién dbi MixWords cap nhat tirng trang thai con x*
qua mét bién dbi tuyén tinh dira trén ma tran 6 kich thudc ¢ x ¢ trén trudng F,s, dwge minh hoa trong

Hinh 4. Cu thé, céc gia tri byte trong tirng xau yi(0 < i < 4) clia dau ra ¥ = y°||y*|lv?|ly® dwgc xac dinh

Y6 g
théng quavécto cdt| : |taobdiphép nhanmatran M = (m;;),  vdivéctocdt| i |xécdinhte
ytl—l xé_l
dau vao x* nhu sau:
yé ( Moo " Mo(e-1) ) x5
v, Mee-10 *° Me-n,e-1)/ \xi,

vGi C4C byte yf, xf, my  duoc coi la cac phan tir trén trwong Fue v6i moi 0 < j,i,j' < (t —1). Chu ¥, cac
phép toén dwoc thywe hién trén trwdng F,s d& dwgc lwa chon. Nghijch dao ciia bién ddi nay dworc ki higu
la invMixWords. Trong do,

Poi véi MKV-128, MixWords va invMixWords sl dung ma tran 4 x 4 trén F,s twong (ng nhu sau:

0x01 0x02 0x01 0x03
0x03 0x07 0x01 0x04

M2 =1 0x04 0x0B 0x03 0x0C )
0x0C O0x1E 0x06 0x14
Oxl4 Ox06 0x18 0xOB
g1 | OXOB 0x02 0xOD 0x05
=

0x05 0x01 0x07 0x02
0x02 0x01 0Ox03 O0x01

Déi voi MKV-256, MixWords va invMixWords st dung ma tran 8 x 8 trén F,s twong (ing nhwe sau:

0x01 Ox04 OxDB Ox0C O0Ox14 Ox0C OxDB 0Ox04

Ox04 Ox11 Ox15 OxEB 0x5C 0x24 0x1D OxCB

OxCB O0x55 0x38 OxE6 0xD5 OxAF OxOD O0x4C

Mo = 0x4C 0OxDO Ox50 Ox15 O0x91 OxF8 D0OxA7 0Ox16
8 Ox16 Ox14 Ox18 OxB5 O0x06 Ox79 Ox30 OxFF
OxFF O0x97 OxEQ OxBO O0x66 OxAE O0x8D 0xB1

0xB1 Ox6D OxF6 Ox7D O0x3C 0OxFB OxCF Ox1F

0x1F OxCD Ox6C O0x72 OxDA O0xB8 O0xCA 0xB3

0xB3 OxCA O0xB8 OxDA 0x72 OxbC O0OxCD Ox1F

0x1F OxCF OxFB 0Ox3C Ox7D OxF6 O0Ox6D OxB1

0xB1 O0x8D OxAE O0x66 OxBO OxEO 0x97 OxFF

Mol = OxFF  0x30 Ox79 0x06 OxB5 O0Ox18 0x14 0Ox18
8 Ox16 OxAY OxF8 0x81 Ox15 O0Oxb5D O0xD0 O0Ox4C
Ox4C OxOD OxAF 0xD5 OxE6 0x38 0x55 0xCB

OxCB Ox1D 0x24 O0Ox5C OxEB Ox15 0Ox11 0x04

0x04 OxDB Ox0C 0Ox14 0Ox0C OxDB 0Ox04 0x01

13
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Trang thai diu vao Bién doi Trang thai ddu ra
MixWords
X0 X1 X2 X3 y0 1 y? ¥
PRt ¥,
1 l l l O<i<4 l l l l
o t=MxL0gi< ; -

| % | pd A

o | x| wo|
X0y | Xty Vo1 | Yiaa

Hinh 4 - M6 ta phép bién dbi MixWords
4.2,2.3, Bién doi Xwords
Bién ddi nay cap nhat trang thai dau vao X = x°||x*||x?|x3 béng cach cong XOR cac trang thai con véi

nhau dé& nhan gia trj cho trang thai tiép theo Y = y9||y1|ly2{ly?® dwoe xac dinh trong Hinh 5.

Trang thai dau vao Bién dbi Xwords Trang thai diu ra
X0 xl 2 43 »0 y1 y? y*
yU — xl @ xZ EB x3
[ A A yV'=2"®2? @ ! ! ! !
yZ — xU @ xl EB x3
3 0 1 2
yvi=x"Px Px
x§ | x5 | x§ | x} - ¥8 Yo v§ ¥3
x| x| xf | A yi | ¥ i | v
Xo_y | xgo | xEq | x4 v |y | vEd | via

Hinh 5 - M6 ta phép bién déi MixWords

Chi y. Bién ddi nay co tinh chat tw nghich dao. That vay, tbr cong thirc clia XWords, chiing ta ciling cé:

14
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4.3. Ham vong

Bién ddi ham vong F; bién ddi trang thai diu vao X € v, thanh trang thai diu ra ¥ € V; dwa trén cac bién

ddi SubCells, MixWords, XWords va cong XOR khéa vong 3 = K°||7¢* € V,, voi K°, K € V;, nhw sau:
FiVy XV —V,
(KOKLX) b Y

trong do,

Y = XWords (SubCells(MixWords(SubCells(X & %°) @ %))

Ham invF;. Buwoc thyc hién dwa trén céc bién dbdi invSubCells, invMixWords, XWords va cédng XOR
khéa vong = K| #L € V,, v&i KO0, K € V,, nhw sau:

invF: Vo XV, — 1
HKeKLXY > Y
trong do,
Y = invSubCells (invMixWords(inSubCells(XWords(X )) b K 1)) B KO

Hai qua trinh nay dwegc minh hoa trong Hinh 6.

Trang thai ddu vio Trang thai diu vao
eB ¢ 30 A 4
XWords
r ¥
SubCells invSubCells
¥
MixWords _ %1
GBQ— x1 invMixWords
SubCells invSubCells
v
XWords D« x°
¥

Trang thai dau ra

Trang théi diu ra

Hinh 6 - M& ta ham vong va nghich dao qua cac bién dai trang thai

15



TCVN XXXX:2024

4.4, Qua trinh ma hoa

Pé& ma hoa mét ban rd i-bit £ thanh mot ban ma {-bit €, qua trinh ma hoéa cla ma khdi MKV-I thwe hién
R 14n ldp ham vong F, két hop cong x6a trang sau khi thire hién 1&p cac ham vong. Cu thé, qua trinh nay
s dung R khoa vong co do dai 21-bit, I; € V;,(0 < i < R), va mét khéa lam tréng HKpost € V; dugre sinh

béi lwge dd khda tir khda chinh Hpaster. Khi d6, qué trinh nay dwgc xéc dinh bdi cdng thire sau:

€ = Ency(Kimasters P) = Fi (Kg—1, Fi (Hpez (o FL30, P)) } ) @ Kipost

| |
i i
! v :
| SubCells \

! T ¥
MixWords /
:

3

:

P—| =

SubCells

SubCells

Y

MixWords

69‘7 Kg-1 i

Kp-1

4

SubCells

Ban mi

Hinh 7 - Mé ta qua trinh mi hoéa qua céac bién doi trang thai

16
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4.5, Qua trinh giai ma

D& giai ma mét ban ma I-bit € thanh mét ban 16 L-bit P, qua trinh giai ma cla méa khdi MKV-L 13p lai R 1an
ham vong invF, ciing st dung R khéa vong X; € V(0 < i < R) va khéa 1am tréng Hpost € Vi gibng nhue

qua trinh ma héa. Khi d6, qua trinh nay dwgc xac dinh bdi cdng thire sau:

P = Dec;(Kmaster, C) = invF, (Jco,invﬂ (5'{71, (- invF (331, € B Jcpost)))).

Bén mé

qB ¢ "Kpost

XWords

Y

invSubCells

Be—| xi

Y

¥ Hp-1
invSubCells

g

Y

|

XWords

¥

invSubCells

S——| x

h

invMixWords

Y

invSubCells

D— «

v

0
Kp-y

Bin 1§

Hinh 8 - M ta qué trinh gidi ma qua cac bién déi trang thai

17



TCVN XXXX:2024

4.6. Lwgrc do khoa

Lwoc dd khoa cla ma khéi MKV-I st dung mét bién ddi trang thai cla khoéa, dwoc goi 1a bién géi
UpdateKS,. Bién dbi trang thai nay thic hién cap nhat ddi voi trang thai khéa cd kich c& 21-bit K =
jLeft|| gRight ¢ v, clia vong nay d& 1y ra khéa clia vong tiép theo theo cac budre nhu sau:

- Buére 1:(Khéi tao) Trang thai khéa ban diu K, s8 dwgc khdi tao tlr khda chinh Kpaseer d6i véi trvding

hop khoa 2i-bit va tir khoa duoc b sung déi véi trréng hop con lai nhu sau:

20\ . 147 truong hop Kmaster = O] . |17 € Viy
Ky = { A° . [[k*|| 25| 42]| 3 trudmghop Kiaster = £°] - 1K° € Vsypa
2| 123120 ... | %3 trwerng hop Kmaster = £°| .. 143 €V

- Bwére 2: (Sinh cac khéa vong) Chting ta nhéan dwoc cac khéa vong K, i =0,1,..., R — 1 va Hpoe tl

khoa dwoc sinh ra trong quéa trinh c8p nhat trang thai khéa bédi ham UpdateKS; dwa trén cac hang s6
Right

vong Const}et, Const; - c6 gia tri 21 bit c6 phu thudc cac chi s6 vong i, dwoe xac dinh nhw sau:

{ Constre® = (2i),,
RN = (20 + 1),

Consti

Bién d&i nay cap nhat trang thai khoa 2{-bit tai vong ¢ véi dau vao la trang thai tai vong truwéc do K;_, =
Right

KEERIKRNE™ € v, cho ra trang thai méi tiép theo K; = K| kV8" dwa trén hing sb 2L-bit Const; theo
cbng thirc sau:
UpdateKS;[Const;]: Vo; — Vy
Righ Righ
(et 5™ o (ber i o)
trong do
Right ,,Righ
Kleft =R, (0, F, (Consti_% t K¢ t))
KU = k1 @ F, (0, R(Constloft, k[oft) )
vo&i F; [& ham vong. Xem md ta Hinh 9.

Thure hién R 1an cép nhét ta co cac gia trj trang thai khéa Kq, Ky, ..., Kz. Khi d6, cac khoéa cho qua trinh m&
va giai ma XKy, ..., Kg_; € Vay, Kpost € V; dwgrc xac dinh nhuw sau:

Ko = (KK = (K&.EFt“KlLeft)
igh
3 = (ACQN1H) = (kS| KEe)
o _
3 = (3QUct) = (K Ixkef) 2 < i <R

_ prRight
-‘}Cpcst = Kp

18
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K Left Right
-1 K
Constleft .
' l l Ccmstf‘lght
—
0 £y Fy — 0

Left :
Ki Kinght

Hinh 9 - Bién ddi UpdateKS;[C] trén trang thai khéa

19
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PHU LUC A Véc to kiém tra cho MKV

A.1. Phién ban kich c¢& khoi 128-bit

AA1.1. Truwdng hop khda 128-bit:
Banrd:
u8 X[8] = {

b

Khéa chinh:
u8 MasterkKey[ ] = {
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09, Ox0A, 0x0B, 0x0C, 0x0D, 0x0E, 0x0F, 0x11

0x11, 0x22, 0x33, Ox44, 0x55, 0x66, 0x77, 0x88,
0x99, OxAA, 0xBB, 0xCC, 0xDD, OxEE, OxFF, 0x00

Khéa véng nhan dwoc qua lwge dd khoa:

3

Keo: 01 82 83 €4 e5
Keli: oD 96 E3 D1 96
Ke2: 05 6F 4B 9A 95
Ke3: D6 26 AD 46 28
Ke4: BB BE 38 EF FA
Kes: 6C B1 7B 9E 1F
Ke6: AE BF 86 AC 43
Ke7: 1A 6D 25 63 A6
Kes: B9 E5 40 FC F1
Koe9: 3E 45 29 @E Fo
K10; BA 7F 68 9F 56
K11: 2B 4D FA 61 28
K_post: 5B 408 A6 BF
Trang thai 128-bit
vong 1
1.AddRoundKey: 18
2.5ubCells: ee
3.MixWords: oB
4.AddRoundKey: @6
5.SubCells: 71
6. XWord: 44
vong 2
1.AddRoundKey: 41
2.5ubCells: 2A
3.MixWords: SE
4.AddRoundKey: 88
5.5ubCells: FD
6.XWord: 9B
Vong 3
1.AddRoundKey: 28
2.5ubCells: es
3.MixWords: AC

20

86
32
33
c7
ES
7C
F1
32
oF
47
12
cc
12

cap

20
o8
o7
91
B2
1E

71
67
D8
FE
B4
CB

75
BC
7C

o7
6A
CA
1B
23
c4
15
39
eD
E@
Fé
1D
50

o8
)
5B
B9
80
AF
1E
B2
EQ
B7
c4
7E
Bl

09
83
aD
14
B8
12
Al
94
CF
Cc2
49
A8
E8

nhat qua

3e
eF
15
Fé
25
es

43
1F
c4
69
9B
6B

53
85
Bl

40
ec
22
F3
63
69

F3
63
60
26
83
6F

80
QE
F9

5e
BA
13
85
BF
BA

1F
FE
BD
95
6E
08

F2
4aC
48

oA
15
DC
E5
B8
3B
Fa4
De
F7
ce
o8
BA
9A

es
EF
9B
A9
SE
73
E5
C6
D7
6D
27
ec
89

ac
29
6A
5B
Be
D3
27
23
82
48
AB
E2
4F

ap
34
7E
48
oA
E4
DB
61
eD
56
9A
FE
39

cdc vong:

60
06
33
21
11
BD

8E
78
D6
11
1@
6F

86
34
A2

70
e7
sD
37
BB
96

5C
72
FS
E2
A5
55

56
99
BB

8e
@E
FC
3A
E4
EE

B5
Ab
01
BS
97
78

FB
52
80

90
e3
2o
83
S5A
6F

a2
91
DB
CF
19
7F

C7

53
15

aE
37
CE
64
BS
36
95
6B
64
FB
63
DC
F4

AR
eb
oF
1B
4A
E6

3A
E4
5E
BB
DB
A4

1c
CD
F1

oF
AB
62
40
93
13
69
A9
DF
76
FE
F7
F4

Bo
e4
e
EF
7C
51

CA
Fe
A7
<13
31
c1

5F
26
95

11
BA
A7
El
42
CF
FD
cC
79
74
29
AE
5B 9D

ce
2B
05
2C
95
9F

F5
37
36
6D
84
68

D8
4F
00

Do
05
38
oC
AL
924

EA
B6
£8
A3
EC
8A

8o
OF
9E

EQ
02
48
7F
45
ES

27
DD
74
18
00
7F

CA
F@
85

Fo
29
co
62
CF
E2

80
®E
1D
5D
FF
oF

9C
D6
1A

11
19
58
52
18
12

B5
A6
OE
EF
7C
90

D2
7B
c7



4., AddRoundKey:

5.SubCells:
6.XWord:

Vong 4

1.AddRoundKey:

2.SubCells:
3.MixWords:

4,AddRoundKey:

5.5ubCells:
6.XwWord:

Vong 5

1.AddRoundKey:

2.5ubCells:
3.MixWords:

4., AddRoundKey:

5.5ubCells:
6.XWord:

vong 6

1.AddRoundKey:

2.5ubCells:
3.MixWords:

4, AddRoundKey:

5.5ubCells:
6. XWord:
AddRoundKey:

> ~

Ban ma:

Ce
eB
19

B7
2E
1B
o1
11
Fo

49
ec
95
AB
93
1E

Ad
3F
63
48
36
E8
B3

D
E2
9F

20
B8
BF
D2
7B
94

71
67
B2
47
C5
o4

7B
BE
a3
4E
49
71
31

CA
Fe
39

3F
9F
5B
7E
c3
Al

E1
D3
B8
21
B2
C8

AQ
8D
6F
95
6E
84
22

67
17
4B

E7
BF
EB
88
FD
13

EF
7C
9C
92
87
7F

EO
82
76
17
66
3C
83

A.1.2. Trirdbng hop khéa 192-bit

128-bit ban ra:
ug X[1e] = {

ex11l, 8x22,
Bx99, BxAA,

};
Khda chinh:

u8 MasterKey[] = {

ox01, Bxez,
8x09, Ox0A,
ex12, ex13,

s

ex33,
OxBB,

oxe3,
@xeB,
8x14,

54
E@
F2

Bl
ES
02
A4
3F
D7

26
83
ED
1D
5C
D1

87
SC
BF
87
F8
26
34

DE
12
6F

9E
56
2C
1E
2F
ce

CF
19
1A
5D
FF
3E

2C
95
D6
1A
AB
93
Cc3

ox44,
OxCC,

oxed,
axec,
ex15,

7F
45
8C

99
E9
B2
8B
E6
84

89
D5
el
El
D3
A9

5F
26
29
34
A3
49
F8

Khéa vong nhan dwoe qua lwee do khoéa:

Kee: 81 @2 03
Kel: 7B 3A 4E
Ke2: 73 C3 E6
Ke3: 76 96 76
Ke4: Ae AD 2D
Ke5: 50 @9 D3
Kee: 1D 20 13

e4
es
42
6B
A4
c2
F8

5
7B
78
F7
B6
4B
EO

26
AQ
Al
D5
EA
eB
B2

o7
DC
7C
B7
EB
Bl
AD

o8
30
AD
CE
64
515
3B

09
DE
30
8E
42
A
8B

8A
75
BC
FB
63

4c

72

oB
FE
8A
2D
33
D2
DA

2F

64

38

26
83
56
54
Ee
513

EE
9E
76
€1
8D
75

Bl
E5
1D
63
A8
F2
1A

Ox55,
oxDD,

oX05,
oxeD,
ex16,

eC
23
60
ec
88
84
16

o7
61
73

D2
78
EC
78
54
BC

73
3B
39
FB
52
DF

96
4B
E2
4A
73
AD
37

eD
3F
75
F5
28
DE
ED

CA
Fe
8D

79
A2
06
D6
AC
43

B4
82
BA

co
o8

Se
&3
B8
02
91
A9
20

Px66,
exEE,

0x06,
@xeE,
ex17,

©E
e7
FE
84
39
14
EE

E6
5D
94

71
67
6B
AD
6A
28

DF
E7
EC
81
AS
D3

F4
D8
33
8F
co
2A
65

eF
75
BC
71
6B
B4
FE

D3
DE
82

A5
75
3D
1E
2F
C1

c3
46
41
29
21
DS

72
2D
D4
36
F2
A8
o1

11
E3
4E
2A
A4
66
1F

7A B3
98 7D
8A o0

51 99
3C B9
72 oC
13 67
92 17
7A F8

77 9C
70 D6
47 91
11 6A
le 32
9D F3

87 90
61 e3
8D 4A
F3 96
63 4B
BD 73
49 87

B3 31 22 83 34 C3 F8 1A 37 20 65 91 49 87 56 Al

BX77, ©OX88
OxFF, ©xeo

Ox087, OxO8
BxoF, oxl11
ox18, @x19

09
21
E8

81
A9
DB
72
2D
AF

98
03
E7
91
B2
8

36
F2
28
DF
E7
D
56

L

3

2

08
Fl
AD

50
oA
A4
68
DC
32

4B
88
95
E1l
D3
2B

02
91
B9
17
66
3C
Al

TCVN XXXX:2024
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Ke7: DE 8@ OA A5 D3 12 BB 22 4E A8 (8 31 9B 4C 7B 4D
Kes8: e4 52 @D 51 10 1C 4F @9 28 58 5@ 48 65 1B 99 86
Kes: 12 6C B6 39 53 B2 B4 8E 25 07 15 C1 A6 34 A9 Al
K1e: 87 C1 86 C2 C2 66 35 7C 7A DE B4 99 DE 97 Bl @D
K11l: 6B 70 A7 45 F9 17 7B 7E 99 89 CC C7 6B D8 EF 23
K12; B® 7C 4C 82 69 CA E7 OF 65 88 D8 5B 52 2C B4 4D
K13: 7E 71 EB BB DA 96 7C BO F9 37 F8 91 7A B5 8B F38
K_post: 8A EA 8B Al ©E 51 22 6E 2D B4 65 Al 48 5B D1 F8

Trang thai 128-bit cép nhat qua cdc vong:

vong 1

1.AddRoundKey: 10 20 36 4@ 50 60 70 80 90 Ao BO C@ D@
2.5ubCells: 00 68 OF OC RA 66 07 QFE @3 8D ©4 @B 85
3.MixWords: 8B 07 15 22 13 33 5D FC 00 BE 0@ @5 38
4.AddRoundKey: 70 3D 5B 2B 68 93 81 CC DE 7B FE 26 07
5.SubCells: 07 7E C7 79 DC C4 A9 AE 12 BE B4 83 61
6.XWord: AF AB 59 F6 74 12 37 21 BA 68 2A eC C9
Vong 2

1.AddRoundKey: DC 6B BF B4 &C B3 4B BC 8A D4 AB 6C BC
2.SubCells: 68 F5 58 82 Al 7D 88 1B 8E C6 @D 23 44
3. MixWords: 5C 23 4E CB FE 74 DC F7 41 3C 4E 4F (8
4.AddRoundKey: 2A B5 38 A@ €9 Al 6B 39 CF C7 63 43 3D
5.SubCells: 47 A6 65 @D 21 FB F5 CC 19 53 A8 1F 7E
6.XWord: 46 81 CE 4B 20 5C 5E 8A 18 F4 03 59 7F
vong 3

1.AddRoundKey: E6 AC E3 EF 96 B6 B5 EE 5A 97 3@ D1 57
2.5ubCells: 5D 80 F7 7C 4B CA A6 9E DA FB ©F 94 A4
3. MixWords: ©5 36 50 B8 DB 75 F5 42 99 F2 A8 AC FF
4,AddRoundKey: 55 3F 83 72 9@ 7E 44 42 93 BE 7A 28 21
5.SubCells: 4D 9F S5A 2D €3 C3 5B F4 C4 FC 98 E8 5F
6. XWord: 98 68 D6 F4 D6 34 D7 2D 11 @B 14 31 B8A
vong 4

1.AddRoundKey: 85 48 C5 ©C 36 86 7A 16 9A 79 CE 27 67
2.SubCells: BF 36 28 Al F2 34 98 77 2C A2 35 DD 17
3. MixWords: 33 92 EF AF SB DE A4 73 3A 5B 73 67 47
4 ,AddRoundKey: ED 12 E5 EA 48 CC 2C 51 74 F3 BB 56 DC
5.SubCells: C8 E3 EB B6 36 AE 95 3C FA 63 DB 99 68
6.XWord: A4 FB FD 54 5A B6 83 DE 96 7B CD 7B 84
Vong 5

1.AddRoundKey: A@ A9 F@ ©5 4A AA CC D7 BE 23 2D 33 61
2.5ubCells: oD 24 09 B1 73 C9 AE 39 FC B® 15 29 76
3.MixWords: B4 70 64 2E 2F F6 C2 FC D9 F3 AB 88 A7
4.AddRoundKey: A6 1C D2 17 7C 44 76 72 FC F4 B5 49 o1
5.5ubCells: B8 CD 7B 66 EF 5B 16 2D F9 D8 A6 6D 11
6. XWord: 07 16 DA BC 50 8@ B7 F7 46 83 ©7 B7 AE
Vong 6

1.AddRoundKey: 8@ D7 5C 7E 92 E6 82 8B 3C DD B3 2E 70
2.S5ubCells: OE 39 72 C3 87 5D 62 E6 57 BD 70 AA 87
3. MixWords: 60 BE 56 47 S5E 9D 57 3E AE 34 F@ D2 2B
4.AddRoundKey: @B CE F1 82 A7 8A 2C 4@ 37 BD 3C 15 48
5.SubCells: 51 35 CE 91 42 BE 95 eC BB 38 57 D4 8C

22

E©
02
48
4F
D2
84

FA
1D
85
81
AS
OE

37
BB
28
3C
57
AQ

4E
49
e4
48
36
2E

35
1A
18
2C
95
4E

D9
BA
95
4p
A7

FO
99
co
BC
44
DA

66
60
DA
AB
93
38

53
85
19
9D
15
99

67
17
23

58

B3
A5

3C
57
24
AD
6A
CB

7A
98
D5
3A
E4

11
is
58
BB
DB
54

1A
AB
58
7A
98
DE

7A
98
13
28
E8
31

2E

45
08
Fl
13

95
6E
1F
BE
FC
26

2B
79
EE
cD
E2



6.XWord:

vong 7
1.AddRoundKey:
2.5ubCells:
3.MixWords:

4. AddRoundKey:
5.SubCells:

6. XWord:

AddRoundKey:
Ban ma:

F5

45
=10
82
FC
FS
ca

4A

19

65
59
87
76
16
75

9F

6A
32
BC
57
A4
44

Cl1

3A

B8
97
50
E8
22
94

35

A.1.3, Trwerng hop khéa 256-bit

128-bit ban ré:;
ug X[16] = {

ox11, ox22,
@x99, OxAA,

}s;
Khoéa chinh:
u8 MasterKey[

exe1,
oxe9,
ax12,
Ox1A,

1

]

{

ox02,
Ox0A,
8x13,
ex1B,

0x33,
BxBB,

oxe3,
@xeB,
ox14,
ex1C,

E6

EF
7C
El
3B
3D
24

oA

A2

68
DC
92
94
oD
FE

AF

ox44,
oxCc,

exed,
exec,
ox15,
ex1D,

7D

9A
2C
6C
10
00
EE

cc

Khéa vong nhan dwoc qua heoc dd khéa:

Kee: 01 o2 o3
Kol: 1E 5E F1
Ko2: 16 A7 59
Ke3: 47 B9 AE
Ke4: 5E E7 ED
Kes: 93 1C BC
Kee: CD 7D 1D
Ke7: eD 71 1F
Keg: D7 2F 9F
Ke9: 4F D5 B7
K1e: FD D6 E3
K11: 24 B9 AS
K12: 7E ©B 4A
K13: Be oA E@
Ki14: 47 D3 BS
K15: 9F 1D 7C
K_post: 91 73

e4
98
D3
3A
A3
AF
AD
E3
F3
17
93
A
70
DD
82
45
60

e5
8B
88
79
89
63
&eD
9B
2A
1A
Bo
33
299
45
12
5B
DD

86
A6
A7
D6
BA
66
24
9A
5F
D6
72
15
8D
BE
ec
EC
13

a7
29
89
32
36
D
98
E8
63
B2
a5
57
25
53
AB
4A
66

08
B7
2A
26
Cl1
BE
eA
49
DA
a2
a9C
25
30
5D
EA
14
4E

e9
4D
A3
a
8k
5B
14
co
4B
D5
16
94
66
4A
BA
61
1F

2A
78
B9
71
ec
cC
6B
2E
2F
EB
AF
4E
75
D6
Co
02
9B

eB
AA
DE
cc
B3
c?
63
EA
c7
13
32
B6
31
E4
9C
6B
42

A7

A8
1E
D1
61
76
o

AE

@x55,
exDD,

exes,
exeD,
2x16,
Ox1E,

ec
1B
58
3e
43
64
89
E5
24
95
ES
25
AD
F3
68
BD
D3

1F

7A
98
25
DC
68
51

7C

eD
D7
aD
56
81
15
82
o |
4D
92
12
AD
oF
BC
A2
BB
e3

Trang thdi 128-bit cap nhat qua cédc vong:

Vong 1
1.AddRoundKey:
2.5ubCells:

1C

94
SD
B5
82
62
o1

B5

0x66,
OXEE,

2x06,
Ox0eE,
ox17,
8x1F,

oE
cD
34
v
DE
BC
4A
EB
A8
75
92
55
68
D1
21
D7
8B

BF

67
17
14
EC
3A
D4

Bl

oF
CF
06
15
FA
95
16
32
49
04
F5
1215
c7
48
55
E6
9D

7F

E4
69
AA
3B
3D
8B

2A

11
DE
73
c7
91
89
5B
62
B
E1
o7
42
2F
36
ac
6B
FF

A8 8B

FA A7
1D 42
56 6C
2C D9
95 BA
AC EO

E4 B2

ex77, Ox88
BXEE, 0Ox00

@x87, OxO8
OxaF, ox11
ox18, Ox19
ex22, 0x23

81

eC

B8
97
FC
77
70
9E

4F

4A 9F C1 35 ©A AF CC AE 7C B5 B1 2A E4 B2 4F 91

]

J
E)

3

49

a4
D1
3E
Cé
DF
69

o1

12 20 3@ 40 50 68 70 82 90 A@ Be Ce Deé EB Fo 11
60 08 OF @C @A 06 B7 OE @3 6D 04 eB @5 82 @9 1@

TCVN XXXX:2024
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TCVN XXXX:2024

3.MixWords:

4 ,AddRoundKey:
5.SubCells:
6.XWord:

vong 2
1.AddRoundKey:
2.5ubCells:
3.MixWords:

4 ,AddRoundKey:
5.5ubCells:
6.XWord:

vong 3
1.AddRoundKey:
2.SubCells:
3.MixWords:
4.AddRoundKey:
5.5ubCells:
6.XWord:

vong 4
1.AddRoundKey:
2.5ubCells:
3.MixWords:

4 ,AddRoundKey :
5.5ubCells:
6.XWord:

Vong 5
1.AddRoundKey:
2.5ubCells:
3.MixWords:

4., AddRoundKey:
5.5ubCells:
6.XWord:

vong 6
1.AddRoundKey:
2.5ubCells:
3.MixWords:

4. AddRoundKey:
5.5ubCells:

6. XWord:

vong 7
1.AddRoundKey:
2.5ubCells:
3.MixWords:

4 .AddRoundKey :
5.5ubCells;
6.XWord:

Vong 8
1.AddRoundKey:
2.5ubCells:

24

@B
15
D4
Al

B7
2E
17
5e
BA
eA

54
E@
56
]
28
DD

1e
ee
77
1A
AB
D6

ol
11
53
ic
D
96

6B
F5
AS
81
A9
4F

31
48
57
£7
8F
48

a7
61

e7
59
S5E
12

BS
A6
a7
BE
FC
E1l

06
71
cs
D5
F3
7D

00
o1
88
kS
7F
BD

92
87
8e
55
4D
D3

05
Bl
82
BB
DB
A7

AC
Be
1)
SA
DA
A9

74
98

15
E4
69
42

1B
4A
4c
£2
A5
2A

c7
53
96
2A
47
3A

27
bD
3@
2F
64
37

A8
1E
51
E6
5D
39

DA
55
67
CE
35
85

CF
19
88
68
DC
L7

6E
ED

22
BA
6F
93

48
ec
F1
CB
6C
99

3A
E4
le
BF
58
A2

eF
81
B7
54
E®
02

F1
CE
1B
ec
Al
B4

27
oD
17
1D
5C
FC

8C
iB
56
8B
E6
2B

A9
24

13
58
7A
BF

87
9C
c7
BE
FC
FC

75
3C
6C
04
D1
24

49
6D
92
@9
21
5C

76
16
CF
D5
F3
A8

18
89
53
60
o6
EG

79
A2
EF

co
86

14
B5

33
95
6E
22

85
BF
FB
2D
2B
36

3C
57
5F
39
cc
42

66
60
9
53
85
47

18
89
A2
74
FA
64

16
77
78
eD
84
F8

75
8C
A2
1C
cD
BE

B2
BS

5D
74
FA
D1

58
B3
84
B6
CA
45

73
3B
e9
c4
74
89

91
B2
A6
4E
49
1A

79
A2
DC
5E
6B
BF

A
C1
BC
EB

Ad

81
A9
11
42
F4
FF

54
E@

FC
4B
88
74

SE
6B
92
B4
82
77

B6
CA
56
E8
22
D8

D2
7B
7C
35
1A
F8

22
3E
66
64
4E
5B

c7
53
62
47
c5
65

55
4D
29
74
FA
37

oD
BD

ee
4D
A7
D2

71
67
FE
63
AB
A8

26
83
51
BA
cl
34

20
28
A2
68
F3
88

C3
46
DB
OE
31
6A

7C
EF
43
D7
39
DF

B9
13
5F
15
b4
1B

Al
FB

BE
7E
3
8F

36
F2
93
E2
A5
B8

B4
82
D7
1B
4A
¢4

AF
AD
99
B7
2E
EC

c3
46
48
A3
EC
72

DD
BD
F2
BC

38

4D
A7
13
c5
28
58

9B
AF

ee

c9
E2

3c
57
De
1C
cD
42

Fl
CE
EF
28
£8
95

F6
25
4A
A8
ep
SE

99
ES
A3
BO
84
66

52
18
39
8F
Cco
70

41
2A
42
A6
B8
B3

2F
64

85
1E
2F
D3

8B
E6
F9
c9
B7
42

g1
11
7E
1A
AB
51

58
B3
9B
7E
c3
21

a5
Bl

3F
oF
BA

6F
BA
85
AB
ep
AD

0B
81
6A
99
ES
24

4c
BC

38
EF
7C
es

94
SD
oF
59
SE
S5E

DF
E7
29
1C
cD
38

BA
6F
21
E@
a2
7F

32
De
EA
78
54
oF

1D
5C
DA
77
706
86

99
E9
5A
E6
5D
92

3e
oF

48
85
BF
F3

c7
53
7D
BA
6F
72

AC
80
iD
Al
FB
75

3F
9F
aD
76
16
D4

7C
EF
32
47
5
5B

ce
B7
24
71
67
1B

73
3B
23
F2
ac
3F

1E
2F

c9
86
71
5A

5C
72
67
72
2D
A2

58
B3
20
85
A6
DB

cD
E2
78
4A
73
20

63
9B
A6
A2
56
32

c7
53
a5
eB
51
El

26
83
21
69
9B
=10

C5
28

58
86
34
c8

BB
DB
11
D6
AC
59

c8
CB
A4
2D
2B
D1

8A
8E
D9
BB
DB
39

89
D5
D9
38
65
70

77
76
ca
86
34
94

BB
bB
2F
19
38
FS

69
9B



TCVN XXXX:2024

3.MixWords: FB 6B E3 9C E© E4 56 48 @5 D4 65 CD FF CE B3 7E
4.AddRoundKey: 64 76 9F D9 BB 08 1C 5C 64 D6 OE 70 44 19 55 15
5.5ubCells: 4E 16 33 BA DB F1 CD 72 4E AC 31 @7 5B 38 4D D4
6.XWord: CE 65 B1 Al 5B 82 4F 59 CE DF B3 2C DB 4B CF FF
AddRoundKey: 5F 16 D1 7C 48 E4 ©1 46 55 9D 6@ 2F 50 D6 38 7E
Ban ma: 5F 16 D1 7C 48 E4 81 46 55 9D 66 2F 5@ D6 3@ 7E

A.2. Phién ban kich c& khéi 256-bit
A.2.1. Tridng hop khéa 256-bit

256-bit ban rd:

ug8 X[32] = {
0x11, 8x22, 9x33, Ox44, Ox55, Ox66, Ox77, Ox88,
0x99, OxAA, OxBB, OxCC, OxDD, OxEE, oxFF, ©x0e,
Ox11, 8x22, Ox33, Oxd4, Ox55, Ox66, Ox77, Ox88,
Ox89, ©OxAA, OxBB, ©xCC, ©xDD, @xEE, GxFF, 0x00
)5
Khoda chinh:
u8 MasterkKey[] = {
@xe1, ©6x02, oxe3, oxe4, Oxes5, Oxe6, oxo7, oxes8,
Ox089, Ox0A, BxeB, OxeC, ©xeD, B8xeE, 9xoF, 8xll,
ox12, 6x13, ©ex14, exl15, oxle, exl1l7, ox1s, exl9,
Ox1A, 6x1B, ©exlC, 9x1D, exl1E, exiF, ox22, Bx23,
s

Khéa vong nhan dwoe qua lwoc db khéa:

Koe: 0102030405060708090A6BOCADREOF1112131415161718191A1B1CID1E1F2223
Kel: 76368C1BC3DDCAF2BCF2A54A3C85118A97D64BB3CF850B8515981001CA34B469
Ke2: F32BE9C6475D22B2ABES501737966F40BR02F89CCB4DCAO1ALCB7F556C57C71B0
K83: 0C8eCE24AB11D29C98C111711F2CBE1A28DAC73F740672843954D9C85CD9B195
K@4: 3EF38A853F129CDAG61BDA23FECFS5D7580F954305623CA4514A669D1F27509881C
Ke5: 89BDB7EB8F6AASF7A29DeD395085510FDDD35BD355@94250154ADDSD348575EC82
Ke6: F84B92DD2CB4BS52D@36B5906DF698FBDOLFCBCD24871DFEEG21D5A70F43AD30
Ko7: AF50D62B5D2DFD@580A208B34F6573F85978A8367DOECD62CAD447B39FA984C86
Keg: S8FFA1OES8FBB876119C943352CB28C29ECCCAGF1183D8C2D4BCBAE240A74D6CAD
Ke9: ED6736E666CFSA4B736832133114D2C18997E45CB31D3880CF8FD7DBD96DEBAS
K1e: F491BBB533F98DED821E128BAAG5SADEGDO75B3269D7119EAF24DDEAS]I9DSBOAE
K11: C6A15E895EDD3AG8BEQ352ECD36606038E34C5219B93CFA5812B9C7E9CEE241E
K_post: 0604FB69663202363D4DEAECLIE7DA3OCB865E2557A2 LOEFO64ED3ECA3BCFCH5C3

256-bit trang thai dugc cap nhdt qua ciac vong:

Vong 1

1.AddRoundKey: 102038405060708090A0BBCODOEOFE110331275143716F9183B1A7D1C3F1DD23
2.5ubCells: 0EBBOFOCRAREE7EEO30DR40BB5020910E148DD3C1F67BAB25AES429446CEBDBO
3.MixWords: CAD8632769B0D425B7CF228840572FDDFE4CA3764014C861EBGCEBL86F86CCS7
4 .AddRoundKey: BCEEEF3CAA6D10D70B3D87CA7CD23E57699A08C58F91C3E4FEF4FBI9A5B2783E
5.5ubCells: 445E7C57C9840039517E9CFOEF7B86A49B2CF128C8B24669B4D8523875B95486
6.XWord: 7EBA3FEBS5A7O944B6B6ADF477C8F12D6A138B29F5346D21B8ECCI1BFEAADCAFA
Véng 2

1.AddRoundKey: 8DA1D6261D2DB6F9CBBFDE3405E9E6DDAL173B53E79A7201927BE4D92331B144
2.S5ubCells: 43FBACB35C2BCA7FOBC@12A3B14050BDFB663D858F2C2D1187BE698ABB4BESSB

25



TCVN XXXX:2024

3.MixWords:
4.AddRoundKey:
5.S5ubCells:

6. XWord:

vong 3
1.AddRoundKey:
2.SubCells:
3.MixWords:
4.AddRoundKey :
5.5ubCells:
6.XWord:

Veng 4
1.AddRoundKey:
2.5ubCells:
3.MixWords:
4.AddRoundKey :
5.5ubCells:
6.XWord:

Vong 5
1.AddRoundKey:
2.5ubCells:
3.MixWords:
4.AddRoundKey:
5.SubCells:
6.XWord:

vong 6
1.AddRoundKey:
2.5ubCells:
3.MixWords:

4, AddRoundKey:
5.5ubCells:
6.XWord:

AddRoundKey:

Ban ma:

17ABF4EE275C844C2E21B3BD37673BEBICFBESFC23FC2BCA2CF55B528E120B48
1B2B3ACA8C4D56DOB6EGAZCC284B85F2B42222C357FAS9CE15A1825AD2CBBADD
4A79EAFO1BA79905CAB256AEEBBBBF4CB23E3E46A41D5E35D4FB62DA7B6C6FBD
SCC70A3237FS8EC41CBCBB6CCAD6ASED5480DBB4B84349F402458C185732787C

A23400B728EB4362076698920B8BDDBDADDAEGD2ABE9ECEGA42C5DEA223BFR60
56A3012EF1021FCF6160AF8751E6BD416AC6027B93D5A1823F95FFB63E3DRSBG
D7DAEC565C68A1BB1E438548FADDSA93D4136168D96868C9DC3COEABCT2E238F4
SE696BBEAAC23ECA379356DDFF8C554E0748B2589FC4DC888914B7B8F797D476
6B9BFSFCC99A86FBBBC499BDE8B1B4D496136B9B3337468FDD5B52E97EAFBCE16
BF470E995297E3A2DF1862D81016281BB5EA42D6A8790DAFB169D5F271F5A344

F70C9C447E235AF00F2ED7487DEQBSEADSF5891B8CFE1859514800557EB6OE74
EAA1D65BC3BRDARIB1AA3936D9829702F337D54A1BB4B0B5E3C36014DC3CA3IFA
E9BB6OE28B761A734018A964F93725E81ECFAC182B878143FFD88CB8751ACC9AC
46DBB6CODAACS5A3181289D7B65256104787042E56094C213BOCCB3BEAB34852A
EE20CAB755BCDA48ASES15BES9C276D1BER7FAEBO6ODIAS20AAETDFCI3A3BF47
13419CA9CCFC5304548943A0C082FFOD4366A2F59FDD13DEFSCF2BE2OAE33688B

9CBB8C4137442515C81D70F28BAA3DO38FACADE4ALICO5D10A757BCOA2ZADAESABG
D6DB1B2ABB5BC2D4CB5CB74C51C97EE1CB826A69CDB194C18CBERB7566AD7DAY1
0482160E19295E9159EQOEAGBF4C9AE48A15006C74089E759B96D2C8CIC3E89CC
ESES520E87FESC4DA2AESDB7BC5DD7C8928C7E29BF394DF1976E2FB5C455363969
40EBB822455D745547224FBE28BDEFD5E853A5AF639DE73816A5527290855B98
BOD4B863DBAS9376BEIDFFFFB645€8F6116C15EEFD65@01BEFSAE233RE7D7CB8

4D4583D6EB5C1ESB3CO3ED741C20A516C119A6CB601419F11DD73C9617A5CC16
A79@E1AC22722FAFS57E1CE8FACDOB75778D38BBCBO6BS38CESC39574B6675AE77
496E42B1Be4F@693B9C1EEA30921F206787824C3C11371913DDC757843EDD668
8FCF1C38EES23C9B37C2BCAFDA47F405F644E1E25A80BED43CF7ESQ6DFO3F276
CB19CD659E8757AFBBOA44ADS55C5D8B1255BD3A5DAQEFCCE57EA4071E7EL14C16
C92BD779682A6861B2A85EB1A368E77F2C69C9B92CA3C3085ED85A6D0114C73D8

CF2F2C1008186A578FES5B45DBD154473548C2BECS5682CDF83A3564A72DBO161B

CF2F2C1088186A578FE5B45DBD154473948C2BECS5682CDF83A3564A72DB161B

A.22 Trwdng hop khoa 384-bit

256-bit ban réa:
us X[ 32] = {

ox11,
0x99,
ox11,
0x99,

1
Khoéa chinh:

ug MasterkKey[ ]
oxe1,
ox09,
ex12,

26

ox22,
OxAA,
ox22,
OxAA,

ox33,
©xBB,
ox33,
OxBB,

ox44,
exCC,
oxa4,
@xcC,

@x55,
@xDD,
9X55,
exDD,

0X66,
OXEE,
OX66,
OXEE,

ox77,
OxFF,
ox77,
OxFF,

2x88,
oxeo,
Ox88,
exeo

= {

ex02,
Ox6A,
ex13,

oxa3,
2xe8,
ex14,

exe4,
exec,
ox15,

005,
9x0D,
ox16,

2x06,
Ox8E,
ox17,

ex07,
Ox0F,
0x18,

2x08,
exl11,
ex19,
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Ox1A, ox1B, ©x1C, @x1D, ©OxlE, ex1F, ox22, ex23,

8x81, 6x82, OxB3, Oxe4, 9xe5, Oxp6, OxB7, Oxe8,

0x@9, OxB8A, OxoB, 0x8C, exeD, bxBE, OxoF, oxl1l

¥

Khéa vong nhan dwoc qua lwec dd khéa:
KRo: 9102030405060708090A0BECADOERF1112131415161718191A1B1C1D1E1F2223
K@l: 35F234E762094BEF7F90857BA12E56DB20433885F9B4AD6FAC21BE29EF6F297D
Ke2: BOEF513AE689ADAF6887A142E4CDB35AB7BAFAFAS2EDOAFO4SBESB7EER27ECAL
Ko3: 2C4CO7A264BE2819A215173CF2CE25E75089327A607CE3 FB2APABAAAAC3ID3IBDC
Ke4: AeB4380ABD7ESBAEECBIBB822ES9FS5A29E2C120E5D73846E855425AC84617F4E1]L
Ke5: 5ABB2120D46402B490F893E@DFBICS18CASDDE633E336BF798292CC653F96AD40
KB6: @72C7AC69A1E9F1FP60AS104EESF6B92FC3FFEDFOA2ES95ABCFD616B8SBE3BDDS
Ke7: E95745D944897593CCD2A65A38CE7E717475CDE182A2B24B253DDC387BAF2955
K@8: 440362C7663017E46BC67A10FOAE315A42555EFBA21EDR97EABGA18BBS7DBD41
Kega: 91D39F3EAB4C23EAL105A504B3A99542D5221A1478562481A75C4D374C615A2C9
K1@: 1F99B21A7E4E43DEL1EB130A4764C1D57B62D2ASC4EA549CA8FC1138993ADBB52
K11l: 30B1186CSFB294B5011CBBB5725847AFCSOEFASA1C13A52AE3998A369EFOB31A
K12: 44176BBC496R77BFFB@6FFEBDCARGICBSCBEAFE3478982430F13FEC2D8BAFOFD
K13: 71B©3957A4C3FC8ES1AS9BE7572AABBA0B4BECOEBB1588496C270FC7E7A96FSF

K_post: 33DAA26CA488F2C679F520A4ABEBDE6AB7CB1237403703C5B5338C97EBE42F97F

256-bit trang thdi dugc cap nhat qua cac vong:

Vong 1

1.AddRoundKey: 162838405060708290A0BOCADOEGFR110331275143716F9183B1A7D1C3F1DD23
2.5ubCells: 0208OFOCBARGR70EB36DR40BB5020910E148DD3C1F67BAB25AES429446CEBDBG
3.MixWords: CADB632769B68D425B7CF228040572FDDFE4AC43764014C861EB6CEB186F86CCS7
4.AddRoundKey: FF2AS57C@@BBO9FCACB5F27FBE179790@6DERF7BF3B9AB650EA74D553180E9ES2A
5.S5ubCells: 8B47A48B511333FACB26DD52D3A2A2711281BE63136D593142A74D48BE4AQEB47
6.XWord: 9BBO2E79CEEF16867DB6157204CS5E818602C634118CF17AC652EOC73A91BCCRBO
vong 2

1.AddRoundKey: 2BEF7F432866BDA8B3E6F662A89332DCB57CCEEBOELC7C3617EE9C44719B2414
2.5ubCells: 797CA51FE860381E7D5D25CF1ECADO68AGEF351431CDEFF2669ED65B67AF1CBS
3.MixWords: 61417A501852793E25C95D021A6952D5EEGDEAST7BFF2A656BD994ABF577771057
4.AddRoundKey: 4DBD7DF274EC512787DC4A1D545B08B9BA579B619F5686FOF39E1ASFDBAAZBER
5.SubCells: A741D94CFA3A3CDDICH8735CERCT7F113CAA4AF11339934096350AB26207375E6
6.XWord: 359C776BF32DBCFCOEBSDD7/BESDO7132587981363A8EB428F18D05012964F9C7
vong 3

1.AddRoundKey: 95284F614E533612C5AESF556025D3AC746B@F6B490ADAADASASAS85481BB7D6
2.5ubCells: 6EEBD2764985F2E328D7264DB6C2DEBBFAFS81F56DC1556A751E24BF364A2EAC
3.MixWords: @1A5338DBE47B14A3AAF587C88F2056626C593BADGC182C4418C1411CPAC24ES
4,AddRoundKey: 5BAE12AD6A23B3FEAAS7CB9C574BCO76EC98458933F73DBDC39ED874FF3A89A5
5.5ubCells: C7D7E36A32B@7DB4CSA46CD6AA88OB163A7A90D529EA7E3046504FFABBEADST7S
6. XWord: B58EB3F56686A053BBFD3C4598BED6F14823C0461DDCA3D734091F69BFD20892
véng 4

1.AddRoundKey: B2A2C93F9C983F4CBDF76D417EE1BD63B41C389517F22ABDB8FA7E0234318547
2.5ubCells: BO56B79FD67A9FBC3GEAB42AC3D330A882CD65E9664C474397D8C391A348BFC5
3.MixWords: 6706C9C343940B94A684CC7FE7771BE4BDA1S1F2644EFE71C301942FD12C42AC
4.AddRoundKey: 8ES518C1A071D7E@76A566A25DFB96595C9349C13EDECAC3AEG3C4817AA836BF9
5.5ubCells: 783C1BAB615CC361329932C2E713596EB7A3D692C83ABCE45D573666C95AF57F
6. XWord: D86DD236E67310F592C8FB5F6B3CBAFAL7F21FOF4F156F70FDO6FFFBAET7526EB

27
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Vong S

1.AddRoundKey:

2.5ubCells:
3.MixWords:

4.AddRoundKey:

5.SubCells:
6.XWord:

vong 6

1.AddRoundKey:

2.SubCells:
3.MixWords:

4., AddRoundKey:

5.SubCells:
6.XWord:

Vong 7

1.AddRoundKey:

2.5ubCells:
3.MixWords:

4.AddRoundKey:

5.5ubCells;:
6.XWord;

AddRoundKey:

9C6EBOF18R430711F90E814F9052BBAOS5A741FAEDOBBFE717BR5E70F7089BAA
D6EDBACEPELIF61107F31A9D20387DBOD4D422ADBC851588F66046B@7EAF1AFCY
BSED578108CCD2D56589A6EEBBAE4ACIDOFA9527ESE3F686264B2DD2D76A168844
243ECBBFA481BEBCA8CO3EABBG7D9DF4ABB486A26694C63C3EE981A3ACR32A8D
1C86CB583FA93144360B860DOED915D81ER23456609DDF57864011EC8QE14743
AECSA3B7EEAS8DCC8444EEE2DFD5A950ACCD5CB9B19163DF348F790351EDFBCB

B15011AD9REBCEL129AF5SDE46A999B4071AEG76ESFFD42A15BBCEGABAC240FBI9
ES8A106A831435E32C3712EE24E98261AB021.6EB8BC647D4DB35328E9ARCS2E9
1CCDDABCAB634412CF84A78BBBB496CB64553B2F61EA3A974121616BD3DC6964
2C7CC20034D1DBA7CES81C3ECOECD164AD5BC1757DF99FBDA2B8EBSDAD2CDATVE
95EF9AG1A3940542357ACD86B73A944E6AC78D8CD97F333@569714FFA79555C3
©92A54F5CODRF2BDA9BFO372DD7E63B1F6024378B33BC4CFCAS2DABBCDD1AZ23C

4D3D3F4580B8850252B9FC9901DEGA79AABCOCSBF4B2468CC54124C9156852C1
A77E9FEDOE@4BF911813F9E9111232A2C944A1AFDSBOEE1B282A1CB7D4F5188D
8C4DA67CEABDG3474412D951D1010413513DD5DEBCCESFAFBF9974C4AC29EDL7
FDFD9F2B1E4E9FC915B742B6862BACAS51763940604DBD70663BE7B@34B888298
969633792F4933B7D42EF4CA347980243C16CCACD1203971A8FCBEELS8QEL27A
48C486276D57DB2F@27C4194766768BCEA447952933EDIES7EAEOBBFCALO8AE2

731E244B25D8F7489D2E4BDECSEAEEL1796F55A26984EEDB22D96C2C17452735D

Ban ma: 731E244B25D8F7489D2E4BDECSEAEE1796F55A26904EEDB22D96C2C17452739D

A.2.3. Trwéng hop khoa 512-bit

256-bit ban ro:
us X[32] = {

B8x11,
9x99,
2x11,
9x99,

1
Khoéa chinh:

ex22,
BxAA,
ox22,
©xAA,

0x33,
0xBB,
ax33,
QxBB,

ox44,
oxCc,
ox44,
exCC,

0x55,
©xDD,
@x55,
oxDD,

@x66,
@xEE,
0x66,
BxEE,

ox77,
OXFF,
ox77,
OxFF,

0x88,
0x00,
ox88,
©x00

ug Masterkey[ ] = {

oxo1,
8xe9,
2x12,
8x1A,
exel,
oxe9,
exi2,
ox1A,

ox02,
Ox0A,
8x13,
@x1B,
0x02,
BxXPA,
0x13,
ox1B,

Bx03,
9x08B,
ex14,
axic,
oxe3,
OxoB,
ax14,
ax1c,

Bx0e4,
exec,
2x15,
ex1D,
oxe4,
exec,
ex15,
ex1D,

axes,
exeD,
ox16,
ox1E,
axes,
oxeD,
oxl6,
ox1E,

0xe6,
Ox0eE,
ax17,
ex1F,
0xe6,
OxBE,
8x17,
ex1F,

exe7,
Ox0OF,
ox18,
ox22,
exe7,
oxer,
ox18,
ox22,

oxes,
x11,
Bx19,
Ox23,
oxe8,
2x11,
2x19,
ox23

};

Khéa vong nhan dweoc qua lwec do khoa:

Kee:
Keli:
Ke2:
Kea:

28

9102030405060708090A0BACEDAEOF1112131415161718191A1B1CID1ELIF2223
BDFALAFCF24DSEAGBE474CEFOCESA882BOAES58844923E7AA7345C12635F@FDA
8BE77F2176CD78EGAF50EBD64906EDR327B797F73FCBS5ESAE1BBS456C17CAR3
FADF391182528BDA63D44334982F1C8F1662CBD79C2E88604988D1EACOB83849



Kes4:
Kes:
Kee:
Ke7:
Kes:
Keo:
Kie:
Kil:
Ki2:
K13:
K14:
K15:
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82F26BAGS6BSESBFBD4872135B02FCBA8B7220A3D363DE740F0479A7955945A84
25836BB91DF51DD69E785DD16F94755D6C218481ESBBDB8F198171C762DCDETF
AF71C99CAD941146323BC475F55F60DFBBAF3EG4BD2CC2C30EBDBDDFE@4903C15
3CEF69BAF2854AB37A3DC5555FD46D2F5FB317E4CCA3BF3430B422F765069B41
0193618BOF9951A56F606764733FF303E7782E2@0AB39386FEGIEC472B8518398
7F1BF79313CBDOSACBBBS7D89F7EO89A5BD630C3IAE236155C7B085BD647AAC3A
1E1EFEA70626C728C704C66A1609357 2CF3AODFEDS43E93DF76DA4860C77D161
14C16ER6F4B2201E95C46CC5109FD24F59B1A0AFB2F9151196EC27ECB8GF1309
BC1@EB16E662D7D75B9D7558AD3512B898E08432289B258CCED26EQ4ES5A9CF4
5357BB918766EESDDA4EBS14C5A982031FEA67AFB2BFE9BOOSFO7FOEOCDCESS3
C47B3ABD145394EDF720AD2B74636F1F8033C7D5B59A0B1394288D4BFC871F82
2CA2C8BD745DBF6RBD6A1COB50B978498718FCFA35A128301E94DFDEF182EEDC

K_post: 786C0C2578E27FE79523DFD66CC414DA21A81FBO50A370COEAF2E4364DE3D64AS

256-bit trang thai dwgc cap nhat qua cdc vong:

vong 1

1.AddRoundKey: 182830485066708090ABBBCADAEAFA110331275143716F9183B1A7D1C3F1DD23
2.5ubCells; 00080FOCRAB6E70EC30DB48BR5826910E148DD3C1F67BAB25AES429446CEBDBR
3. MixWords: CAD8632769B0D425B7CF228840572FDDFE4ACA43764814C861EBGCEB186F86CC57
4.AddRoundKey: (C72279DB9BFD4A830F886E6F4CB2275F4ER216FER486F61B4C58B72A0CD9C38D
5.SubCells: 533EA220AFS6735A81FDEDBABCBODD26499177B4D134254ABCB32ECIAL1BA4643
6. XWord: 74DFB4ACFCCO7BE2FAG61CFBS55DF2818536E70615BB2A5EB3FOB52382EC21B8B36
Vong 2

1.AddRoundKey: FC38CBEEBACAC6C9894C1383962EFD5@49C7F6ACBD6E7DDA3549816BAE@C4135
2.SubCells: FO656CI9E6FFODFB721BCI925A4BAAS6DA6DS5 3258843EDDI551A6DAIFSD7A12A1A
3.MixWords: 33CD1BC93BC59FDA49B2B53271A98441F67368F7AEBDFADBF5D197C9A69BC337
4.AddRoundKey: (91222D8BA9714882A66F606E98698CEEQ11A320322374B8BC5946236613FB7E
5.SubCells: B7E33E4F6FF8B5014760257140347A350210ECG8DRBOFA97445EEEBA6R9252C3
6.XWord: 012E27C9F016D261F1AD3CF7DFDALIDS5B4DDFS8E4FSESDF7F293F736FF7C35A3
Vong 3

1.AddRoundKey: 83DE4C6FAGAE3ADE4ACESAEE484D8E1EF33FFFFB379637AB702D46D4F6AESGF27
2,5ubCells: SA12BCBABBD7E412BCEB4969274FD37C298B8B7DA2A8982E91C684D23222BADD
3.MixWords: B5A2AB397E56D75302F5A7BBD2671C85498783415591F3AAE674EAFC793A7AAF
4.AddRoundKey: 9021C@BO63A3CA859C8DFAGABDF369D825A607C8B0B2A232BFFF59B3B1BE6A4DR
5.SubCells: 6835FOBO4ABECFOBFD6431D3230639B4FC2BB610B0447BB798B37AF3D4A5D3FO5
6.XWord: 9FCCD3@47E7914334ADBC532E6F67FC35E2BB99BD2D254F517A4773D9CC8DB8Y
vong 4

1.AddRoundKey: 38BD1A98D3ED@57578EB014713A91F1CE524876F6FFE96361919CAE29858E79C
2.S5ubCells: OF36AB7ADEC8B18C541411C59224FECDEB1COCBABABA4BF23838FOAS7AB38FD6
3.MixWords: CABZ2F497EO8CCF92BBC8D31B364884A028AB3924613A634725D41642824221DD
4.AddRoundKey: F6ED9D9D12@98521C1F5164E699CE98F77A82ECOADIOEC73156634B5E744BA9C
5.SubCells: 25C81515E321BF5F8D3777499BD640CA701EAAGBOAES3A3BDAO6A3A68F5B6FD6
6.XWord: 292F7EE47E64152D81D01CBBO693EAB27CFICIFAF7ACS849D8ELC857121ECS5A4
vong 5

1.AddRoundKey: 28BC1F6F71FD4488EEBB7BDC7SAC19B19B81EFDASCISA8263E7FOC25AA4F463C
2.5ubCells: E844FEBAB7965BFDOEQ4BEGSBCBB38ESAFA97C55726E1E838645A1C2C9D2EES7
3.MixWords: A856D95AB77C159284A640A6D09E482D2468B886834BCO1856721A7CB4424934
4 ,AddRoundKey: D74D2EC9A4BAC588CF18C77E4FER40B77FBES845AD68A14D91C29FCIDO38ESOE
5.SubCells: 39A7AAB73F8228F1198953C302020C2E45FCFDIO6ADCFBA7B29A338DA565EB31
6.XwWord; EEEFODDEBDBB1CB8CEC164AASQ3B386792BACAFOEBESCFEERSD2@4E4875CDF78
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Vong 6

1.AddRoundKey:

2.5ubCells:
3.MixWords:

4,AddRoundKey:

5.5ubCells:
6. XWord:

Vong 7

1.AddRoundKey:

2.5ubCells:
3.MixWords:

4,AddRoundKey:

5.S5ubCells:
6.XWord:

Vong 8

1.AddRoundKey:

2.5ubCells:
3.MixWords:

4 .AddRoundKey:

5.5ubCells:
6.XWord:

AddRoundKey:

FOF16379BB9DDBS@R9C5A2C046328D155D8EC7073DA626D352BFAB628B2BAELY
Q9CEA8A2DB1520032128560BEEDP41DAFF7853617EBB83DES7580DCFEG793138
FAQ7A9D34E0211DD2078BFD9EB74CFOCSF1ELIELIDZF7D028D966E40F487EQ76686
E@C6C7D5SBABO31C3BSBFO15BA7D32B8AAB50417D45253DC8FOB28AAC608758F
82DF53F36F044846A65882C742DE798E1ERA2AD998F67ECBOOF1EB3FDFF18CCO
B1A370218DD98B85152491152003BA4DAD76696BF22BBDOSBASDCBEDBD2CAFA3

8DB35SB37EBBBSC524EBOE44DBD36ABF535968039DABRSBBA745FASESS576D3F7
417DAFBB14DB7218491369A743F21E371A4BA3CC55047A27FA2675404D16DEEA
F23119C44FE4A2D7435FFC2BOF34D344FBE3A2B3C00028FFDBBACBADDI6ES788
A166A255C8824C8A9711493FCAODS147E409C51C72BFC14FDE44B433D5B27F0B
FB6@564DCB62BCBEF8106DSFF@153CC5692128CD2D588002125B8229F3B94520
836AC77B2EFAF437801AFCA91583747C112BB9FBCECECS6B6A51131F162FOD99

4711FDC63AA760DA773A518261E01B6391187E2E7DS54CE78FE791ES4EAA8121B
C510896DFE442065570E43C6276024AA8B289C3AAD9EA3S54BAA22FEOBG1EE34A
BA32DEC2C642AF1C84B33F9094ABCADBCESA48DAA2BC61B7530A30659342A1B6
A69016CFB21F107C0909239BC411B8914982BA2E962D49874DSEEFBB62CRAF6A
B8B37719B9FEGGEF218ABOAF741097B26D6282AA4B2B6D9CA7507CDBCFOBD232
EBBB4EDEF@36281C723189683DDEBF413ED9BB6DB2ESA56FF4EBAS1C86C5FACL

93B442FB88D257FBE71256BE511AABOB1F71A4DD524635A61019A12ACB262C85

Ban md: 93B442FB88D257FBE71256BE511AAB9B1F71A4DD524635A61019A12ACB262C85
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