BO QUOC PHONG CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap - Tu do - Hanh phuc

Sé: & F /2024/TT-BQP Ha Néi, ngay 26 théng A0 niim 2024

~ THONG TU ,
Quy dinh Danh muyc tiéu chuiin ky thudt mat ma ap dung bit bugc cho mé-dun
an toan phan cing trong hoat dong dinh danh va xac thue dién tir

Can cir Ludt Tiéu chudn va Quy chudn kj thudt ngay 29 thang 6 nam 2006;

Can cur Ludt An toan thong tin mang ngay 19 thang 11 nam 2015,

Can cir Nghi dinh s6 01/2022/ND-CP ngay 30 thang 11 ndm 2022 cua
Chinh phu quy dinh chicc nang, nhiém vu, quyén han va co cau t6 chirc cua Bo
Quoc phong,

Cdan cir Nghi dinh s6 09/2014/ND-CP ngay 27 thang 01 nam 2014 cua
Chmh phii quy dinh chitc ndng, nhiém vu, quyén han va co cdu t6 chitc cia Ban
Co yéu Chinh phi;

Céan cir Nghi dinh s6 69/2024/NP-CP ngay 25 thdng 6 nam 2024 cua
Chinh phu quy dinh vé dinh danh va xdc thuc dién tu;

Theo dé nghi cua Truong ban Ban Co yéu Chinh phu;

Bé truomg Bé Quoc phong ban hanh Théng tw quy dinh Danh muc tiéu
chudn ky thudt mdt ma dp dung bat bujc cho mé-dun an toan phan cimg trong
hoat dong dinh danh va xdc thuc dién tu.

Piéu 1. Danh muc tiéu chuin ky thuit mat ma ap dung bit buje cho
mo-dun an toan phan cirng trong hoat dong dinh danh va xac thuce dién tir

Tiéu chuan k¥ thudt mat ma ap dung bit budc cho mé-dun an toan phan
cung trong hoat dong dinh danh va xé4c thyuc dién tir dé bao vé thong tin khong
thuoc pham vi bi mat nha nudc thuc hién theo Danh muc ban hanh kém theo
Thong tu nay.

Dié¢u 2. Hiéu luc thi hanh

Thong tu nay c6 hiéu luc thi hanh tir ngay 44 théang 44 niam 2024.

Dic¢u 3. T6 chirc thue hién

~ 1. Ban Co yéu Chinh phu ra soat, dé xuat Bo truong Bo Qube phong sira
doi, boé sung Danh muc tiéu chuan ky thuat mat ma ap dung bét budc cho mo-dun
an toan phan cing trong hoat dong dinh danh va xac thuc dién tir theo quy dinh tai
Diéu 1 Thong tu nay pht hop véi tinh hinh phét trién céng nghé va chinh sach
quan ly cua Nha nude. Ban Co yéu Chinh phu xem xét chap nhén céac két qua thu
nghiém cua cac to chure thir nghiém du nang luc phuc vu cho qua trinh dénh gia.
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2. Truong ban Ban Co yéu Chinh phu, Th truéng céc co quan, don vi va to
chire, cd nhan c¢o lién quan chiu trach nhiém thi hanh Théng tu né}\/;/s_(/

- -~ / <
Noi nhgn: 1 KT. BO TRUONG
- Tha tuéng Chinh pht, cac Phé Tha tuong Chinh pha (dé b/c); TH U TRU()NG

- Cac B9, co quan ngang B9, co quan thuge Chinh phu;
- UBND céc tinh, thanh phd truc thuée Trung vong;

- Thu truong BQP, CN TCCT;

- Ban Co yéu Chinh phu;

- Cyc Kiém tra van ban QPPL B6 Tu phap;

- Cuc Tiéu chuan - Po ludng - Chét lugng/BTTM;

- Cong bao, Cong TTDTCP;

- Vu Phap ché/BQP;

*

- Cong TTDTBQP: Pai twomg Nguyén Tan Cion
- Luu: VT, BCY. BN110. ‘ guy g
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Phu luc

DANH MUC TIEU CHUAN KY THUAT MAT MA AP DUNG BAT BUQOC CHO MO-PUN AN TOAN

PHAN CUNG TRONG HOAT PONG DPINH DANH VA XAC THUC PIEN TU
(Kém theo Thong tw so 8F72024/TT-BOP ngay 2£ thang 40 ndam 2024 cua Bé truong Bé Quoc phong)

I. Quy dinh Danh muc tiéu chuan kj thuit mat ma ap dung bit budc cho mé-dun an toan phén cirng trong hoat dong
dinh danh va xac thuc dién tw

STT

Y. A
Loai tieu chuan

Ky hiéu tiéu chuan

A A - > A A
Ten day du cua tiéu chuan

Quy dinh ap dung

I. Tiéu chuan ve dac tinh

k§ thuit mat ma

Mat ma  doi
xung va ché do
hoat dong

TCVN 11367-3:2016
(ISO/IEC 18033-
3:2010)

Coéng nghé thong tin - Cac
k¥ thuat an toan - Thuat toan
mat ma - Phan 3: Ma khoi.

TCVN 12213:2018

(ISO/IEC
10116:2017).

Cong nghé thong tin - Cac
ky thuit an toan - Ché do
hoat dong cua ma khéi n-bit
trong CNTT.

ISO/IEC 19772:2020

An toan thong tin - Ma hoa
cO su dung xdac thuc
(Information  security -
Authenticated encryption)

NIST Special
Publication 800-38E

Recommendation for Block
Cipher Modes of Operation:
The XTS-AES Mode for
Confidentiality on Storage
Devices

- Ap dung TCVN 11367-3:2016
(ISO/IEC 18033-3:2010) va it nhat mét
trong ba ticf;u chuan vé ché do hoat dong
cua ma khoi.
- Sir dung maot trong hai thuat toan AES
hoac TDEA.
- Doi véi thuat toan AES:

+ Str dung khoa c6 kich thuée toi thiéu
la 128 bit;

+ Str dung mét trong cac ché do: CBC,
CFB, OFB, GCM, CCM, CTR, XTS.
- Déi véi thuat toan TDEA:

+ Str dung khoa ¢6 kich thudc la 192 bit;

+ St dung mot trong cac ché d6: CBC,
CFB, OFB, CTR.
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STT

Loai tiéi chuan

Ky hiéu tiéu chuén

Tén day di cta tiéu chuan

Quy dinh ap dung

Mit ma phi dbi
xung va chir ky
SO

TCVN 11367-
2:2016

Coéng nghé théng tin - Cac
k¥ thuét an toan - Thuit toan
méat m& - Phan 2: Mat m4 phi
d6i xtmg

PKCS #1

RSA Cryptography Standard

ANSI X9.62-2005

| Public Key Cryptography for

the  Financial Services
Industry: The Elliptic Curve

Digital Signature Algorithm

(ECDSA)

Ap dung mot trong cac thuit toan mét ma
sau:
- B6i véi thuit toan RSA:

+ nlen > 2048

+ Ap dung lugc d6 RSAES-OAEP dé
ma hoa va RSASSA-PSS dé ky.

- Béi v6i thudt toan ECDSA, ECDH:
+ nlen > 256

+ Ap dung ECDH d¢ phan phéi khéa va
ECDSA dé ky.

- Déi vé6i thuat toan DSA, DH:
+1>3072, N > 256.

+ Ap dung DH dé phan phdi khéa va
DSA dé ky.

Thuit toan bam

TCVN 11816-3:2017

Coéng nghé thong tin - Cac
k¥ thuét an toan - Ham bam -
Phén 3: Ham bim chuyén
dung

FIPS PUB 202

SHA-3 Standard:
Permutation-Based Hash and
Extendable-Output
Functions

Sir dung mdt trong cac thuat todn sau:
SHA-256, SHA-384, SHA-512-256,
SHA-512, SHA3-256, SHA3-384, SHA3-
512.
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STT | Loai tiéu chuén | Ky hiéu tiéu chuin | Tén diy di cia tiéu chuin Quy dinh ap dung
Cong nghé théng tin - Cac | SU dung mdt trong cac thuat toan sau:
k¥ thudt an toan - Ma xac | HMAC-SHA-256-128, HMAC-SHA-256,
TCVN 11495-1:2016 | thuc théng diép (MAC) - | HMAC-SHA-384-192, HMAC-SHA-384,
Thust todn xdc P?an 2 Cf)' ché sir dung ham | HMAC-SHA-512-256, HMAC-SHA-512,
4| thue then g digp bam chuyén dung. HMAC-SHA3-256, HMAC-SHA3-384,
' ) . HMAC-SHA3-512.
SHA-3 Standard:
FIPS PUB 202 Permutation-Based Hash and
Extendable-Output Functions
Recommendation for Ap dung PBKDF2, phién ban 2.0 trd 1én
> 3 4 Password-Based Ke 21 c6).
5 |Ham dan Xult|\rer gp §00-132 o d ki)
khéa Derivation Part 1: Storage
Applications
; Céc k¥ thuat an toan - Bd tao | Ap dung mét trong bbn tiéu chudn va st
TCVN 128552020 | bt ribien duti At trong;ekc b3 tao bit sl phisg
sau:
Recommendation for
. | Hash DRBG, HMAC DRBG
. . Random Number Generation 3 . = ?
6 Bo6 tao bit ngau | NIST SP 800-90A Using Deleaministie Randan CTR DRBG(AES), MS _DRBG,

nhién

Bit Generators

NIST SP 800-950C

Recommendation for
Random  Bit Generator
(RBG) Constructions

MQ_DRBG, XOR-NRBG,
Oversampling-NRBG.




STT -| Loai tiéu chudn | Ky hiéu tiéu chudn | Tén diy di cia tiéu chuin | - " 7 Quy dinh™ap dung
A proposal for:
AIS-31 Functionality classes for
random number generators
L e , Recommendation for Block | Cac tham s6 an toan phéi ap dung AES
7 th““ s : v4¢ | SP800-38F Cipher Modes of Operation: | ché d6 KW hoic KWP dé mi héa dugc
4m so an toan Methods for Key Wrapping | luu trif trén thiét bi.
) . R Cryptographic Token | Phién ban 2.2 tr¢ 1én
3 Giao dien Igp PKCS#11 Interface Base Specification a

trinh img dung

II. Quy dinh vé ma HS ciia mé-dun an toan phﬁn cing

Tén san pham, hang héa theo quy

STT dinh ciia Thong tir Maia HS Mo ta san pham hang héa
01 8471.30.90
02 | Sim, it dnt am fi oy thine dfhfin 8471.41.90 Sén phém sinh khéa mat mé, quan 1y hogc
san pham sinh khéa mit m&, quan ly 1 tls” khéa mat ma. ek At
03 | hodc luu trit khéa mat ma. 8471.49.90 MR sioa Mgl
04 8471.80.90
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Giai thich chir viét tit va ky hiéu:

Chit viét tit Tén tiéng anh Tén tiéng viét

AES Advanced Encryption Standard Tiéu chun m4 héa tién tién

CBC Cipher Block Chaining Mode Ché d6 moc xich khdi ma

CCM Counter with Cipher Block Chaining | Bé dém v&i ma xéc thuc thong bdo khéi mé héa
Message Authentication Code

CFB Cipher Feedback Mode Ché 6 phan hdi ban ma

CTR Counter Mode Ché @6 bd dém

CTR_DRBG Counter - Deterministic Random Bit | B tao bit ngu nhién tt dinh dua trén bd dém
Generator

DRBG Deterministic'Random Bit Génerator B6 tao bit ngiu nhién tat dinh

DSA Digital Signature Algorithm Thuit toan chit ky sb

ECDSA Elliptic Curve Digital Signature Algorithm | Thuét toan chit ky s6 dua trén dudng cong Elliptic

GCM Galois/Counter Mode Ché d6 Galois/B§ ¢ém

Hash DRBG Hash Deterministic Random Bit Generator | B6 tao bit ngiu nhién tit dinh dua trén ham bam

HMAC Hashed Message Authentication Code Ma xac thuc théng bao dya trén ham bim

HMAC DRBG HMAC - Deterministic Random Bit | B tao bit ngiu nhién tit dinh dua trén HMAC

Generator
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Chir viét tat Tén tiéng anh Tén tiéng viét

HS Harmonized Commodity Description and | Hé thong hai hoa mé ta va ma hoa hang hoa
Coding System

KW Key Wrap Boc khoa

KWP Key Wrap with Padding Boc khoéa véi dém

MQ DRBG Multivariate  Quadratic ~ Deterministic | B tao bit ngau nhién tat dinh béc hai da bién
Random Bit Generator

MS DRBG Micali-Schnorr Deterministic Random Bit | B9 tao bit ngau nhién tat dinh Micali Schnorr
Generator

NIST National Institute of Standards and | Vién Tiéu chuan va K§ thuat quic gia (Hoa Ky)
Technology

NRBG Non-deterministic Random Bit Generator | B tao bit ngau nhién bat dinh

OFB Output Feedback Mode Ché d6 phan hoi dau ra

Oversampling-NRBG Bo taoq bit ngau nhién bat dinh theo cau truc Oversampling. Pugc trinh bay trong tai liéu SP 800-
90C cua NIST.

PBKDF?2 Password-Based Key Derivation Function | Ham dan xuat khoa dua trén mat khau 2
2

PKCS Public Key Cryptography Standards Céc tiéu chuan mat ma khoa cong khai

QCVN Quy chuan ky thuat quéc gia

RSA Rivest - Shamir - Adleman Tén cua hé ma do ba nha toan hoc Rivest, Shamir va

~ P




Chir viét tit Tén tiéng anh Tén tiéng viét
Adleman phat minh
SHA Secure Hash Algorithm Thuat toan bam an toan
SP Special Publication An pham dic biét (Vién Tiéu chuan va K§ thuat
quoc gia Hoa Ky)
TCVN Tiéu chuan quéc gia
TDEA Triple Data Encryption Algorithm Thuédt todn ma hoa dir liéu Triple-DES
XOR-NRBG Bo tao bit ngau nhién bat dinh theo cau tric XOR. Pugc trinh bay trong tai liéu SP 800-90C cua
NIST.
XTS XEX-based tweaked-codebook mode with | Ché dé ma khéi hep
ciphertext stealing
Ky hiéu Mo ta
nlen Doi véi thuét toan RSA: nlen 1a do dai modulo theo bit;
Doi voi thuat toan ECDSA: nlen 1a do dai theo bit ctia cap cua phan tir sinh
L D4i véi thuat toan DSA: L 1a do dai cua tham sé mién p theo bit
N Péi véi thuat toan DSA: N la do dai ctia tham sé mién ¢ theo bit




